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Preface

Version Description

A Initial version, corresponding to the UNM2000 V2.0R4
version.

B Updated version, corresponding to the UNM2000 V2.
OR4SP6 version.
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Intended Readers

This manual is intended for the following readers:




4 Commissioning engineers
€ Operation and maintenance engineers

To utilize this manual, these prerequisite skills are necessary:

€ Data communication technology

€ Access network technology

Terminology Conventions

Terminology Convention
FiberHome UNM2000 Network Convergence Management
UNM2000
System
Symbol Conventions
Symbol Convention Description
@ Note Important features or operation guide.
Possible injury to persons or systems, or cause traffic
Caution , ,
interruption or loss.
& Warning May cause severe bodily injuries.
- Jump Jumps to another step.
Cascading . .
- Connects multi-level menu options.
menu
Bidirectional
> airectiona The service signal is bidirectional.
service
Unidirectional
— The service signal is unidirectional.
service




Operation Safety Rules

> B B B B

>

The network management computer should be placed away from
direct sunlight, electromagnetic interference, heat source,
humidity and dust, and with at least 8cm distance from other
objects in order to keep good ventilation.

Use UPS power supply to avoid loss of network management
data caused by accidental power failure.

The computer case, UPS power supply and switch (or hub)
should be connected to protection earth ground.

To shut down the network management computer, exit the
operation system normally and then shut off the power supply.

Do not exit the network management system when it is working
normally. Exiting the network management system does not
interrupt traffic in the network, but precludes centralized control of
the networked equipment.

The network management computer cannot be used for purposes
other than network management. Use of unidentified memory
devices should be prohibited so as to avoid computer viruses.

Do not delete any file in the network management system
randomly or copy any irrelevant file into the network management
computer.

Do not visit Internet via the network management computer.
Doing so may increase data flow in the net card and hence affects
normal network management data transmission or results in other
accidents.



\ No Access to Internet!

> —a@y

Network Management System

& Do not perform service configuration or expansion during service
busy hours via the network management system.

& Do not modify the network management computer’s protocol
settings, computer name or LAN settings. Doing so may result in
abnormal operation of network management system.

Local Area Connection Properties -

General I

Connect using:

2

| B IntelR) PRO/000 MT Mebwork Connection

Companents checked are uzed by thiz connection:

No modification

Ingtall... | Wrinstall | Froperties
— Description
[ Show icon in taskbar when connected
Ok Cancel




Internet Protocol {TCP/IP) Properties 2]x|

Gereral |

‘f'ou can get IP settings assigned automatically if your network, supports
thiz capability. Othenwize, you need to ask your network. administrator For
the appropriate [P settings.

" Obtain an IP address automatically

—1% Lse the following |P address:
IF address:

Subnet mask:

Default gatewviay:

_ _ —@ No modification !
 [htain DMS server addiess automatically

—{% Use the following DMS server addresses:

Freferred DMS server:

Alternate DMNS server:

Advanced... |
Ok I Cancel |

21|

Y'ou can change the name and the membership of this
computer, Changes may affect access to nebwork resources.

C &1 name;
XXX Mo modification !

Full computer name:
XXX

More...

- Member of -
" Domain:

I

* Workgroup:
iWEIHKEHDUF'

0K | Concel |
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emet options TP

General I Security I Content  Connections |Pr0grams I Advanced I

Use the Internet Connection Wizard ta
connect your computer ko the Internet,

Dial-up settings

1% Never didlla conmeckion

Current [done

cal Area Metwork (LARN) settin

€ Dial whenever a nebwork connection is not present

L QAR = ol = =t e et=teeld | ocal Area Network (LAN) Settings ﬂﬂ

Add... |
Remave |
Sethings. .. |

r—Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of settings, disable automatic configuration.

™ automatically detect settings

[ Use automatic configdratign scripk

Address | @ No modification !

oK

T Proxy server
Address: I Part: Advanced..,. |

I | Bypass prowy server for local addresses

Ok I Cancel |




Contents

PrefaCe . ... e e I
Operation Safety RUIES ..........uuiiiii e 1]
T OVEIVIEBW e e e 1
1.1 Deployment of the UNM2000 in the TMN..........cooviiiiiiiiiiiiiieiieeeeeens 2

1.2 Manageable DeVviCe TYPES ......cuvviiiiiiiiieieiieiee e 2

2 Basic Operations of the UNM2000 .............ueuiiiiiiiiiiiiiaaeaaee e 4
21 oo 1o 1 1o o 11 | S 5
2.1.1 Downloading Client ENd..........ccceiiiiiiiiiiiiis 5

2.1.2 Logging into the UNM2000 Client..........cccvvvevieieeeeneiiiiiines 6

2.1.3 Logging Out of the UNM2000 Client ...........ccceeeviiiiiiiiiiinnnns 7

2.2 Views the UNM2000 VErsion.........cccccvveiiriiriieei e 7

23 GUI INtrOAUCHION ... e e e 7
2.3 GUI o 8

2.3.2  ShOMCUL ICONS.....eeeiiiiiiiiiiiie e 8

2.3.3 Common ShortCut Keys ...........cuuviiiiieiiiiiiiiiiiiiis 11

2.4 Menu DeSCriPtioN..........eei e 12
2.4 1  SyStemM . 12

2.4.2  VIBW ..ot 14

2.4.3  RESOUICE ..o iiiiiiie ettt 15

2.4.4 Configuration........ccccccuiiiiiiiiiirieeeeeee e 17

2.4.5 Al 18

2.4.6  PerformanCe........ccccouiuiiiiiii i 20

2.4, 7T SECUIMY ccooo e 20

2.4.8  WiNAOW ..ooiiiiiiiiiiiiiiec s 21

2.4.9 Help oo 22

2.5 Setting UNM2000 System Parameters .........cccccceiiiiiiiiiiiiniicce, 22
2.5.1 Setting the Display of the Browse Tree ............cc.cevvvvvvnnnnn. 22

2.5.2 Settingthe TimeMode .........cooevvviiiiiiiiiiiee e, 23

2.5.3 Setting the Topology Display ........ccceevviiiiieiiiiiiiieiiiiieenn, 24



2.5.4 Setting Ping Parameters ..........ccccciiiiiiiiis 25

2.5.5 Setting the Telnet/ SSH Proxy Server...........ccccevvvvvvvvvnnnn. 26

2.5.6 Settingthe Font .......ccccooiiiiiiiiii e, 27

2.5.7 Setting the Default Opening Page for NE Manager ............ 27

2.5.8 Setting the Personalization Switch ..............ccciiieen. 28

2.5.9 Setting the GUI Display..........ccovvvueiuiiiiiiinieeeeieeeeeeeeeiiiiennn 29

2.5.10 Settingthe NE Manager..........ccccueeeiieiiiiiiieeeeeeeeeieeeeenes 29

2.6 Setting the XFTP SErver .......coooveiiiiiicieie e 30
2.7 Setting the Default Workspace ..........coeeeeeeiiieieiiiiicccie e 32
2.8 Basic Operations of the UNM2000 ...............ccoiiiiiiiiiiiiiiiieeeeeeeeee, 33
2.8.1 Updating the LiCENSe .........cccvviiiiiiiiiiiiiiiis 33

2.8.2 Modifying the User Password..............ccccocviviieiiiiiiniininnnns 34

2.8.3 Lockingthe Terminal.........cccccoeiiiiiiiiiiiiieeee e 35

2.8.4 Logging OUt USErS.....cccuuuiiiiiiiiiiiiiieieee e 35

2.8.5 Viewingthe Message Platform ...........ccccccooiiiie. 36

2.8.6 Managing the Toolbar ............ccceviiiiiiiiiiiii s 36

2.8.7 Customizing VIEWS .......cooeeeiiiiiiiieeecee e 38

3 Security ManagemMENt..........uciiiiii e 39
3.1 User Security CONCEPLS ....coeeeeeeeieiieeeeeecee e 40
3.2 User Security Policy Management...............cccccoiiiiiiiiieieeiieeeeeeeeen 43
3.2.1 Settingthe User Login Mode .........cccooveieiiiiiiiiiiiiiiiiin, 43

3.2.2 Setting the Access Control List.........ccooeeevviiiiieiiiiiiiennn, 44

3.2.3 Setting the Account PoliCy...........ueueiieiiiiiiiiiiiiiis 45

3.2.4 Setting the Password PoliCy ............cceeeiiii, 46

3.3 Managing UNM2000 USErS ..........coevuuiviiiiiiiiiie e e 47
3.3.1 Operation Set Management ..., 47

3.3.2 Object Set Management ..........ccccceeieiiiiiiiiiiiinis 50

3.3.3 Managing USer GroUPS ...........uuuureeerierriieeiaaaaaeaenaeaanaaaenees 53

3.3.4 Managing USErS ......ccccouuuiiiiiiiiiiiieiee e 58

3.4 Managing USer SESSIONS ........ccoovviieiiiiiiiiiiies e 64
3.4.1 Monitoring the User Session ...........cccvviiiiiiiiieiiiiiiiiis 64

3.4.2 Logging OUt USErS ......ccuuuiiiiiiiiieiieieee e 66

3.4.3 Sending Messages to Online Users...............ccccevvvvvvvvnnnnn. 67

3.4.4 Monitoring User Activities............cccceeeeeieiiiieieiiiieeee, 68



3.5 Authorization and Domain DiviSion..........cooviiiiiiii e 69

Configuration Management ..............eueeiiiiiiiiiiiii 72
4.1 NE Communication Route Management..............ccccccviiiiiiieenenennenn. 73
4.1.1 NE Management Program.........ccccceeeviiiiiiiiiiiiiieeiiiiinnn 73
4.1.2 Partition Policy Management..............cccceeevvivieevveiiiiniinnnnn, 77
4.2 SNMP Parameter Template.........ccoooviiiiiiiiiiiiiieeeeeee e 78
4.2.1 Creating and Using the SNMP Parameter Template........... 78
4.2.2 Modifying / Deleting an SNMP Parameter Template........... 79
4.3 ONU Capability Set Template.......cccooevieeeeeeiiiiiiieeeeee e 80
4.3.1 Adding an ONU Capability Set Template ..........ccc.ccceeee.. 80
4.3.2 Modifying an ONU Capability Set Template ....................... 81
4.4 Managing Global Templates............oooiiiiiiiiiiiiiee e 82
4.4.1 Viewingthe Global Template.......ccccoevviiiiiiiiiiiiiiiin, 82
4.4.2 Addinga Global Template .........ccceeeeiiiiiiiiiiiiie, 83
4.4.3 Modifying a Global Template .........cccccooeeeeiviiiiiiiiiin, 84
4.4.4 Binding/Unbinding a Global Template..........cccccccvvvveeeen... 85
4.4.5 Deletinga Global Template ..........cccevveeis 86
4.5 Managing Global Configurations ...........ccccccceeeiiiiiieieiiccce e, 87
4.5.1 Viewing Global Configurations ...........cccccccviiiiieeeiniinininns 87
4.5.2 Adding the Global Configuration.............ccccooiiiiiieenennn. 88
4.5.3 Modifying the Global Configuration...........ccccccccciiiiiiiinie. 88
4.5.4 |Issuing the Global Configuration to Device ........................ 89
4.5.5 Deleting a Global Configuration Template..........ccccccc........ 90
4.6 Tracing Signaling ......ccoeeveeeeeee e 91
4.7 Configuration Synchronization ..............ccccccoiiiiiiiicccii e 92
4.8 Network Access Management..............eceiiiiiiiieeiiiiieeceee e 93
4.9 PIiNgiNg NES. ... 95
410 TelNet NE.. ..o 95
4.11  The Tracert Function of the UNM2000 Server...........cccceveeeiiivnnennn. 96
4.12  Migrating the PON Configuration............cccccovvviiiiiiiiiciii e 97
Topology ManagemeEnt........ ..o 98

51 Topology Creation FIOW.........ccccuuuiiiiiiiiiiiieeeee e 99



5.2 Creating a Global Logical Domain ... 100
53 Creating NES ... 101
5.3.1 Create ACCESS NE .....ocviiiiiiiiiiii e 101
5.3.2 Automatic Discovery of NES...........ceeieiiiiiiiiiiiiiiiiii, 102
5.4 AdAING Cards........cooeiiiieeee e 105
5.4.1 Adding Cards Automatically ...........cccceeeeiiiiiiieeiiiiiiiieeinn, 105
5.4.2 Adding Cards Manually.............ccoovviiiiiiiiiiiiieeeeeeeceeeeeinn, 106
5.5 Creating @ LiNK ... 107
5.6 Editingan NE..........ooo e 108
5.6.1 Setting NE Attributes............oovviiiiis 108
5.6.2 Editing ICONS......cciiiiiieee e 109
5.6.3 Setting the Displayed Content of the Icon ........................ 110
5.6.4 Taggingthe NE ... 110
5.6.5 Queryingalabel ........ccccoiiiiiiii s 110
5.6.6 Modify NE Names in a Batch Manner......................eeeee.. 111
5.7 Editing a Fiber Connection.............oovviiiiiiiiiie 113
5.7.1 Modifying the Connection Line Properties............cccccnn.... 113
5.7.2 Setting the Display Mode of the Connection Line.............. 113
5.8 Browsing the Topology VIEW ...........eveiiiiiiiieeee e 114
5.8.1 Checking the Physical Topology View ..........ccccccvvvveennnnnn. 114
5.8.2 Viewing the Sub-topology View .............ccceeeviiiiviiiiniiinnnen. 115
5.8.3 Viewing the Thumbnail..............oooiiiiiiii 117
5.8.4 Searching ObjeCES ......civiiiiiiiiiiiieeeeeee e 117
5.9 Deleting the TOpology .......coooeiiiiiiiiiiiiiie e 119
5.9.1 Deleting the Global Logical Domain.............ccccevvvvivvennnnnn. 119
5.9.2 Deletethe NE ........coooiiiiiiiiiiii e 119
5.9.3 Deletingthe Card..........ccoooeiiiiiiiiiiicccc e 120
Managing ACCESS NES.........ouiiiiiiiiiiiii e 121
6.1 NE Manager GUI ........ooiiiiiiiiiiieee et 122
6.2 Configuring the Local ServiCe..........ceeeviiiiiiiiiiicccee e 123
6.3 ONU Query Management ..........ccoooiiiieeaioiiiiiiiieeeeeeeeee e 124
6.3.1  Querying ONUS ...t 124

6.3.2 Viewingthe ONU LiSt........ccccooviiiiiiiiii e 125



6.3.3 ONU Query Example ........cccuvuiiimiiiiiiiiiiieaeeee s 128

6.4 AUthorizing ONUS ......oooiiiiiii s 129
6.4.1 Configuring the ONU Whitelist...........ccccooveiiiiiiiiiiiiiiinnnnn, 129

6.4.2 Managing ONU Authentication Modes..............ccccvvveuennn. 130

6.4.3 Managing PON Port Authentication Modes...................... 132

6.4.4 Replacing the ONU Logical Identifier.............ccocvvvvvnnnnnnn. 133

6.4.5 Viewing the Authorized ONU Information......................... 133

6.5 ONU Registration Management ............cccccoeiiiiiiiiiiiiiciiiiieeeeeee 134
6.5.1 ONU RMS Error Information Query ............ccccooeeiviinnnns 135

6.5.2 Querying the ONU Network Access Interception Logs .....135

6.6 Rule Tasks of Enabling the ONU Port..............ccccoiiii, 135
6.6.1 Viewing Rule TasksS........ocoeeeeviiiiiiiiiiccceee e 136

6.6.2 CreatingaRule Task..........cceovvviiiiiiiiiiiiiii e 136

6.6.3 Executing Rule Tasks.........ccccuuumimimiiiiiiiiiiiiies 137

6.7 AUthOriZING CardS ........covviiiiiiiicee e 137
6.8 Synchronizing ONUs Manually.............ccoooiiiiiiiiiiiiiiii e 138
6.9 Obtaining Unauthorized ONUS .............ccoooiiiiiiiiiicieee e 139
6.10  Authorizing ONUs Manually ...........cccccceiiiiiiiiiiniiieeeeeeee e 139
6.11 OTDR Link Management ...........ccoeiiiiiaaaaeiaiiiaieieeeeeeeee e 140
6.12 SystemMaintenance ............cco e 142
6.13  Upgrading Cards .........ccceeeiiiiiieeiieiiieeeeeees e 142
6.13.1 System Software Upgrade Task ............ccceevvvvriiiiiiiiinnnnnn. 143

6.13.2 Tasks of Upgrading ONUs in a Batch Manner.................. 145

6.13.3 Tasks of Upgrading System Cards in a Batch Manner...... 147

6.13.4 System Software Upgrade Task ........cccccceieeiiiiiiiiiiiinnnes 150

6.14 Managing Test Tasks .......ccoeeeeiiiiiiiiiiicce e 152
6.14.1 Managing POTS Port Internal / External Line Test Tasks..152

6.14.2 Managing VOIP PING Tasks ..........cuueirieiiiiiiiiaeaaeaaananans 154

6.15 Managing NE Automatic Discovery Tasks .........cccceeeeveiiiiieiiiiiiennnn, 157
6.15.1 Viewing NE Automatic Discovery Tasks.................ccccee. 157

6.15.2 Creating an NE Automatic Discovery Task....................... 158

7 Alarm Management ...........iiiiiiiii e 159

71 BasiC CONCEPLS.......cuuuiiiiiiic e 160



7.2

7.3

7.4

7.5

7.6

Setting Alarm Related Parameters ...........ccccccoiiiiiiis 164
7.2.1 Managing Alarm Reporting Rules............ccccccoiiiiiiiiininns 164
7.2.2 Managing Alarm Filter Rules ..., 166
7.2.3 Setting the Audible Alarms ... 171
7.2.4 Enabling/ Disabling the Audio Alarm.............c.ooeeiiiinneees 172
7.2.5 Setting the Display Modes of New Alarms / Events........... 172
7.2.6 Setting the Alarm Color............cueviiiiiiiiiiiiiiiiis 173
7.2.7 Setting Other Items of the Local Alarms.................vuveenen. 174
7.2.8 Setting the Definition of the Alarm History........................ 175
7.2.9 Setting the Alarm Automatic Confirmation Rules.............. 175
7.2.10 Converting Eventsto Alarms..........ccceeeiiiiiiiiiiiiiiiiieies 177
7.2.11 Customizing Alarms.........cooeeiiiiiiieeeeeee e 177
Managing Alarm / Event Templates ............coooiiiiiiiiiiiiieeeeee, 181
7.3.1 Alarm Template.......cccoooeiiiiiii e, 181
7.3.2 EventTemplate.........ccoooovmiiiiiiiiii e, 186
Synchronizing AlarMS ..........eeeiiiiiiiiiee e 188
7.4.1 Synchronizing Alarms Manually ..............cccooevveieiiiiiiinnnnn. 188
Monitoring Network Alarms ..........cooouiiiiiiiiiiieeee e 189
7.5.1 Viewing currentalarms...........cccoevvvviiiiiiiiiiiie e 189
7.5.2 Viewing Alarm History .........ccccvvevieiiis 192
7.5.3 Viewing Related Alarms...........ooovviiiiiiiiiiinieeeeeeeeeeeeeiees 195
7.5.4 Viewing Alarm DetailS ............euveimiiiiiiiiiiies 195
7.5.5 View alarm logs. .....ccooiiiiiiieeeieieieeeee e 197
7.5.6 Viewing the Alarm Log StatistiCS ........cceeeeeeeriiiiiiiiiinines 199
7.5.7 Viewing Alarm Statistics.............ooovviiiiiiiiii 201
7.5.8 Querying Reported Events ..., 204
7.5.9 Viewing Reported Alarms............oouvvveiiiiiiiiieeeeeeieeeeeiinnns 206
Handling AlarmsS ........eeeeiiiiiie e 207
7.6.1  Confirming Alarms ............ouuiiiiiiiiiiiiaaee e 207
7.6.2 Clearing Alarms Manually ..............ccoeeeiiiiiiiieiieiiieeeeeinn, 208
7.6.3 Confirming and Clearing Alarms............cccceevvvvevvevivvnnnnnnn. 209
7.6.4 Locating Alarms.......ccoeeviiiieiiiiieeeeecce e 209
7.6.5 Shielding AlarmsS.......cccooveiiiiiiiiicceee e 210
7.6.6 Modifying Alarm Levels...........oooooiiiiiiiiiiee 211

7.6.7 Editing Alarm Remarks ..........cccccoeieiiiiiiiiiieiees 211



7.6.8 Exporting the Alarm Information ..........c.ccccccoiiies 212

7.6.9 Editing Alarm Maintenance Experience .............cccccceennnn. 212
7.6.10 Managing Maintenance Experience ............cccccccvvvvvnnnnnnn. 213
7.7 CustomIZING AlGIMS ... e 214
7.7.1  Custom Alarm Name..........ccuvveiiiiiiiiie s 214
7.7.2 CustomAlarmLevel........cccouiiiiiiiis 215
7.8 Alarm / Event Remote Notification............ccccccoces 217
7.8.1 Setting the Notification Communication Parameters ........ 217
7.8.2 Setting the Remote Notification Format of the Alarm /
EVENE. 217
7.8.3 Setting the Remote Notification Sending Rules of the Alarm /
EVENT. . 218
7.8.4 Setting the Sending Delay of the Alarm / Event Remote
NOLIfICAtIoN .....ovveiiiiiiie e 219
7.8.5 Sending Alarm / Event Remote Notification ..................... 221
7.9 Managing the Alarm /EventData ..., 221
7.9.1 Setting the Alarm / Event Overflow Saving....................... 222
7.9.2 Setting the Manual Alarm / Event Saving......................... 224
% 10 T N = T o o 1 e Yo 1 S 225
711 Managing Alarm Frequency Analysis Rules.............cccccoceiiiiiineeei, 228
Performance Management............oooeviiiiiiiiiii e 230
8.1 BasiC CONCEPLS.....ooeeiiiiiiiiiiei e 231
8.2 Managing Performance Query Templates..............ccccciiiiiiieennenenn. 232
8.2.1 Viewing Performance Templates ............cccceevveveiiiinnnnnnnn. 232
8.2.2 Creating a Performance Query Template........................ 232
8.2.3 Modifying a Performance Query Template ...................... 234
8.3 Setting the Performance Collection Time.......ccccceeeviiiiiiiiiiiiieiiinine, 234
8.4 Configuring the Performance Classification Switch in a Batch
1Y/ F= T o] o= RPN 235
8.5 Managing the Card Performance..............ccccccevvviiiiiiiiiiicccieee e, 235
8.5.1 Viewing the Current Performance..............ccccccoeiiiiinnnns 236
8.5.2 Viewing Performance History ..........cccccoceiie, 237
8.5.3 Viewing the Performance Comparison..................ccceeueeeee 239

8.5.4 Viewing Real-time Performance ................cccccevvvvivvnnnnnen. 240



8.5.5 View Performance History Trend............cccccceiiiiiiiiinnnns 241

8.6 Managing Performance Collection...............cccccciiiiiiiiiccc, 242
8.6.1 Managing Performance Indicator Sets..............cc.vvvveennn. 242
8.6.2 Managing Performance Threshold Sets................ccc........ 244
8.6.3 Managing Performance Collection Tasks.............cccccenn... 247
8.7 Managing Performance Data ...............coooiiiiiiiiiiiece, 249
8.7.1 Setting the Performance Overflow Saving ............ccccc...... 250
8.7.2 Setting Manual Performance Saving ...........ccccovvvvvvvnnnnnnn. 252
8.7.3 Analysis of PON traffic statistics .........ccceevviiiiiiiinieiiinnns 253
8.7.4 Enabling/disabling FTP Report......c....cooeeiviiiiiviiiiiiinnnn. 254
8.7.5 Top Ranking StatistiCs...........ccuevvvirieiiiiiiiiiis 256
8.8 Managing Statistics Export Task............coooiiiiiiiiiiiiiiieeeeee, 257
8.8.1 Export Task of Traffic Analysis........cccceevevviiiiiiiiiiiiiiiiiinne. 257
8.8.2 Export Task of TopN Traffic Ranking.............ccccvvvvnnnnnnnn. 259
8.8.3 Export Task of 15-minute Performance............................ 260

8.8.4 Export Task of Equipment Traffic and 15-minute
Performance of Health Degree...........ccccoeeeeeiiiiiiiicciinnns 261
[IoTo N1V =T aF=To [T 4 T o | 263
9.1 Log Management POlICY...........coovviiiiiiiiiiiiiec e 264
9.2 (oo T 1Y/ = SRR 265
9.2.1  SystemMLOgS...oooiiiiiiiiii i 265
9.2.2  Operation LOGS .....uuuiiiiiiiiie it e e e e e eeeeeaennes 266
9.2.3  SeCUrity LOGS....ouviiiiiiiieie e 267
9.2.4 Northbound Interface Command Logs...........cccvvvvvvnnnnnnnn. 268
9.3 LOG StatiStICS ... 270
9.4 Managing System Logs .......ccoovviiiiiiiicce e 272
9.4.1 Managing System Log Template .........ccccccccoeeiiiiiiiiiiinnns 272
9.4.2 Searching System LOgS .....ccccuvuimiiiiiiiiiiiiiieeeee s 274
9.5 Managing Operation LOgS..........coevveiiiiiiiiiiiiie e 275
9.5.1 Managing Operation Log Templates...........cccccceeeveniinnns 275
9.5.2 Querying Operation LOgS .........cuuueiiiiiiiiiiiiiiiaaaieeieeiaes 277
9.6 Managing Security LOGS.......ccuuviiiiiiiiiiiiiii e 280

9.6.1 Managing Security Log Template .......cccccccceeiiiiiiiiiiinnns 280



10

11

9.6.2 Querying Security LOgS......ccccuuvmiiiiiiiiiiiiieieaeee s 282

9.7 Managing Northbound Interface Command Logs............cccceeeei. 284
9.7.1 Managing TL1 Command Log Templates ...........c............ 284
9.7.2 Querying TL1 Command LOgS ......ccceeeiiieieeeeaaiiiiiiiinenes 285
9.7.3 Querying the Web Service Command Log Template......... 287
9.7.4 Querying the Web Service Command Logs ..................... 289
9.8 Managing Log Data.........ccoooiiiiiiiii e 290
9.8.1 Managing the Log Forwarding Server.............cccccoveneeeen. 290
9.8.2 Setting the Log Overflow Saving ...........ccoeeevvvveveiiiiiinnnnnn. 293
9.8.3 Setting Manual Log Saving ............eeeeiiiiiiiiieeiieiieeeeeiins 294
Resource Management............oooiiiiiiiiiiii e 297
10.1 Managing Resource Statistics Template..............cccccceeeeeeii 299
10.1.1 Viewing Resource Statistical Templates .......................... 299
10.1.2 Customizing a Resource Statistical Template .................. 301
10.2 Physical Resource Statistics ...........ooooviiciiiiiiiiieeee, 302
10.3 Resource Statistics of Other Types..........vvieiiiiiiiiiiiiiienn 303
10.4  Exporting Physical Resource Statistics...........ccccouviiiiiiiieiiiinnnnn... 304
10.5 Exporting Resource Statistics of Other Types..........ccccvvvvvvvvvinnnnnnn. 306
10.6 Example of Resource StatistiCs.........ooooviiiiiiiiiiiii, 307
10.7 Importing the ODN NSM Information ..........ccccoooviiiiiiiiiiiiiiiinn, 309
10.8 Querying Multiple ONUS ..........oooiiiiiieeeeee e 310
10.9 Query Board By Serial Number ..., 312
10.10 Querying the MDU Phone Number..............cccooiiiiiiiiiiieee, 313
10.11 ONU RMS Error Information Query ..........cccccviiiiiiiiiiiiiieeeeee, 314
10.12 Querying the ONU Network Access Interception Logs ................... 315
10.13 Importing GIS Data in a Batch Manner ................ccccoovveviiviiviinnnn. 316
10.14 Gateway Type Config.....ccoeeereiiiiiiiicceeeee e 316
10.15 Unauthorized ONU List..........cooviiiiiiiii e 317
10.16 Modify ONU Names by Importing EXCEL.........ccccccvviiiiieieieiinnnnnn. 318
Data Synchronization and BacKup............ooiiiiiiiiiiiiiiiiieeee e 319

11.1 Managing Data Synchronization Task............ccccevvvviiiciiiiiiieeeeee, 320



11.1.1 Managing Software / Hardware Version Upgrade Tasks...320

11.1.2 Managing Configuration Upload Tasks ...............ccceeeeuene. 320

11.2  Backing Up Data..........coooiiiiiiiiiiie e 324
11.2.1 Managing Software Backup Tasks..........ccccoeeeeeeeiiiiiiennnn, 324

11.2.2 Managing Configuration Export Tasks .............cccceevveeninns 326

11.2.3 Managing Card Software Backup Tasks ...............ccceeee. 329

11.2.4 Export Tasks of MAC Address Table..............ccccceeeeeee. 332

12 Application SCENAMIOS .......ceieiiiieieei e e e 336
12,1 Alarm Management ........ooooeiiiiiiiiieeeee e 337
12.2 Performance Management............ccoovviveeieiiiiiiiiie e e 340
12.3  Authorization and Domain DiviSion.............cccciiiiiiiiiienee e 342
12.4 Guaranteeing Device Configuration...........cccccoevviiiiiiiiiieiiiiiiin, 344

Appendix A AbDBreviations ... 346



1 Overview

The following introduces the product positioning and GUI of the UNM2000.

Ij Deployment of the UNM2000 in the TMN

Ij Manageable Device Types
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1.1

1.2

Deployment of the UNM2000 in the TMN

The TMN provides hierarchical network architecture and standard network

interfaces. It is composed of the business management layer (BML), the network

management layer (NML), and the element management layer (EML). This type of

composition is called the network management architecture of the TMN.

The UNM2000 locates at the NML and EML in the TMN architecture and manages
the devices in the access network, transport network and IP network, as shown in

Figure 1-1.

naRiaun.-

Inventory Service Alarm Performance Test
Query Provision Management Management Diagnosis

Other
System

TL1/RESTful/CORBA/XML/SOCKET

UNM2000

Access Transport P
network network network

Figure 1-1 Deployment of the UNM2000 in the TMN

Manageable Device Types

Table 1-1 lists the devices that can be managed by the UNM2000.

EML

NML

NEL
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1 Overview

Table 1-1 Manageable Devices

Type Device Model
OLT AN5116-06B, AN5516-06, AN5116-02, AN5516-04 and AN5516-04B.

€ GPON: AN5506-02-D/F, AN5506-04-B2/D/F 1/FA/FAT, AN5506-07A/09A/10A
and AN5506-07B/09B/10B.

¢ XGPON: AN5646T/Q, AN5656T, AN5221-8N/16N/24N and AN5231-
8N/16N/24N.

ONU

¢ EPON: AN5006-07A/09A/10A and AN5006-07B/09B/10B.

4 10GEPON: AN5200-07A/09A/10A and AN5200-07B/09B/10B.
MSAN AN5006-20, AN5006-30, AN5006-15, AN5006-16, AN5220 and AN5516.

Version: B 3



Basic Operations of the UNM2000

The following introduces the basic operations of the UNM2000, including the

following content:

d Login / Logout
[ views the UNM2000 Version
™ GUl introduction

d Menu Description

d Setting UNM2000 System Parameters
Ij Setting the XFTP Server

Ij Setting the Default Workspace

d Basic Operations of the UNM2000

Version: B



2 Basic Operations of the UNM2000

2.1

21.1

Prerequisite

Login / Logout
The following introduces how to log into and log out of the UNM2000 client.

Downloading Client End

The following introduces how to install the UNMZ2000 client end.

€ You have logged in to the system as an administrator.
€ The services of the UNM2000 server are started.

€4 The communication between the client and server is normal (You can ping far-

end IP address command to check whether the network communication is

normal).
Procedure
1. In the address bar of the browser, enter IP:8080/webstart/ (IP indicates the IP
address of the computer when UNMZ2000 server resides) to open the GUI
below.
Client
UNM2000
Unified Network Management System
.i, Download client
‘ . .
2. Click eSS , and click Save in the dialog box that appears.
3. Inthe Save as dialog box, click Save to download the client end installation file.
Version: B 5
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2.1.2 Logging into the UNM2000 Client

After logging into the UNM2000 client, you can perform configuration management
on the equipment through the GUI of the UNM2000 client.

Prerequisite

€ You have logged in to the system as an administrator.
€ The services of the UNM2000 server are started.

€ The communication between the client and server is normal (You can Ping far-
end IP address command to check whether the network communication is

normal).

€ The client IP address is included in the access control list (ACL) of the
UNM2000. For details about ACL, see Setting the Access Control List.

€ You have been assigned with the valid user account and the password.

€ The UNM2000 client is installed.

™

1. Double-click the | “IIEEES [0 on the desktop.

Procedure

2. Inthe Server field of the Log into UNM2000 window, enter an IP address or

select a desired UNM2000 server IP address from the drop-down list.

The default port for logging into the server is 52001. If you want to modify the
port, refer to the following steps and set Server filed.

1) Click [I] and click Add In the Server IP Management dialog box.

2) In the highlighted row, enter IP Address, Port Number, and Host Name,
and click OK.

3. Inthe Log into UNM2000 dialog box, enter the valid username and password
and click OK.
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213

Prerequisite

Procedure

2.2

Prerequisite

Procedure

2.3

@ Note:

After the UNM2000 is installed, the default login username admin and
password admin are provided. You need to change the password
immediately after logging into the UNMZ2000 to ensure the network
system security.

Logging Out of the UNM2000 Client

The UNM2000 client is running normally.

1. Inthe UNM2000 window, select System—EXxit or click I&J

2. Click Yes in the displayed Confirm to Exit from the System.

Views the UNM2000 Version

You can view the version information of the UNM2000 through the UNMZ2000 client.

You have logged into the UNM2000 client.

1. Select Help—About UNM2000.

2. View the UNM2000 version in the displayed window.

GUI Introduction

Understanding the GUI of the UNM2000 client helps you quickly locate the access

methods of various operations and improves the operation efficiency.
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2.3.1 GUI

The main GUI of the UNM2000 consists of the object tree pane, toolbar and menu
bar, as shown in Figure 2-1.

3)

@) [ == )
|§;|em View Resource Configure Alarm Performance Security Window Help v
o B 0 we| B EEe] ] [00 00 o cu ]
Main Topalogy | OoEE
[search |38 =7 =% Cnrrennriew%nysicarTopology\.'iew - H@@ @ @D i@ acE]oes [~] @ké [an ~E
Lacal HMS =
o, all I
o 188
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(1) (5)

e

]

(6)
| | (1502 | Syadmin | 110470434 |G O E/_
(1) Object tree pane (2) Toolbar (3) Menu bar
(4) Alarm statistical panel (5) Display pane (6) Status bar

Figure 2-1 UNM2000 System Main GUI

2.3.2 Shortcut Icons

The following introduces the shortcut icons commonly used in the OTNM2000 GUI.
Shortcut Icons on the Toolbar

Table 2-1 describes the default shortcut icons on the toolbar.
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Table 2-1 Default Shortcut Icons in the Toolbar
Cate-
Symbol | Name Description
gory
Com- = Refresh Refreshes the current view.
mon
func-
tional @ | Search Object Searches for and locates a desired object.
area
i Alarm Prompt Tone | Click the icon to enable / disable the alarm sound
Is On prompt.
Alarm
The alarm sound Click the icon to enable / disable the alarm sound
s .
promptis turned off | prompt.
CQ Current alarm query | Views the current alarms.
Alarm
Query Reported
Gﬁ fyRep Views the reported events.
Events
Perfor- Performance
) Views the performance history.
mance history query
EMS User Opens the NMS User Management tab to
@ Management manage the users.
NE Communication Opens the Communication Routing
Others % Management tab to manage the NE
Route Management
communication routes.
. Opens the Parameter Settings dialog box to set
w0y Parameter Settings
the system parameters.
Opens the Legend pane to view the system
Help = Legend P genap y
legend.
Dynamically displays the number of critical alarms;
@0 Critical Click this icon to open the Current Alarm - All
Objects - Critical tab and view critical alarms.
Dynamically displays the number of major alarms;
@0 Major Click this icon to open the Current Alarm - All
Alarm Objects - Major tab and view major alarms.
Statis- Dynamically displays the number of minor alarms;
tics 0 Minor Click this icon to open the Current Alarm - All
Objects - Minor tab and view minor alarms.
Dynamically displays the number of warning
alarms; Click this icon to open the Current Alarm-
Q0 Note

All Objects - Warning tab and view warning
alarms.
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Table 2-1 Default Shortcut Icons in the Toolbar (Continued)

Cate- L.
Symbol | Name Description
gory
Display Alarm
E Statistics Window

default.

Opens the Alarm Statistics dialog box, which

displays the statistics of all current alarms by

Other Common Shortcut Icons

Table 2-2 describes other common shortcut icons.

Table 2-2 Other Common Shortcut Icons

Symbol Name Description
Quick Search
Enters a keyword to search the current objects for a
=« ]| inthe Browse . . iti
desired one. You can click~to set the query conditions.
Tree
Advanced
Search Object
Search
Expand Expands the object tree.
Collapse Collapses the object tree.

Create Custom

Creates a custom topology view to display only the

I I IEIE

View focused objects.
Lock the View Locks the NE icons in the topology view.
Unlock the
Unlocks the NE icons in the topology view.
View
Create Link Creates the link between two NEs.
Click Moves the NE icons in the topology view when the view
ic
the unlocked.
Move Moves the topology view.
ﬂ| Bird-eye view Displays the aerial view of the topology.
% Zoom In Zooms in the topology view.
|@ Zoom Out Zooms out the topology view.

Zoom to 100%

Displays the topology view according to its original size.

10
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Table 2-2

Other Common Shortcut Icons (Continued)

Symbol

Name

Description

|100% j

Sets the display size of the topology view.

[=]

Save picture

Saves the current topology as an image.

= Save Saves the topology after the modification.

Displays different topological layers, such as core layer,
all | | Topo Layer

convergence layer and access layer.
@ Last View Returns to the view or subnet opened just now.
@‘ Next View Browses the view or subnet opened before click @|
E‘ Parent View Returns to the upper level of the current view.

Select Different

/ [~] Quickly selects the view or subnet opened before.
View
Scroll ) . .
Opens the corresponding window towards the left or right
4 b Documents . .
. when multiple windows are opened.
Left/Right
Show Opened | Quickly selects the open a certain window from the list

Documents List

when multiple windows are opened.

= Maximize Maximizes a certain window and hides the other windows
i Window when multiple windows are opened.
Restore
'l Restores the display of multiple windows.
— Window

2.3.3 Common Shortcut Keys

Table 2-3 describes the common shortcut keys in the UNM2000.

Table 2-3  Common Shortcut Keys
Shortcut Key Description
F1 Opens the Help.
F5 Refreshes the current view.
Alt+Shift+Enter Selects / Cancels the full-screen mode.
Ctrl+E Opens the Search Object dialog box to search for NEs, logical
domains or cards.
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2.4

241

Table 2-3  Common Shortcut Keys (Continued)

Shortcut Key Description
Ctrl+M Views the current alarms.
Ctrl+H Vies the alarm history.
Ctrl+P Views the performance history.
Opens the Global Template Management tab to manage global
Clri+G templates and configurations.
Alt+S Opens the System main menu.
Alt+V Opens the View main menu.
Alt+E Opens the Resource main menu.
Alt+G Opens the Configure main menu.
Alt+A Opens the Alarm main menu.
Alt+P Opens the Performance main menu.
Alt+U Opens the Security main menu.
Alt+W Opens the Window main menu.
Alt+H Opens the Help main menu.
Ctrl+W Closes the current window.
Shift+Escape Maximizes / restores the current window.
Alt+Shift+D Opens the tab in the current or new window.
Ctrl+Shift+W Closes all tabs except the Main Topology tab.

Menu Description

The following introduces all menus in the UNM2000 client through which you can

quickly access various operations.

System

Table 2-4 describes the submenus under the System main menu.

Table 2-4  Submenus under the System Main Menu

Item Description
When the overflow save task of historical data is set, the
Save Dat Overflow UNM2000 will automatically save the EMS log history data,
ave Data .
Saving device alarm data and performance data according to the

conditions set in the task.

12
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Table 2-4  Submenus under the System Main Menu (Continued)
Item Description
Save Saves the EMS log data, device alarm data and performance
Manually data manually.
Configura- Sets the data backup attributes to complete the device software
tion Backup | backup task and configuration data backup task.
U q Creates the upgrade task to implement upgrade of the OLT
rade
Tpgk system cards, service cards, TDM cards, voice cards, OLT
as
firmware and ONU software and firmware in a batch manner.
Implements the synchronization of the data on the device and in
Data the UNM2000. The data synchronization tasks include the
Policy Task Synchroni- software / hardware version update tasks, configuration
Manage- zation uploading tasks, NE automatic discovery and ONU port enabling
ment rule tasks.
The test task includes the POTS port external / internal line task,
Test Task o .
VolIP pinging test task and HCU discharge test task.
Statistics Creates the statistics exporting task to export the performance
Export Task | data such as traffic data to the FTP server.
sets up the configuration script task to download the Telnet
Preset Task

commands in a batch manner automatically.

Network Management Tool

Indicates an Web-based application program that provides EMS
service process management, resource management, history
data management, log management and parameter settings, and
configuration import and export functions.

Parameter
Settings

Local Indicates the interface settings, parameter settings, switch
Settings settings and other settings of the UNM2000 client.
User . ) )
) Sets the user login mode, access control list, account policy and
Security )
password policy of the UNM2000.
Strategy
Sets the alarm parameters, including the local setting and the
server setting.
Alarm @ Local settings: Sets the alarm sound, alarm color and
rocessing mode of reported new alarms.
Settings P 9 P W
€@ Server settings: Sets the alarm automatic confirmation rules,
remote alarm notification and automatic synchronization
mode.
Performance | Sets the 24-hour performance collection time of the server and
Settings performance collection range of the ONU.
Service
Configura- Sets the global XFTP server and exported file.
tion

Version: B
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Table 2-4  Submenus under the System Main Menu (Continued)

Item Description

License ) Lo

) Sets the license expiration prompt.

Setting
Default Work Section Sets the UNM2000 workspace directory for storing the temporary
Settings resource files needed by the system.
Lock the Terminal Locks the UNM2000 client manually.
Modify Password Modifies the password of the current user.
L ) Logs out of the current UNM2000 client and returns to the user

ogou
9 login GUI.

Exiting the System Exits and closes the UNM2000 client.

2.4.2 View

Table 2-5 describes the submenus under the View main menu.

Table 2-5 Submenus under the View Main Menu

Item Description
Displays the IP )
Sets whether to display the NE IP address and type next to
address and ) )
the NE icon in the network topology.
type of the NE.
Topo - -
] Sets a picture as the background image of the current
Display Picture Mode
topology.
Sets the map of the local city as the background image of the
Map Mode
current topology.
Opens the Message Platform window at the bottom of the
Message Platform main topology, in which you can understand the system
information.
Sets whether to display
@ 45410 © 10099 35582 |© 15005
Alarm Statistics on the
toolbar of the main topology, so as to view the UNM2000 and
Toolbar
NE alarms.
Common L =1
) Sets whether to display = on the toolbar of the
Function Area
main GUL.
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Table 2-5  Submenus under the View Main Menu (Continued)
Item Description
[y
Alarm Sets whether to display N o on the toolbar of the
main GUI.
Performance . .
Sets whether to display on the toolbar of the main GUI.
E &
Others Sets whether to display on the toolbar of the
main GUI.
L g Sets = on the toolbar of the main GUI. Click this icon and
egen the Legend window appears on the right, displaying the
description of the icons.
Small Toolbar
Sets the display size of shortcut icons.
Icons
Restores the default shortcut keys on the toolbar of the main
Reset Toolbars
topology.
Adds the commonly used tools onto the toolbar by
Customize .
customizing the toolbar.
Zoom In Zooms in the topology view.
Zoom Out Zooms out the topology view.
Zoom
Actual Size Displays the topology view according to its actual size.
Optimum Size Displays the topology view according to the window size.
Full Screen Displays the EMS system in full screen.
Refresh Refreshes the current view.
Resource

Table 2-6 describes the submenus under the Resource main menu.

Version: B
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Table 2-6 Submenus under the Resource Main Menu

Item Description

Opens the NE manager, in which you can perform operations
Open NE Manager based on NEs as well as configure, manage and maintain
NEs, cards or ports separately.

Detects the card physical configurations of the devices in the
Detect Physical Configuration | network and automatically synchronizes the card physical
configurations of the devices to the UNM2000.

Detects the devices connected to the UNM2000
Auto NE Discovery automatically, creates NE and configures NE data in the
topology.

Creates a logical domain for managing NEs. The logical
Create Logical Domain g ging g
domain is a set of NEs.

Create Access
Create Access NE
NE
Create NE
Create Other
Create Other NEs
NEs
Modify NE Names in a Batch Modifies or replaces the names of logical domains, NEs or
Manner ONUs in a batch manner.
Modify ONU Names by Modifies ONU names in a batch manner by importing EXCEL
Importing EXCEL information.

Imports the ODN relevant information into the UNM2000,
including the IP address and name of the OLT connected to
the ODN, PON port of the ONU, ONU name, optical splitter
name, port, etc.

Import ODN NSM Information

Delete NE Deletes all the data of the selected network or subnet.
Fiber Channel Management Manages the fiber channels.
) Searches for the object by the specified search conditions, for

Search Object ) )
example, NE, logical domain or card.

Query ONU Searches for the ONU by the specified search conditions.

Batch Query ONU Searches for the ONU by the specified search conditions in a
batch manner.

Query MDU Phone Number Searches for the MDU relevant information by phone number.

Query Board By Serial
uery yen Queries detailed information of cards through serial number.

Number

ONU RMS Error Information Queries error information of the ONU RMS to know about the
Query fault reason.
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Table 2-6  Submenus under the Resource Main Menu (Continued)

Item

Description

Querying the ONU Network
Access Interception Logs

Through the ONU network interception records, you can
check whether multiple ONUs apply access to the network for
the same MAC address. This can help the maintenance
engineers query the network access failure.

Mark the NE As

Marks the NE with a specified label so that it can be quickly
queried.

Label Query

Queries an NE according to the customized NE label.

GIS Batch Import

Imports the NE GIS information in a batch manner.

Gateway Type Config

Sets the NM type information.

Resource Statistics

The resource statistics include physical resource statistics,

statistics of other types, physical resource statistics export

and statistics export of other types.

€ Physical Resource Statistics: Gathers statistics of NEs,
cards, ports and ONUs according to the preset statistical
template.

€ Other Type Statistics: Gathers statistics of ONU users,
local end VLANs, NE MGC services and device types
according to the preset statistical template.

€ Physical Resource Statistics Export: Exports the
statistics of physical data. If you export statistics directory
through the GUI, you can save them as a TXT, EXCEL,
CSV, XML, PDF or HTML file. If you export them through
the XFTP server, you can only save them as an XML or
CSV file.

€ Statistics Export of Other Types: Exports the statistics of
user information or service information. If you export
statistics directory through the GUI, you can save them
as a TXT, EXCEL, CSV, XML, PDF or HTML file. If you
export them through the XFTP server, you can only save
them as an XML or CSV file.

Unauthorized ONU List

Queries an unauthorized ONU list in a specific object.

2.4.4 Configuration

The submenus under the Configure main menu are described in Table 2-7.

Version: B
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2.4.5

Table 2-7  Submenus under the Configuration Main Menu

Item

Description

Global Template

The global template management includes the global templates and the

global configurations.

€ Global template: Configures the unified template for the NEs of the
same model in the administrative domain, such as line template,
QoS template, port template, service template and bandwidth

Management
template.
€ Global configuration: Configures the non-template information for
the NEs of the same domain in the administrative domain in a
centralized manner.
SNMP Parameter Configures and manages the SNMP parameter templates used for
Template communication between the UNM2000 server and NEs.

NE Communication

Creates management programs so as to manage NEs based on

Route

partitions and manage the pre-configured NEs.
Management
Network Access Queries, sets and delivers the interconnection status and network access
Status status of the system or the resource management system of the line
Management card.

Tracing Signaling

Traces the signaling frame of the communication between the current
IAD and the voice communication card, so as to find the communication

faults in a timely manner.

Configuration
Synchronization

Compares whether the configuration data in the UNM2000 and the data
on the equipment are the same and synchronizes the configuration data
in the UNM2000 with the data on the device.

Migrating the PON
Configuration

Migrates the PON configuration.

Alarm

Table 2-8 describes the submenus under the Alarm main menu.

Table 2-8 Submenus under the Alarm Main Menu

Item Description
Sets the query conditions to view the current alarms of the entire
Current Alarm . .
network or a specified object.
) Sets the query conditions to view the alarm history of the entire
Alarm History » )
network or a specified object.

18
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Table 2-8

Submenus under the Alarm Main Menu (Continued)

Item

Description

View Report Alarm

Sets the alarm reporting conditions to view the reported alarms of
the entire network or a specified object.

Query Reported Event

Sets the event reporting conditions to view the reported events of
the entire network or a specified object.

Alarm Report
Settings

Sets the alarm reporting rules according to the requirements for
network maintenance.

Event to Alarm

Sets specified events for alarm reporting according to the

Settings requirements for network maintenance.
Shield Rule of Sets filter rules for the alarms not reported to the northbound
North interface according to the requirements for network maintenance.
Alarm Shield i i )
Rul Sets filter rules to filter the alarms not focused according to the
ule

requirements for network maintenance.

Management

Set-
tings

Alarm Flashing

Sets effective time of filtering rules to filter the alarms not focused

Shield Rule in real time according to the requirements for network
Management maintenance.

Alarm Sets the alarm frequency analysis rule so that the EMS will
Frequency process alarms according to the rule settings once the specified

Analysis Rule

object meets the preset conditions.

Alarm
Notification

Sets the information of the alarm receiver to make sure important
alarms are notified to the device maintainer in a timely manner.

Custom Alarm
Level

Customize the alarm levels.

Alarm
Maintenance

Experience

Enters the experience information of alarm maintenance.

Alarm Query Template

Quickly completes the settings of alarm browsing and alarm
attributes to simplify the user setting operations.

Event Query Template

Sets the event reporting rules according to the requirements for
network maintenance.

Shield Project Alarms

Sets alarm filtering fields to automatically filter all the reported
alarms and alarm clearance information during the project
construction.

Custom Alarm Name

Customizes alarm names.

Alarm

Log

Query Alarm ) . .
L Queries alarms according to the query conditions.
0g
History Alarm Gathers statistics of historical alarms according to the specified

Log Statistics

statistical conditions.

Version: B
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2.4.6

2.4.7

Table 2-8  Submenus under the Alarm Main Menu (Continued)

Item Description
Current Alarm Gathers statistics of current alarms according to the specified
Log Statistics statistical conditions.
Performance

The submenus under the Performance main menu are described in Table 2-9.

Table 2-9 Submenus under the Performance Main Menu

Item

Description

Performance History

Sets the query conditions to view the performance history of the
entire network or a specified object.

View Performance
History Trend

Sets the statistical template of performance history to view the
performance history charts so as to understand the performance
data change trend of the specified object and the running status of
the network.

Collection Task

Management

Sets the indicator, threshold, task and time for the performance
connection.

PAS Collection Task
Management

Sets the indicator, threshold, task and time for the performance

connection of the transport domain.

Performance
Classification Switch
Config

Queries or configures the performance classification switch for
NEs in a batch manner.

Performance Query
Template

Save the common performance query conditions as a template.

Pm FTP Switch

Management

Configure the FTP performance reporting switch.

Analysis of PON traffic
statistics

Query the traffic analysis data of the PON port.

Top rank statistics

Query the traffic ranking of the PON port and the health ranking of

the device.

Security

Table 2-10 describes the submenus under the Security main menu.

20
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Table 2-10

Submenus under the Security Main Menu

Item

Description

EMS User Management

Manages the UNM2000 users, user groups and operation sets,
including the security attribute settings and authority allocation.

Device User Management

Manages the device users, including adding, deleting, modifying,
enabling and disabling the device users.

Monitor User Session

Sets the operations of monitoring user sessions and user activity
information.

Search the System Logs

Sets the filter conditions to query the system logs.

Query Operation Logs

Sets the filter conditions to query the operations logs.

Query Security Logs Sets the filter conditions to query the security logs.
Query Device Syslog Sets the filter conditions to query the device operations logs.
Query Northbound

Interface Command Logs

Sets the filter conditions to query the northbound command logs.

Statistical System Logs

Sets the filter conditions to gather statistics of system logs.

Statistical Operation Logs

Sets the filter conditions to gather statistics of operation logs.

Statistical Security Logs

Sets the filter conditions to gather statistics of security logs.

Statistical Northbound
Interface Command Logs

Sets the filter conditions to gather statistics of northbound
command logs.

Log Forwarding Server
Management

Forwards the UNM2000 logs to other servers.

2.4.8 Window

Table 2-11 describes the submenus under the Window main menu.

Table 2-11 Submenus under the Window Main Menu

ltem Description

Close Window Closes all the opened windows except the main topology.

Maximize Window Maximizes the current window.

Undock Window

Cascades all the opened windows.

Close All Windows Closes all the opened windows except the main topology.

i Closes all the opened windows except the main topology
Close Other Windows )
and current window.

Window Displays the description of each window.
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2.4.9 Help

Table 2-12 describes submenus under the Help main menu.

Table 2-12  Submenus under the Help Main Menu

Item Description
Help Displays on-line help of the UNM2000.
Legend Opens the Legend pane to view the system legend.

. Displays the UNM2000 license information, including server ID and
License Management . . )
operations for updating the license.

Displays the UNM2000 version, registration information and installed

About UNM2000
components.

2.5 Setting UNM2000 System Parameters

The UNM2000 system parameters include the browse tree display mode, time
mode, topology display, ping parameters, Telnet proxy server, GUI display, font
settings, personalized switch settings, default page opening settings and NE

manager settings. The following introduces how to set and use these parameters.

2.5.1 Setting the Display of the Browse Tree

The Viewing Tree Setting dialog box is used for setting the display of the main
topology. You can set the icon size, border pixels, height as well as the space
between the border and the text.

Background Information

This setting will take effect immediately for the client end. After logging into the

server from the current client end, all the users can view the setting result.

Procedure
1. Select System—Parameter Settings in the main menu to open the Parameter
Settings dialog box.

2. Select Local Settings— Interface Setting— Viewing Tree Setting in the left
pane to open the Viewing Tree Setting dialog box.
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3. Setvarious parameters as required. Users can preview the display style via the

instance text during setting.

4. Click Apply after the settings are completed, and the settings will take effect

immediately.

Other Operations

2.5.2

Click Restore Default Configurations to restore the parameters to the default

values.

Setting the Time Mode

Set the time mode of the client end. The UNM2000 displays the time in the

configured time mode (UTC or local time).

Background Information

Procedure

This setting will take effect immediately for the client end. After logging into the
server from the current client end, all the users can view the setting result.

@ Note:

It is recommended that the client time should be consistent with that of

the server to avoid reporting errors of data at both ends.

1. Select System—Parameter Settings in the main menu to open the Parameter

Settings dialog box.

2. Select Local Settings—Other Setting— Time Mode in the left pane to open
the Time Mode dialog box.

3. Set the time display mode of the client end as required. Then click Apply to
apply the settings.
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2.5.3

Background Information

Setting the Topology Display
The UNM2000 allows you to set the background image display of the main topology.

You can set the display style as required.

This setting will take effect immediately for the client end. After logging into the

server from the current client end, all the users can view the setting result.

Procedure
Select System—Parameter Settings in the main menu to open the Parameter
Settings dialog box.
Select Local Settings—Interface Setting— Topology Setting in the left pane
to open the Topology Setting dialog box.
Set the background display mode of the main topology.
P Select Image Mode and then click Apply—OK to set the background of
the main topology to image mode.
In the image mode, right-click in the blank area of the physical topology
view and select Set Background Image or Use the Default Background
Image from the shortcut menu to set the background image of the physical
topology view.
Select Map Mode to set the background of the main topology to map
mode.
a) Inthe gis map url text box, enter the address of the network map or
the map package in the local EMS.
b) Click Apply—OK.
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& Caution:

The address entered in the dis map url text box should meet the

following requirements:

¢

*

For the network map, the address must be the URL of the GIS online

map database.

For the map package in the local EMS, the address should be that of
the map folder downloaded to the local EMS.

Other Operations

2.5.4

L 2

Expand / collapse all logical domains.

Right-click in the blank area of the physical topology view and select Expand
All Logic Domains or Collapse All Logic Domains.

Hide nodes.

Right-click the NE in the physical topology view and select Hidden Node from

the shortcut menu. The NE will not appear in the physical topology view.
Manage the hidden nodes.

Right-click in the blank area of the physical topology view and select Manage
the Hidden Nodes to open the Hide Node Management dialog box. Then
select the nodes to be displayed and click OK. The corresponding nodes are
displayed in the physical topology view.

Lock, move, zoom in or zoom out the physical topology view via the shortcut

icons at the top of the main topology.

Setting Ping Parameters

You can set the UNM2000 to continuously ping the NE or transfer the ping via the

server so as to confirm whether the communication between the UNM2000 and the

NE is normal.
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Background Information
€4 When Consecutive Ping is not selected, the EMS will execute the Ping
command at most four times.

€ When the client cannot ping the NEs, you can select Forward Ping Packet via
the Server to determine whether the communication between the EMS and
NEs are normal.

€ After the Ping parameters of the client are set, the settings take effect
immediately.
Procedure
1. Select System—Parameter Settings in the main menu to open the Parameter
Settings dialog box.

2. Select Local Settings—Para Setting—Ping Parameter Config in the left

pane to open the Ping Parameter Config dialog box.
3. Setthe Ping parameters as required and click Applyto validate the settings.

P If Consecutive Ping is selected, the EMS will send the Ping commands
consecutively to the object after you right-click an object and select Ping.

» If Forward Ping Packet via the Server is selected, the Ping commands
will be forwarded by the server.

2.5.5 Setting the Telnet / SSH Proxy Server

After setting the parameters related to the Telnet / SSH proxy server, you can use
the proxy server to access the device.

Background Information
The settings of the Telnet Proxy Server take effect immediately.
Prerequisite

You have the authority of Operator Group or higher authority.
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Procedure

2.5.6

1. Select System—Parameter Settings in the main menu to open the Parameter
Settings dialog box.

2. Select Local Settings—Param Setting— Telnet/SSH Proxy Server to open
the dialog box.

3. Select Enable Telnet/SSH Proxy Server, set the information of the proxy
server according to the actual situation and click Apply. The settings will take

effect immediately.

Setting the Font

You can set the font, size and style of the UNM2000 GUI by Font Setting.

Background Information

This setting will take effect immediately for the client end. After logging into the
server from the current client end, all the users can view the setting result.

Procedure
1. Select System—Parameter Settings in the main menu to open the Parameter
Settings dialog box.
2. Select Local Settings—Interface SettingFont Setting in the left pane to open
the dialog box.
3. Setvarious parameters as required. You can preview the font during setting.
4. Click Apply after the settings are completed, and the settings will be valid.
Other Operations
Click Restore the system default font to restore the parameters to the default
values.
2.5.7 Setting the Default Opening Page for NE Manager
You can customize the default opening page of the NE manager as desired.
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Background Information

This setting will take effect immediately for the client end. After logging into the

server from the current client end, all the users can view the setting result.

Procedure
1. Select System—Parameter Settings in the main menu to open the Parameter
Settings dialog box.
2. Select Local Settings—Switch Setting—Default Page Open Setting in the
left pane to open the Default Page Open Setting dialog box.
3. Set the default opening page of the NE manager.
4. Click Apply after the settings are completed, and the settings will be valid.
Other Operations
Click Restore Default Configurations to restore to the default system configuration.
2.5.8 Setting the Personalization Switch

You can set the personalization switch to top the vendor information in the ONU list.

Background Information

This setting will take effect immediately for the client end. After logging into the

server from the current client end, all the users can view the setting result.

Procedure

Select System—Parameter Settings in the main menu to open the Parameter
Settings dialog box.

Select Local SettingsSwitch SettingsPersonal Style Setting in the left pane to
open the Personal Style Setting dialog box.

Select ONU vendor info show setting and click Apply to take effect
immediately.
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Other Operations

Click Restore Default Configurations to restore to the default configuration.

2.5.9 Setting the GUI Display

You can set the maximum number of tables rows displayed on the GUI, the display
mode of the alarm name, performance name as well as whether to lock the GUI
automatically.

Background Information

This setting will take effect immediately for the client end. After logging into the

server from the current client end, all the users can view the setting result.
Procedure

1. Select System—Parameter Settings in the main menu to open the Parameter
Settings dialog box.

2. Select Local Settingsinterface SettingDisplay in the left pane to open the dialog
box.

3. Set the parameters according to your needs and then click Apply. The settings
will take effect immediately.

2.5.10 Setting the NE Manager

The UNM2000 client end supports setting the opened NE manager quantity and

supports enabling NE manager closing prompt to facilitate the utilization.
Background Information

This setting will take effect immediately for the client end. After logging into the

server from the current client end, all the users can view the setting result.
Procedure

1. Select System—Parameter Settings in the main menu to open the Parameter
Settings dialog box.
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2. Select Local Settingsinterface SettingSet up NmFrame Open in the left pane to

open the Set up NmFrame Open dialog box.

3. Click Apply after the settings are completed, and the settings will be valid.

Other Operations

Click Restore Default Configurations to restore the parameters to the default

values.

2.6 Setting the XFTP Server

You can set the XFTP server and related parameters to implement the data
transmission between the UNM2000 client and the server end.
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Background Information

The XFTP server settings are the foundation for implementing the functions of

multiple modules, including policy task module, data history save module, log

forwarding module and statistical information export module. The functions of the

modules implemented via setting the XFTP server are shown in the following table.

Module
Name

Implemented Function

Related Function

Policy Task

Implements the task customization
via the XFTP server.

Includes the software backup task,
configuration export task, system software
upgrade task, ONU batch upgrade task
and service card batch upgrade.

Resource
Export

Exports the resource statistics
onto the preset XFTP server.

Includes the NE resource statistics, card
resource statistics, port resource statistics,
ONU resource statistics, ONU port
resource statistics, MDU port resource
statistics, local VLAN statistics, ONU user
statistics, NE MGC service statistics, ONU
MGC service statistics, device type
statistics, PON device capability statistics,
PON traffic statistics, MAC address of the
PON port and MAC address(es) of a
single or networkwide OLTs.

Save Data

Releases the database space and
saves the data onto the XFTP

server.

Includes the operation log save, TL1 log
save, system log save, alarm history save,
performance history save and event
overflow save.

Prerequisite

You have the authority of Operator Group or higher authority.

Procedure

1. Select System—Parameter Settings in the main menu to open the Parameter

Settings dialog box.

2. Select Service Configuration—XFTP Server Setting in the left pane to view

the preset XFTP server.
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XFTP Server Setting

Set Global XFTP Server

Host Name Host IP Protocol Type Username | Password (Port Mum... Path
10.251.80.3 IPv4,10.251.80.3 FTP admin ~ seees 21 d
Config IPv4,10.251.80.8 FTP cigitp =~ ==ssssasaa 21 g
Default IPv4,10.251.80.8 FTP fiberhome  ssssssssaaa el J
Resource IPv4,10.251.80.8 FTP r=cflp @ sesesecas el J
Test IPv4;10.251.804 FTP fhftpn =sassaaaa 21 d
Upgrade IPv4;10.251.808 FTP ugdfip =  ssessaaaa 2 A
Total 6 entries
[ Add(N) l l Delete l [ Test XFTP l
[ Restore Default Configurations l l Apply ]
OK l [ Cancel l

3. Click Add to add a blank row in the window. Then click each field and set the
parameters of the XFTP server.

4. After completing the settings, click Apply. The added XFTP server appears in

the window.

Other Operations

2.7

For the XFTP server already set, if it is no longer used or if you want to test it before

use, do as follows:

€ Select the XFTP server not needed and click Delete to delete it.

€ Select the desired XFTP server and click Test XFTP to test whether the XFTP
server can be connected normally.

Setting the Default Workspace

When using the UNM2000 for the first time, you need to set up a workspace

directory for storing the temporary resource files required by the system.
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Procedure

2.8

@ Note:

This directory must be readable and writable with a hard disk space
greater than 512M.

1. Select System—Default Work Section Settings from the main menu to open
the Default Work Section Settings dialog box.

ﬂ_g]]efault York Space Config ] EI

Default Work Space Config

When you first uses the UNM2000, please specify a working
section directory for storing the system-related temporary
resource files. This directory must be writable and readable
and have sufficient hard disk space.

Current Work Area: |DusersiAadmin istratnrl | Select...

[on [ et |

2. Click Select to select the folder where the workspace locates and then click
Open.

3. Click OK to complete the settings.

Basic Operations of the UNM2000

The following introduces basic operations of the UNM2000 client for users to quickly
know how to operate the EMS.

2.8.1 Updating the License
The UNM2000 License file is used for controlling the functions and management
capability of the UNM2000. Without the License file, you cannot log into the
UNM2000 client. The following introduces how to update the UNM2000 license.
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Prerequisite

€ Log into the UNM2000 as an administrator.

€ The UNM2000 License file has been obtained.

Procedure
1. Back up the original License.
Create a backup folder in the D:\unm2000\platform\etc\license directory and
copy the original license file unm2000_license.lic to this folder.
2. Select Help—License Management from the main menu.
3. Inthe displayed License Information dialog box, click Update the License.
4. Inthe Open dialog box, select a corresponding license file and click Open.
5. Inthe license Comparison dialog box, check the control items of the original
and new license files and then click Confirm to Update License.
6. Click OKinthe Message alert box.
7. Click Close in the License Information dialog box.
2.8.2 Modifying the User Password
To ensure the access security of the UNM2000, it is recommended to modify your
password regularly.
Procedure

1. Select System—Modify Password from the main menu.

2. Inthe displayed Modify Password dialog box, enter Old Password, New
Password and Confirm Password.

@ Note:

The new password must comply with the set password policies. For

setting the password policies, see Setting the Password Policy.

3. Click OK.
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2.8.3

Prerequisite

Procedure

2.8.4

Procedure

Locking the Terminal

If the UNMZ2000 client is idle, you can lock the client upon leaving to prevent
unauthorized operations. The operation is only applicable to the user who
performed the operation.

You have logged into the UNM2000.

1. Follow the steps below to lock the client.
» Lock the terminal manually.

Select System—Lock the Terminal to open the The window is locked

dialog box.
» Locking the terminal automatically.

Enable the automatic terminal lock according to Setting the GUI Display. If
no operation is performed after a set time period, the terminal will be
locked automatically.

Logging Out Users

Different EMS users have different operation authority. You can log out from the
EMS and then log in as another user to perform different operations.

1. Select System—Logout from the main menu.
2. Click OK in the displayed alert box.

3. Inthe displayed UNM2000 Login dialog box, enter the corresponding
username and password, and click Login.
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2.8.5

Procedure

2.8.6

Procedure

x|
UNM2000

Unified Network Management System

Username: admin -
Server:  [10.170.1.28] v (M |
[soam ][ ot |

Viewing the Message Platform

You can view the message platform to understand the information prompting the

influence on the UNM2000 running the operation return information.

1. Select View—Message Platform from the main menu to open the Message
Platform pane.

2. View the prompts or returned message of the operations in the Message

Platform pane at the lower part of the window.

Managing the Toolbar

You can set the tools to be displayed in the toolbar and the shortcut button of each
tool, so as to improve the operation efficiency.

1. Select View—Toolbars from the main menu.

2. Inthe Toolbar box, click the functional blocks to be displayed in the main
topology GUI.
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3. The v symbol will be shown on the right side of the selected functional block.
The selected functional blocks will also be shown in the toolbar in the main
view.

Other Operations

1. Select Customize to open the Customize Toolbar dialog box.

%Eustnlize Toolbar= | EI

Drag items to or from the toolbars to add or remove them...

@[] Alarm

Query Alarm Log...
Uf]@' Alarm Prompt Tone 15 On

o
]

Morthbound Interface Shield Rule Management
Alarm Vibration Shield Rule Management
Alarm Shield Rule Management
5 Shield Project Alarms

E Dizplay Alarm Statistics Window
@[] Configuration

ME Communication Route Management

&[] Edit

1

w Refresh

Q Save
@ [ Event

@ Query Reported Event...
% [ Fie

i com-fiberhome-am-projectstatusz-actions-ManagerBoardMaintenanceAlma ction
E Create a Merged Object

@[] Hel
- I ]E]E]

Ed
=
Ed

'Q:g_ Current Alarm...

[

Hew Toolbar... [] Small Toolbar lcons [ Reszet Toolbars ]

2. Click New Toolbar, enter the new functional block name in the New Toolbar
dialog box, and click OK..

3. Drag the items in the available tool area in or out of the toolbar to add or delete
the corresponding shortcut icon as required.

4. After completing the setting, click Close.
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The example below illustrates creating the Topology functional block in the
toolbar, and drag the Create Customized View shortcut icon into the

Topology functional block in the Customize Toolbar dialog box.

2 Qllzdh & &8 |8 (28 &3 o |z [

@

2.8.7 Customizing Views

In case of too many devices in the main topology, the focused object is not easy to
locate and view. However, you can create a custom view to only display your
focused objects.

Background Information

€ Each user can create up to five custom views.

€ Users can only see the custom views created by themselves.

Prerequisite
You have the authority of Operator Group or higher authority.

Procedure

1. On the toolbar of the Current Topology or Current View tab, click @

2. Inthe Create custom views dialog box that appears, fill in the view name and
the remarks.

3. Select Node Member—Select. In the Select Object dialog box, select the NEs
to be displayed in the custom view, and then click OK.

4. Select Link Member—Select. In the Select Object dialog box, select the NE
links to be displayed in the custom view, and then click OK.

5. Click OK in the Create Custom View dialog box.

6. Inthe UNM2000 alert box that appears, click Yes to switch to the custom view.
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Security Management

The security management is used to prevent unauthorized login to the public

network to guarantee the network data security. The security management includes

the security policy management, user management and authority and domain
division management of the UNM2000.

Ij User Security Concepts

Ij User Security Policy Management
Ij Managing UNM2000 Users

Ij Managing User Sessions

IjAuthorization and Domain Division
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3.1 User Security Concepts

The security management of the UNM2000 users mainly includes authority
management, password policy, account policy, access user management and user
monitoring. The concepts involved in the security management of the UNM2000
users are described as follows:

Managed Entities

€ Object Set: Indicates a set of managed objects. Dividing the managed objects
into object sets, facilitating the allocation of authority for managing NEs.

The object set can be created through the logical domain. It includes the
physical objects and EMS pre-authorized OLTs, with the smallest granularity
being NEs.

€ Object Set: Indicates a set of operations. You can divide the client operations
into different operation sets for convenient management of user authority.
Different operations have different influence on the system. You can divide the
operations that may cause the same influence on the system into an operation
set. When being assigned with the authority of an operation set, the user can
perform all the operations included in the operation set.

@ Note:

Default operation sets are provided in the UNM2000. When the default
operation sets cannot meet the requirements for authority assignment.

You can create operation sets as needed.

€ User Group: Indicates a set of UNM2000 users of the same management
authority. The UNM2000 supports creating user groups to manage the users of
the same authority in a same group. The users in a same group have the same
authority and can perform the operations included in the operation set

associated with the user group.

The default user groups of the UNM2000 include the Administrators group, the
security management group, inspector group, the operator group and the

maintainer group.
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» Administrators: The Administrators group cannot be created nor deleted.
The Administrators group has the administrative domains of all objects in
the entire network and all the operation authority except the security
management authority. Its administrative domains and operation authority
cannot be modified.

» Security Admin Group: This group cannot be created nor deleted. The
Security Admin Group has the administrative domains of all objects in the
entire network and the authority related to security management authority.

» Inspector group: This group has the default authority of Inspector
Operation Sets. The users in this group can only query and gather
statistics, having no authority to perform the creation and configuration
operations.

» Operator group: This group has the default authority of Operator
Operation Set. Apart from the basic authority of the inspector group, the
users in this group can perform the creation, modification and deletion
operations in the UNM2000, but having no authority related to security
management.

» Maintainer group: This group has the default authority of Operator
Operation Set. Apart from the authority of the inspector group and the
operator group, the users in this group can perform the configuration
operations that may influence the running of the UNM2000 and the NEs,
such as searching for service path, deleting service configuration, etc.

€ User: Indicates the UNM2000 client end users. The username and password of
the user uniquely determines the corresponding UNM2000 operation and
management authority. When a user is added into a user group, the user is
assigned with the operation authority associated with the user group.

P One user can be added into multiple user groups simultaneously, and
therefore the final authority of the user are the user's original authority
coupled with the authority of the user groups to which the user belongs.
There are two ways to assign authority to users:

= Adding a user into a specific user group so that the user has the

authority assigned to the user group.

= Bind the user with the object set and the operation set.
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» The UNM2000 provides a default user named admin, which is the system
administrator. The admin user belongs to the Administrators and
Security Admin Group groups by default. You cannot modify the authority
of admin or add it to other user groups either.

Authorization and Domain Division

When the managed objects and users are of a large scale, the uniform
management of authorization and domain division by a certain type of users will be
both time and effort consuming. Therefore, it is necessary to divide the managed
objects into several sub-domains. Each sub-domain can perform authorization and
domain division management without interfering each other.

The authority and domain division function of the EMS is implemented by dividing
the object sets and operation sets. With the authority division management function,
you can divide the EMS authority into different functional domains, and with the
domain division management function, you can divide NE units into different
network domains. Assigning the UNM2000 users with the authority combination of
different functional domains and network domains effectively controls user

management authority.

Application of the authorization and domain division management: Divide the user
groups into ordinary user group and administrative user group. Creating a user
group is like creating a sub-domain. In this sub-domain, the users are authorized
with the operation authority within this sub-domain and can create the object set,
operation set, user group, users based on such domain authority. They are visible to

other users within the sub-domain, but invisible to users outside the sub-domain.

@ Note:

The network management system provides an embedded user named

admin, who is authorized with all authority and can manage all object sets,
operation sets, user groups and users.

Account Policy and Password Policy

The UNM2000 user security can be implemented by setting the account policy and

password policy.
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€ Account policy: Defines the minimum length, account login and unlocking
settings of the user account. Using the account policy can enhance the security

of the user account.

€ Password policy: Defines the complexity, updating period and length limit of the

password.

3.2 User Security Policy Management

The security policies, such as access control, password and lockout management
and online user monitoring effectively enhance the access security of the UNM2000

and prevent unauthorized operations.

The user security policies are the access control rules defined for managing users.
The security policy planning and configuration should be completed upon initial
installation. You can adjust the security policies according to your management

requirement.
The user security policy management includes the following:

€ Setting the User Login Mode

€ Setting the Access Control List
€ Setting the Account Policy
L 4

Setting the Password Policy

3.2.1 Setting the User Login Mode

The UNM2000 supports the single-user login mode and multi-user login mode.
Typically, the UNM2000 runs in the multi-user mode. When maintaining the
UNM2000 server (for example, adjusting the user group, administrative domain or
operation authority of a user), you can set the UNM2000 to the single-user login
mode to avoid operation interference caused by other users.

Background Information

€ Single-user mode: In this mode, only one admin user can log into the UNM2000
via the client end, and all other online users will be forced to exit.
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€ Multiple-user mode: In this mode, multiple users are allowed to log in

simultaneously. This mode is used for monitoring the network routinely.

& Caution:

When the UNMZ2000 is switched to the single-user mode, only one admin

user can log into the UNM2000 via the client end, and all other online
users will be forced to exit. To ensure that other users use the UNM2000
normally, switch the UNM2000 to the multi-user login mode after
completing the maintenance in single-user mode.

Prerequisite

Log in as an admin user.

Procedure
1. Select System—Parameter Settings in the main menu to open the Parameter
Settings dialog box.
2. Select User Security Strategy—User Login Mode in the left pane to open the
User Login Mode dialog box.
3. Set the login mode as required. Then click Apply and the settings will be valid.
3.2.2 Setting the Access Control List

By setting the access control list, you can have the UNM2000 users log in to the

client from the specified IP address or network segment to ensure network security.
Background Information

The access control list set by a user is only applicable to the user.
Prerequisite

You have logged into the OTNM2000 as a user belonging to Security Admin
Group.
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Procedure
1. Select System—Parameter Settings in the main menu to open the Parameter
Settings dialog box.
2. Inthe left pane, select User Security Strategy—Access Control List to open
the Access Control List dialog box.
3. Click Add to open the Set IP Range dialog box.
x|
Start Address: | IPV4 0000 |
End Address: | ¢, IPV4 255255255 255 |
[ 0K l [ Cancel l
4. Set Start Address and End Address and click OK. The added IP range will be
displayed in the access control list.
@ Note:
Click &IP¥4 to switch between IPV4 and IPV6.
5. Click Apply, and the settings will take effect.
3.2.3 Setting the Account Policy

The account policy includes locking / unlocking users, non-logged-in user policy,
and the minimum length of the username. Setting the account policy can ensure the
security of the account and the network.

Prerequisite
You have logged in as a member of the Security Administrator group.
Background Information

€ The account policy must be configured upon initial installation of the UNM2000
and can be adjusted accordingly during maintenance.

Version: B 45



UNM2000 Network Convergence Management System V2.0R4SP6 Operation Guide

€ The new account policy has no effect on the accounts already set.

Procedure
1. Select System—Parameter Settings in the main menu to open the Parameter
Settings dialog box.
2. Select User Security Strategy—Account Policy in the left pane to open the
dialog box.
3. Set the parameters and then click Apply to apply the settings.
Other Operations
Click Restore Default Configurations to restore the parameters to the default
values.
3.24 Setting the Password Policy

Setting the complexity of the password and modifying the password regularly can
improve the access security of the UNM2000. The password policy, set by the
security administrator, is applicable to all users.

Prerequisite
You have logged in as a member of the Security Administrator Group.
Background Information

€ The password policy must be configured upon initial phase of the site building
and can be adjusted accordingly during maintenance.
€ The new password policy has no effect on the passwords already set.

€ The password policy includes the complexity, updating period and length limit.

€ The new password policy will be applicable to all users of the UNM2000.
Procedure

1. Select System—Parameter Settings in the main menu to open the Parameter
Settings dialog box.
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2. Select User Security Strategy—Password Policy in the left pane to open the

dialog box.

3. Set the information in Common Policy and Advanced Policy, and then click
Apply. The settings will take effectimmediately.

Other Operations

3.3

3.3.1

3.3.1.1

Click Restore Default Configurations to restore the parameters to the default

values.

Managing UNM2000 Users

The following introduces how to create, modify and delete the UNM2000 users, and

how to assign the authority for the users.

Operation Set Management

The operation set is the set of operations of the same type. Through the operation
set management, users can assign and manage the operations on the equipment

uniformly.

€ In the default operation sets provided by the UNM2000, the application
operation complete set and the object operation complete set cannot be
deleted.

€ The operation sets include two types: NM application and Network device.

€ When a certain user or user group is bound with an operation set, this user or
user group will have the authority of the operations in this set.

€ Only the users in the security administrator group and the sub-domain security
administrator group can manage the operation sets.

Viewing Operation Sets

The security administrator can view specific operations included in an operation set
to check whether the authority in the operation set meet the requirements.
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Prerequisite

Procedure

You have logged into the OTNM2000 as a user belonging to Security Management
Group.

1. Select Security—NMS User Management from the main menu to display the
NMS User Management window.

2. Select Operation Set or clickitbefore Operation Set in the left pane. Then
view the existing operation sets in the right pane or the expanded list of
Operation Set in the left pane.

(I ol
| System View Resource Configure Alarm Performance Security Window Help
TR E | oss]or o0e =
. Main Topology | Save the Data x| NMS User Management x| [+l
| @5 B2 08 0 No. | Name | Type | Description |ﬁ
| 1 bly of Application... NMS Application Assembly of Application Operations ]
I3 ms User Management 2 Assembly of Object Op... Network Equipm._. Assembly of Object Operations
& User 3 Assembly of Application.. NMS Application Assembly of Application Inspectors L
o '@ User Group 4 Assembly of Application... NMS Application  Assembly of Application Operators. i
? @ Object Set 5 Assembly of Application... NMS Application  Assembly of Application Maintainers L[
Assembly of Objects 6 Metwork Inspector Set  Network Equipm... Network Inspector Set
CEMD_Operator Group 7 Network Operator Set  Network Equipm___ Network Operator Set
ObjectGroup_2 8 Network Maintainer Set  Network Equipm___ Network Maintainer Set
ObjectGroup_3 9 ANS5116-01B Equipment ... Network Eguipm... AN5116-018 Equipment Inspector Operation Set
Training ObjectGroup_4 10 ANS5116-01B Operator ... Metwork Equipm... ANS116-018 Equipment Operator Operation Set
makati 1" ANS5116-01B Maintainer ... Network Equipm... AN5116-018 Equipment Maintainer Operation Set
training 12 ANS116_02 Inspector O... Network Equipm... ANS116_02 Equipment Inspector Operation Set
[=5 Election watch 13 ANS116_02 Operator O Network Equipm._. ANS116_02 Equipment Operator Operation Set
e |:1ﬁ 14 ANS5116_02 Maintainer Network Equipm... ANS116_02 Equipment Maintainer Operation Set
15 ANS006-20 Inspector O... Network Eguipm... AN5006-20 Equipment Inspector Operation Set
16 AN5006-20 Operator O... Network Equipm... ANS006-20 Equipment Operator Operation Set
17 ANS5006-20 Maintainer ... Network Equipm... ANS006-20 Equipment Maintainer Operation Set
18 SU_OPAMS Inspector O... Network Equipm... SU_OPAMS Equipment Inspector Operation Set
19 5U_OPAMS Operator O... Network Equipm... 5U_OPAMS Equipment Operator Operation Set
20 SU_OPAMS Maintainer ... Network Equipm... 5U_OPAMS Equipment Maintainer Operation Set
21 AN2200_01 Inspector O... Network Equipm... AN2200_01 Equipment Inspector Operation Set
22 AN2200_01 Operator 0... Network Equipm... AN2200_01 Equipment Operator Operation Set
23 AN2200_01 Maintainer Network Equipm... AN2200_01 Equipment Maintainer Operation Set E]
Total 119 entries [ Create Operation Set... ] I Delete ] [ Refresh l
| Syadmin | Gl t0arazs | O B =

3. Double-click the operation set entry in the right pane to view details in the

Basic Information, Member and Service For tabs of the operation set.

Other Operations

€ In the right pane, click the button at the lower part of the corresponding entry, or
right-click the entry, and select operations such as Delete, Refresh, Copy Cell,
Print or Export.
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3.3.1.2

Prerequisite

Procedure

€ Select a desired operation set in the left pane, modify the corresponding

information in the right pane as needed and click Apply.

@ Note:

You can only modify the descriptions in the application operation

complete set and the object operation complete set.

Creating Operation Groups

The operation set is the set of operations of the same type. Through the operation
set management, users can assign and manage the operations on the equipment
uniformly. You can create operation groups when the existing operation groups

cannot meet your requirements.

You have logged into the UNM2000 as a user belonging to Security Administrator
group.

1. Select Security—NMS User Management from the main menu to display the

NMS User Management window.

2. Select one of the following access methods to display the Create Operation
Set dialog box.

No. Access Method
Click NMS User Management in the left pane and click Create Operation Set in the

right pane.

Click NMS User Management in the left pane, right-click in the right pane and select

2 Create Operation Set from the shortcut menu.
Select Operation Set in the left pane and click Create Operation Set in the right

3 pane.

4 Click Operation Set in the left pane, right-click in the right pane and select Create
Operation Set from the shortcut menu.

5 Right-click Operation Set in the left pane and select Create Operation Set from the

shortcut menu.
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3. Inthe Create Operation Set dialog box, set the parameters in the Basic

Information and Member tabs.

@ Note:

Click Copy Members from the Operation Set, and select the operation
set in the Select the Operation Set dialog box, so as to copy the
members of the corresponding operation set. This can improve the
setting efficiency.

4. After completing the settings, click OK.

Subsequent Operation

3.3.2

3.3.21

Prerequisite

Click the added object set to view its relevant information in the right pane.

Object Set Management

The object set is the set of managed objects of a certain type. Via the object set

management, users can manage the equipment objects uniformly.

€ The default object set provided by the UNM2000 is the complete set of the
objects, including all manageable objects. You cannot delete the default object

set, but can only modify its descriptions.

€ When a certain user or user group is bound with an object set, this user or user

group will have the authority of the objects in this set.

€ Only the users in the security administrator group and the sub-domain security
administrator group can manage the object sets.

Viewing Object Sets

The security administrator can view the objects included in the object set to check
whether the objects in the object set meet the requirements.

You have logged into the UNM2000 as a user belonging to Security Administrator
group.
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Procedure

1. Select Security—NMS User Management from the main menu to display the
NMS User Management window.

2. Click Object Set in the left pane or click # before Object Set in the left pane.
Then view the existing object sets in the right pane or the expanded list of
Object Set in the left pane.

=0l x|

System View Resource Configure Alarm Performance Security Window Help
L s fom]os vos @
Main Topology | Save the Data x|: NMS User Management x | R
2 low o2 Q No. | Name Type | Description
1 Assembly of Objects NMS Assembly of Objects
[ nmS User Management 2 CEMD_Operator Group ~ NMS
& § User 3 ObjectGroup_2 NMS
@ % User Group 4 ObjectGroup_3 NMS
e ﬁm S Training ObjectGroup_4 NMS users training guide
Assembly of Objects 3 makati NMS
CEMD_Operator Group 7 training NMS Training c/o Ernie Rebudal
ObjectGroup_2 & Election Watch NMS ELECTION WATCH
(25 objectGroup_3
Training ObjectGroup_4
makati
Iraining
Election Watch
@ [5] operation Set
Total 8 entries I Create Object Set... H Delete H Refresh ]
| Gpadmin | Ll waroazs |G O &

3. Double-click the object set entry in the right pane to view details in the Basic

Information, Member and Service For tabs of the object set.
Other Operations

€ Inthe right pane, click the button at the lower part of the corresponding entry, or
right-click the entry, and select operations such as Delete, Refresh, Copy Cell,
Print or Export.

€ Select a desired object set in the left pane, modify the corresponding

information in the right pane as needed and click Apply.

@ Note:

You can only modify the descriptions in the application operation

complete set and the object operation complete set.
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3.3.2.2 Creating an Object Set

When the current object set cannot meet the requirements, you can create a new

object set.

Prerequisite

You have logged into the UNM2000 as a user belonging to Security Administrator
group.

Procedure

1. Select Security—NMS User Management from the main menu to display the

NMS User Management window.

2. Select one of the following access methods to open the Create Object Set

dialog box.

No. Access Method

; Click NMS User Management in the left pane and click Create Object Set in the
right pane.

5 Click NMS User Management in the left pane, right-click in the right pane and select
Create Object Set from the shortcut menu.

3 Select Object Set in the left pane and click Create Object Set in the right pane.

4 Select Object Set in the left pane, right-click the right pane and select Create Object
Set from the shortcut menu.

5 Right-click Object Set in the left pane and select Create Object Set from the shortcut

menu.

3. Inthe Create Object Set dialog box, set the parameters in the Basic

Information and Member tabs.

@ Note:

Click Copy member form object set, and select the object set in the

Select object set dialog box, so as to copy the members of the
corresponding object set. This can improve the setting efficiency.

4. After completing the settings, click OK.
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Subsequent Operation

3.3.3

3.3.3.1

Prerequisite

Click an added object set to view the information related to the object set in the right
pane.

Managing User Groups

The user group is the set of the network management users with the same
management authority. For the users to be granted with the same authority, you can
add them into the same user group and authorize the user group to make every
user in the user group have the same authority, quickly allocating the authority to

users.

€ The default user groups of the UNM2000 include the Administrators group, the
security administrator group, the operator group, the maintainer group, and the

monitor group.

€ When a user is bound with a user group, this user owns the authority assigned

to the user group.

€ Only the users in Security Admin Group and Domain Security Admin Group

can manage user groups.

& Caution:

You cannot delete the Administrators group and the security

administrator group, but can only modify their descriptions.

Viewing User Groups

The security administrator can view the administrative domains of the user groups

to check which objects are managed by the user group.

You have the authority of Security Admin Group.
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Procedure

1. Select Security—NMS User Management from the main menu to display the
NMS User Management window.

2. Click User Group in the left pane or click®before User Group, and you can
view the existing user groups in the right pane or the drop-down menu of User
Group.

o

System View Resource Configure Alarm Performance Security Window Help
e [ow]oe voo
Main Topology | _Save the Data xr.: NMS User Management x| (4] »][~][O]
E - BT 02 Q No. ‘ User Group Name | Classify | Description
i, 1 Administrators Administrator Gr... Super User Group
[ nms user Management 2 Security Administrator G... Security Adminis... Security Administrator Group
© 'ﬁ' User 3 Ingpector Group Ordinary User G... Inspector Group
© % m 4 Operator Group Ordinary User G... Operator Group
%Adminislralors 5 Maintainer Group Ordinary User G... Maintainer Group
& security Administrator Group 6 DA&T_ManagerGroup Ordinary User G.
(& Inspector Group 7 ManagerGroup? Ordinary User G...
t% Operator Group ] MGO _ManagerGroup Ordinary User G...
& Maintainer Group 9 Powerlser Ordinary User G.
(&, D&T_ManagerGroup 10 ManageGroup2 Ordinary User G...
s% ManagerGroupl (11 MBO_PowerUserGroup  Ordinary User G...
& MGO_ManagerGroup 12 ManageGroup3 Ordinary User G.
% PowerUser 13 onu detect Ordinary User G.
(&, ManageGroup2 14 provision Ordinary User G...
t% MGO_PowerUserGroup 15 Enterprise Anti-Fraud Div... Ordinary User G... Enterprise Anti Fraud Division
% ManageGroup3
%onn detect
‘% provision
% Enterprise Anti-Fraud Division
©- [ Object Set
©- (5] Operation Set
Total 15 entries [ Create User Group... H Delete H Refresh l
&, admin | D war0a2s | O

3. Click the user group entry to view the details of the user group.
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& ymz000 1 _1ol x|
System View Resource Configure Alarm Performance Security Window Help
R D e fom]cs w00
Main Topology | _Save the Data_x [’ NMS User Management x| 4 rwlO
®E L@@ 02 Q Basic Information Domain‘ Operation Authority | Current Session
[ ums user Management User Group Name: Administrators
@ i3 User
User Group Type : Administrator Grou|
©- % User Group TS L]
&l m Description: Super User Group
% Security Administrator Group
&, Inspector Group Maximum Session Number: 1005 Unlimited
% Operator Group A
(& Maintainer Group
2 admin oA,
(& D&ET_ManagerGroup s, 3 =
- .
% ManagerGroup1 las, rccadorniga |
= =
% MGO _ManagerGroup aia EdChra
(& Poweruser o nvbunyi
% ManageGroup2 :. administrator
-
& MGO_PowerlUserGroup ain Hsabelardo
-~
(& ManageGroup3 |acn, t-ntyuson
(& onu detect & t-sagapto
- :
% provision lacs, 1-etrodrigo
-
(& Enterprise Anti-Fraud Division |aca, rdbaviera
o= ﬁ Object Set 2. rmbelandres E]
M=
Apply
Goadmin | Llwaroazsm | @ O E S
s sl Ee]

@ Note:

The Current Session tab displays the sessions of the online users in the

user group.

Other Operations

3.3.3.2

L 2

*

In the right pane, click the button at the lower part of the corresponding entry, or

right-click the entry, and select operations such as Delete, Refresh, Copy Cell,

Print or Export.

Select the corresponding user group in the left pane, and modify the user group

information in the right pane through Find or Select.

Creating User Groups

When default user groups in the UNM2000 do not meet the requirements for user

authorization, you can create user groups according to the management features of

the users, which is convenient for assigning authority for users.
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Prerequisite

Procedure

You have logged into the UNM2000 as a user belonging to Security Administrator
group.

1. Select Security—NMS User Management from the main menu to display the
NMS User Management window.

2. Select one of the following access methods to open the Create User Group
dialog box.

No. Access Method

Click NMS User Management in the left pane and click Create User Group in the
right pane.

Click NMS User Management in the left pane, right-click in the right pane, and select
Create User Group in the shortcut menu.

3 Select User Group in the left pane, and click Create User Group.

Click User Group in the left pane, right-click in the right pane and select Create User
Group from the shortcut menu.

Right-click User Group in the left pane, and select Create User Group from the
shortcut menu.

3. Table 3-1 shows how to set the user group parameters in the Create User
Group dialog box.

Table 3-1  The User Group Settings

Parameter Description

User Grou
P Compulsory. Sets the user group name.

Name

Sets the user group type to Sub Domain Security Administrator
Group or Ordinary User Group.
€ Domain Security Admin Group: The Domain Security Admin

Basic
Group, with its management domain assigned by the

Information

User Group security administrator, only has the Security Management

Type authority, which cannot be modified.

€ Ordinary User Group: The administrative domain and
operation authority of the users in this group are assigned
by the security administrator or sub domain security

administrator.
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Table 3-1

The User Group Settings (Continued)

Parameter

Description

Description

The brief description of the user group, used to identify different

user groups.

Maximum
Session
Number

Sets the maximum number of sessions for users in the user
group. It can be used to limit the number of sessions logged in by
users in one user group in one time interval. Value range: 0 to
100, Unlimited.

Member

Sets the members of the user group via the Select and Delete
buttons.

Domain

Sets the management domain of the user group. The objects of
the management domain are arranged in parallel in the tree
topology of the devices, the global logical domains, and the
object groups. The valid management domain is the sum of the
selected devices, global logical domains, and object groups.

Operation Authority

Sets the operation authority of the user group. The objects of the
operation authority are classified into the network management
application objects, all objects in the management system, and
network devices. The network management application authority
includes the operation groups of the network management
application types and the network management operation list.

@ Note:

Click Copy Authority Settings from the User Group, set the user group

in the Select User Group dialog box, and directly copy the management

domain authority and operation authority of the corresponding user group.

This can improve the setting efficiency.

4. Click OK.

Subsequent Operation

Click an added user group to view the information related to the user group in the

right pane.

Version: B

57



UNM2000 Network Convergence Management System V2.0R4SP6 Operation Guide

3.34

3.3.41

Prerequisite

Procedure

Managing Users

The user refers to the person who uses the UNM2000. Users need to log into the
UNM2000 via the corresponding user account. The UNM2000 provides a default

superuser named admin.

& Caution:

The authority of admin cannot be modified and the admin user cannot be

added to other user group.

Viewing Users

You can query the number and additional information of the UNM2000 users for

convenient user management.

You have the authority of Security Admin Group or higher authority.

1. Select Security—NMS User Management from the main menu to display the
NMS User Management window.

2. Click User orizbefore User in the left pane, and then view the existing users in

the right pane or the expanded list of User in the left pane.
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CEMD
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|
s

3. Click a user entry and view the details of the user in the right pane.

Basic Information
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Other Operations

€ In the right pane, click the button below the corresponding entry, or right-click
the entry, and select operations such as Delete, Unlock, Reset password,
Copy, Refresh, Print, Copy Cell, or Export.

€ In the right pane, modify the information in the Basic Information and Access
Control List and then click Apply to apply the changes.

3.3.4.2 Creating Users

Create the UNM2000 user accounts and assign them with corresponding authority
so as to allocate the accounts to users of different responsibilities.

Background Information

The UNM2000 provides a default user named admin. You cannot modify the
authority of admin or add it to other user groups, either.

Prerequisite
You have the authority of Security Admin Group or higher authority.
Procedure

1. Select Security—NMS User Management from the main menu to display the

NMS User Management window.

2. Select one of the following access methods to display the Create User dialog

box.

No. Access Method
Click NMS User Management in the left pane and click Create User in the right

! pane.

) Click NMS User Management in the left pane, right-click in the right pane, and
select Create User in the shortcut menu.

3 Click User in the left pane and then click the Create User button in the right pane.

4 Click User in the left pane, right-click in the right pane and select Create User from
the shortcut menu.

5 Right-click User in the left pane and select Create User from the shortcut menu.
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3. Table 3-2 shows how to set the user parameters in the Create user dialog box.

Table 3-2  User Settings
Parameter Description
Compulsory. Sets the user account, which must comply with the
Username account policies.For the settings of the account policies, see Setting
the Account Policy.
Real Name Sets the actual name of the user.
Employee
ploy Sets the employee ID of the user.
Number
Contact Sets the contact information of the user for convenient management.
Description Description information of the user, for distinguishing users.
Required. Sets the user password, which must comply with the
Password password policies. For the settings of the password policies, see
Setting the Password Policy.
Basic | confirm ) )
Required. Types the password again.
Infor- | password
ma- | Modify o _ o
tion If this item is selected, when the corresponding user logs in again, he

Password on
Next Login

or she will be requested to modify the password.

User Cannot

If this item is selected, the corresponding user cannot modify the

Modify the
fy password via the client end.
Password
Account
Disabled If this item is selected, the corresponding user cannot log in.
Temporarily
Sets the password valid days.
€ Select “Expire Days of System Password:Unlimited”, and the
Password ) )
. password will never be expired.
Valid Days
€ Select Custom to set the number of days.
Value range: 2 to 999.
Maximum
Basic | Online Sets the maximum online number of current users.
Infor- | Number
ma- Exit after
tion waiting for a o . .
) Sets the waiting time for users to exit automatically.
(Ad- period
vanc- | (minutes) of:
ed) Unlogged _ . . .
) Sets the policy for user accounts which do not log in for a long time.
User Policy
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Table 3-2  User Settings (Continued)

Parameter Description

Login Time . )
Sets the time range for user's login.
Range

User Group Sets the user group to which this user belongs.

Sets the management domain of the user.

The objects of the management domain are arranged in parallel in
Domain the tree topology of the devices, the global logical domains, and the
object groups. The valid management domain is the sum of the
selected devices, global logical domains, and object groups.

Sets the operation authority of the user.

The objects of the operation authority are classified according to the
network management application objects, all objects in the
Operation Authority management system, and network devices. The network
management application authority includes the operation groups of
the network management application types and the network
management operation list.

Sets the access control list of the user.

€ Select Use all access control list in the system, and the ACLs
set by the system will be used in the range of IP addresses

Access Control List logged in by the user account. For setting the ACLs of the
system, see Setting the Access Control List.

€ Select Use the following assigned ACL to set the range of IP

addresses logged in by the user account.

@ Note:

Click Copy Privilege from Users, set the user in the Select User dialog
box, and directly copy the management domain and operation authority
of the corresponding user to improve the setting efficiency.

4. Click OK.

Subsequent Operation

Click the added user in the left pane to view the information related to the user in the
right pane.
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3.3.4.3

Unlocking Users

When the number of login attempts exceeds the limit set in the account
management policy at the client, the user will be locked. The user can be unlocked

via the following ways:
€ The admin user resets the password of the user and you can login again.

€ The users belonging to the Administrators group unlock the user.

Background Information

Prerequisite

€ Only the users in Security Admin Group and Domain Security Admin Group
can unlock users.

€ The UNM2000 supports manual unlocking and automatic unlocking of the
locked user.

The UNM2000 client end is locked.

Procedure
€ Unlock the user manually.
1) Select Security—NMS User Management from the main menu to display
the NMS User Management window.
2) Click # before the User node to expand the user node.
3) Right-click the locked user, and select Unlock from the shortcut menu.
€ Unlock the user automatically.
Set the automatic unlocking time according to Setting the Account Policy. The
locked user can log in only after the set automatic unlocking time expires.
3.3.4.4 Resetting the User Password
In case you forget your password, your password expires, or you are disallowed to
log into the UNM2000, you need to reset the password. The following instructs the
users in the security administrator group to reset the passwords of other users.
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Background Information

Procedure

3.4

3.4.1

The users in the Security Admin Group and the Domain Security Admin Group can
reset the passwords of all the users except the admin user. The password of the
admin user can only been modified by the admin user at the UNM2000 client end.

1. Select Security—NMS User Management from the main menu to display the
NMS User Management window.

2. Click # before the User node to expand the user node.

3. Right-click the corresponding user, and select Reset Password from the
shortcut menu.

4. Inthe Reset Password dialog box, set New Password and Confirm

Password, and then click OK.

@ Note:

€ The new password must comply with the set password policies. For
setting the password policies, see Setting the Password Policy.

€ If Modify Password on Next Login is selected, the user must
modify the password upon next login.

Managing User Sessions

The users belonging to the Security Admin Group or Inspector Group can
monitor user sessions. You can understand the information of the current online
users in the system via monitoring the user sessions. The following introduces the

operations of monitoring the user sessions and activities.

Monitoring the User Session

By monitoring user sessions, you can view the information of the online users.
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Background Information

€ Session: The connection set up between the client end and the server.

€4 When the user login mode is set to Multi-User Mode, one user account can log
in multiple client ends at the same time. You can specify the maximum number
of concurrent online users using a same account. For details, see Creating
Users.

€ The object of forced exiting and sending messages is the user session. For
example, if the user account “user” logs in the same UNM2000 server via client
ends A and B, sessions a and b will be generated respectively. When the
account “user” generating session a is forced to exit, the account “user”
generating session b is not influenced.

Prerequisite
You have logged in as a member of the Security Administrator group.
Procedure
1. In the main menu, select Security—Monitor User Session.
2. Inthe Monitoring User Session tab, view the information of the online user.
=
System View Resource Configure Alarm Performance Security Window Help
B T EEE = [[o=]ce o 00 2]
Main Topology | Save the Data x| NMS User x| Monitoring User Session x| | »[~][o
Qy search
lLogin ﬂUwr D‘ Username ‘ IP Address Port Number ‘ Online Time User Type
366232 1 admin{Local Client End) 10.32.150.5 59226 3 Minutes, 44 Seconds Administrator
366231 1 admin 10.168.17.33 53327 18 Minutes, 9 Seconds Administrator
366230 1 admin 10.168.17.172 59297 21 Minutes, 49 Seconds Administrator
366229 1 admin 10.170.100.2 50426 25 Minutes, 19 Seconds Administrater
366227 1 admin 10.168.17.54 58969 28 Minutes, 51 Seconds Administrator
366222 1 admin 10.170.160.79 61795 1 Hours, 4 Minutes, 2 Seconds Administrator
Total 6 entries I Refresh H Send Message... H Forced Offline ]
| Gadmin L1 10a70428 |l O &
Other Operations

Right-click in the Monitor User Session tab and click Refresh, Copy Cell, Print or
Export.
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3.4.2 Logging Out Users

By monitoring user sessions, you can view the information of the online users and

log out the users who may influence the system security as needed, so as to ensure

the system secuirity.

Background Information

*
L 2

Prerequisite

You

Procedure

Session: The connection set up between the client end and the server.

When the user login mode is set to Multi-User Mode, one user account can log
in multiple client ends at the same time. You can specify the maximum number
of concurrent online users using a same account. For details, see Creating

Users.

The object of forced exiting and sending messages is the user session. For
example, if the user account “user” logs in the same UNM2000 server via client
ends A and B, sessions a and b will be generated respectively. When the
account “user” generating session a is forced to exit, the account “user”

generating session b is not influenced.

The superuser admin can force all users except for itself to exit, and the users

in the security administrator can only force the common users to exit.

have logged in as a member of the Security Administrator group.

In the main menu, select Security—Monitor User Session.
In the Monitoring User Session tab, view the information of the online user.

Right-click the corresponding user session, and select Forced Offline from the

shortcut menu.
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Forced Offline

4. Type the reasons in the Forced Offline dialog box, and click OK.

;H Forced Offline

3.4.3 Sending Messages to Online Users

Sending messages to online users implements the convenient communication
between users.

Background Information

€ Session: The connection set up between the client end and the server.

€4 When the user login mode is set to Multi-User Mode, one user account can log
in multiple client ends at the same time. You can specify the maximum number
of concurrent online users using a same account. For details, see Creating
Users.
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Prerequisite

Procedure

3.4.4

Procedure

€ The object of forced exiting and sending messages is the user session. For
example, if the user account “user” logs in the same UNM2000 server via client
ends A and B, sessions a and b will be generated respectively. When the
account “user” generating session a is forced to exit, the account “user”

generating session b is not influenced.

¢ The UNM2000 does not support the user of the current session sending
messages to himself or herself.

You have logged in as a member of the Security Administrator group.

1. Inthe main menu, select Security—Monitor User Session.
2. Inthe Monitoring User Session tab, view the information of the online user.

3. Right-click the corresponding user session, and select Send Message from the
shortcut menu.

S1=1E]|

System View Resource Confiqure Alarm Performance Security Window Help

1P Address I Port Number I Onine Time I User Type

e e
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4. Type the message contents in the Send Message dialog box, and then click
OK.

Monitoring User Activities
You can monitor the user action information, so as to prevent illegal operations of

users.

1. Select Security—NMS User Management from the main menu to display the
NMS User Management window.
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3.5

2. Click # before the User node to expand the user node.

3. Click the corresponding user and click Activity Info in the right pane to view

the activity information of the user.

Il
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Basic Information | User Group | Domain | Operation Authority | Access Control List | Activity Info

Latest Password Modification Time:

Latest Successful Login Time:

Last Login Failure Time:

The Latest Offline Time:

Added Time:

Locked Status:

Online Status:

2016-06-25 21:14:36

2015-07-14 17:51:12
Normal

Not logged in

Soadmin | L1 10470128

l&C s =

(£

Note:

When an operation influences the UNM2000, you can perform operations

on the corresponding user accordingly. For example, log out the user in

the Monitor User Session window.

Authorization and Domain Division

The following takes assigning authority for users in two areas as example to

introduce how to create user accounts and assign authority.

Scenario Description

The devices in Area A and Area B are managed by UNM2000 for uniform

supervision. The device in Area A is monitored, operated and maintained by

working staff in Area A and the device in Area B is monitored, operated and

maintained by working staff in Area B. Therefore, the working staff in Area A and

Area B should be allocated with user accounts and authority respectively.
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Procedure

1. Create object sets.

Create object set A and object set B according to the area division. Add the

devices of Area A and Area B to the members of object set A and object set B.

For creating object sets, see Creating an Object Set.

2. Create operation sets.

Adopt the default operation sets according to the users' responsibilities.

» The working staff responsible for monitoring: the application supervisor set

and the network supervisor set.

» The working staff responsible for operation: the application operator set

and the network operator set.

» The working staff responsible for maintenance: the application maintainer

set and the network maintainer set.

For creating operation sets, see Creating Operation Groups.

3. Create user groups.

According to the users' responsibilities, it is required to create six user groups,

as shown in Table 3-3.

Table 3-3  Creating User Groups
Manage-
User Group | User Group g . .
ment Operation Authority
Name Type .
Domain
Inspector Common Object Group | Application supervisor set and network
Group A user group A supervisor set
Operator Common Object Group | Application operator set and network operator
Group A user group A set
Maintainer | Common Object Group | Application maintainer set and network
Group A user group A maintainer set
Inspector Common Object Group | Application supervisor set and network
Group B user group B supervisor set
Operator Common Object Group | Application operator set and network operator
Group B user group B set
Maintainer | Common Object Group | Application maintainer set and network
Group B user group B maintainer set
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For details of creating user groups, see Creating User Groups.
4. Create users.

P Create the user's basic information. Set the username and password. For
security, select Modify Password on Next Login or set the valid days of
the password.

P Set the login time ranges according to the working shifts of the staff.

P Set the users' user groups. If six user groups A, B, C, D, E, and F are to be
created, as shown in Table 3-4. After being assigned with a user group,
the user will be authorized with the management domain and operational
authority of the user group.

Table 3-4  Creating Users

User User Group

Inspector Group A

Operator Group A

Maintainer Group A

Inspector Group B

Operator Group B

MM OO |®| >

Maintainer Group B

P Set the access control list to restrict users' login IP address to the specified

ones.
For details of creating user groups, see Creating Users.

After completing the above configurations, provide the user accounts for the
corresponding staff.
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Configuration Management

The configuration management means the operations to configure the information of
the network and the system equipment, and is the most significant management
function of the UNM2000.

d NE Communication Route Management
d SNMP Parameter Template

Ij ONU Capability Set Template

d Managing Global Templates

Ij Managing Global Configurations

d Tracing Signaling

Ij Configuration Synchronization

d Network Access Management

Ij Pinging NEs

IjTeInet NE

Ij The Tracert Function of the UNM2000 Server

M Migrating the PON Configuration
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4.1 NE Communication Route Management

By using the NE communication management function, you can set the Manager
server |IP address and the receiver address of Trap. The following introduces how to
manage NE communication routes.

@ Note:

You can configure multiple EMS server addresses when using distributed

deployment mode of EMS servers.

4.1.1 NE Management Program

The NE management program is used to set the communication protocol between
the UNM2000 and the device. Only when the NE management program is correctly
configured can normal communication between the UNM2000 and the device be

ensured so as to manage devices through the UNM2000.
4.1.1.1 Creating the Management Program

Correct configuration of the NE management program is the prerequisite to ensure

normal communication between the UNM2000 and the NEs.
Prerequisite
You have the authority of Operator Group or higher authority.

Procedure

1. Select Configure—~NE Communication Route Management from the main
menu to open the NE Communication Route Management tab.
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@ Note:

€ The anm_manager-1507393536(127.0.0.1) is the default
management program. If no management program and no partition
are configured during the creation of the NE, the default

management program will be selected for the NE.

€ ltis supported only one NE communication routing management in

the singleton mode and no need to add.

2. Right-click NE Communication Route Management, and select Create
Management Program from the shortcut menu. Configure various parameters
of the management program, and click OK.

4.1.1.2 Deleting / Modifying a Management Program

In case of network resource adjustment and that changes are made to the
management program that the NE belongs to, you can delete the management
program and then create one or directly modify the management program to meet

your requirement.

@ Note:

Deleting the default management program is not supported.

Prerequisite

You have the authority of Operator Group or higher authority.

Procedure

1. Select Configure—NE Communication Route Management from the main

menu to open the NE Communication Route Management tab.

2. Delete a management program:
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Other Operations

A

Deleting the default management program is not supported.

Note:

1.

1)

2)

In the left pane of the Communication Routing Management tab, right-
click the management program and select Delete the Manager from the
shortcut menu.

Click OK in the dialog box that appears to complete deleting the

management program.

Modify a management program:

1)

In the left pane of the Communication Routing Management tab, right-
click the management program and select Manager Property from the

shortcut menu.

Modify the parameters as needed in the Manager Properties dialog box
that appears, and then click OK.

Click Yes to save the settings.

In the left pane of the Communication Routing Management tab, click *—

Pass-through before the management program.The right pane displays the

pass-through NE list under the current management program.

Right-click an NE and select the corresponding operation from the shortcut

menu: Cancel Manager Management, Copy NE, Delete NE, modify NE
Attribute, etc.

A

Copy NE is used to copy the NE of the same type. After copying an NE,

Note:

users only need to modify the different parameters (such as the IP

address), so that they can create NEs rapidly.
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4.1.1.3

Prerequisite

Procedure

Pre-configuration

The NEs in the Pre-configured communication NE list are those without

management program.

You have the authority of Operator Group or higher authority.

Select Configure—~NE Communication Route Management to open the
Communication Routing Management tab.

In the left pane of the Communication Routing Management tab, click #—
Pass-through before the management program.

Click a certain NE in the Pass-through NE List of the Manager in the right
pane and select Cancel Manager Management from the shortcut menu. This
NE is moved to Pre-configured NE list.

@umaone =ofx|
System View Resource Confiqure Alarm Performance Security Window Help
cojenss Eee 0 (e
Main Topology | © ion Routing x| 4] [xl[o
By &y @ Pass-through NE List of the Manager O search
Communication Routing Management icon NE Name Friendly Name | NE Category NE Type NE PP Address NE Gateway NE Mask gne group main gne
€ £ [Access]anm_manager-1507393536(13 0= 5516-01_10.171.0 - - 0.171.0 0 group
[T poss-through | ANSS16-01_10.171.0.29 = 10471.028 2552552550 no gne group
§ &% Pre-configured ANSS16-01_10.171.0.22 Ens 10471.022 2552552550 no gne group
T ordinary NE ANS116_02_10.171.0.103 7iff Delete NE 10.171.0.103 255.255.255.0 no gne group
2 Partition Policy Management ANSS16-01_10.171.0.16 [=] NE Attribute 10.171.0.16 255.255.255.0 no gne group

AN5006-20_10.171.0.162 Copy Cell(K) » 10.171.0.162

5200 Print... 10.170.0.102 0000

5220 0001 0000
Export >

255255.255.0
255255.255.0
255255.255.0

o gne group

o gne group

no gne group

5

1, selected 1 of 8 entries.

Cancel Manager Management
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s admin

Subsequent Operation

Right-click a certain NE in the pre-configured common NE list and select Select
Management Object from the shortcut menu, or click a certain NE in the pre-
configured common NE list and click the Select Management Object button to
select a management program for the NE again.

Click OK. The NE is moved to the pass-through NE list.
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4.1.2

Prerequisite

Procedure

Partition Policy Management

The partition policy can be used to divide the NEs in a same management program
according to the start IP address and end IP address of the partition. The NEs will
be assigned to the corresponding management program for management according
to the partition policy automatically after adding.

You have the authority of Operator Group or higher authority.

1. Select Configure—NE Communication Route Management from the main

menu to open the NE Communication Route Management tab.

2. Right-click Partition Policy Management in the left pane and select Create a
Partition from the shortcut menu. In the displayed dialog box, set the
parameters and click OK.

@ Note:

€ Manager Name: Indicates the name of the created management
program.

€ After the partition is created

» If the management program has not been configured upon NE
creation, the UNM2000 will assign the corresponding
management program according to the partition to which the
NE's IP address belongs.

» If the management program has been configured upon NE
creation, although inconsistent with the management program
of the partition to which the NE's IP address belongs, this

management program is still preferred.
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Other Operations

4.2

4.2.1

Prerequisite

Right-click the created partition and select Create a Partition, Modify Partition or
Delete the Partition from the shortcut menu to perform the corresponding operation.

SNMP Parameter Template

To ensure the communication between the EMS and the NE, it is necessary to
configure the SNMP parameters of NEs at the UNM2000.

You can directly configure the SNMP parameters of NEs at the UNM2000 side,
create NEs manually, or automatically apply the SNMP parameters by using the
applicable SNMP parameter template upon NE automatic discovery.

Creating and Using the SNMP Parameter Template

You can manage the SNMP parameter templates used for the communication
between the UNM2000 and the NEs.

You have the authority of Operator Group or higher authority.

Background Information

Procedure

The SNMP parameter template named default is the default template and cannot
be deleted. If no SNMP parameter template is set for an access NE during the
creation, the NE will use the default SNMP parameter template default.

1. Select Configure—~SNMP Parameter Template from the main menu to open
the SNMP Parameter Template Management tab.

2. Click Create to open the SNMP Parameter Template dialog box, set various
parameters and click Create.

3. Right-click the specific template and select Bind NE from the shortcut menu to
open the Select Bound NE dialog box. Select the NE to be bound and click
OK.
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4. After the NE is bound, the information on the NE bound with the SNMP

parameter template will be displayed in the Binding NE Information pane.

Other Operations
Modify the SNMP parameter template bound with the NE.
1. In the main topology window, right-click the NE and select Attribute. The

Attribute Page dialog box appears on the right.

2. Inthe Basic Information dialog box, click the SNMP parameter template and
select a new template from the drop-down box to modify the SNMP parameter
template bound with the NE.

4.2.2 Modifying / Deleting an SNMP Parameter Template

You can manage the SNMP parameter templates used for the communication
between the UNM2000 and the NEs.

Prerequisite

You have the authority of Operator Group or higher authority.

Background Information

The SNMP parameter template named default is the default template and cannot
be deleted.

Procedure
1. Select Configure—SNMP Parameter Template from the main menu to open
the SNMP Parameter Template Management tab.

2. Inthe upper pane of the SNMP Parameter Template Management dialog box,

select the desired SNMP parameter template.

» Modify the parameter settings in the SNMP Parameter Template pane at
the lower part and then click Modify.

P Click Delete to delete the SNMP parameter template.
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@ Note:

The SNMP parameter template bound with an NE cannot be deleted.

4.3 ONU Capability Set Template

The current method of adapting to the NE by adding the ONU type code cannot be

meet the ever-increasing requirements for adaptation of new terminal types.

With the ONU capability set template, you can configure the parameters such as
ONU port quantity, port type and resource type. The UNM2000 can deliver it to the
device to support the new type of ONU in real time, which quickly meet the

adaptation requirements without upgrading the device.

4.3.1 Adding an ONU Capability Set Template

You can create an ONU capability set template, configure the parameters such as
ONU port quantity, port type and resource type and then deliver it to the device to
quickly adapt to the new ONU.

Prerequisite

€ You have the authority of Operator Group or higher authority.

€ The ONU capability set template is enabled.

Procedure

1. Select Configure—ONU Capability Set Template from the main menu to
open the ONU Capability Set Template tab.

e
2. Click = orright-click in the blank area of the ONU Capability Set Template

and select Create Model.

3. Inthe displayed Create a ONU Capability Set Template dialog box, set

various parameters and click OK.
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Other Operations

Binding an ONU capability set template

In the ONU Capability Set Template window, right-click the specified template.
Select Bind NE from the shortcut menu to open the Select Bound NE dialog
box.

Select the NE to be bound and click OK. After the NE is bound, the information
of the bound NE will be displayed in the Binding NE Information pane on the
right.

@ Note:

The ONU capability set template bound with an NE cannot be deleted.

4.3.2 Modifying an ONU Capability Set Template

When the ONU capability set template cannot meet the user requirement, you can

modify the template as needed.

Prerequisite

Procedure

Other Operations

You have the authority of Operator Group or higher authority.

The ONU capability set template is enabled.

Select Configure—ONU Capability Set Template from the main menu to
open the ONU Capability Set Template tab.

Select an ONU capability set template and click B or right-click to select
Modify Model.

Deleting the ONU capability set template

1.

In the ONU Capability Set Template window, select an ONU capability set
=
template and click W or right-click to select Delete Template.
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@ Note:

The ONU capability set template bound with an NE cannot be deleted.

4.4 Managing Global Templates

A template is a set of attributes with specific values. For example, if a template is
referenced to configure the resources, such as ADSL or G.SHDSL port, the
parameter values of the attributes preset in the template will be automatically
adopted by the resource.

You can use a template to configure multiple NEs of the same model in the
administrative domain of the entire network by using the global profile, so as to

improve the project start-up efficiency.

4.4.1 Viewing the Global Template

You can configure multiple NEs of the same model in the administrative domain of
the entire network in a batch manner by using the global profile, so as to improve

the project start-up efficiency.
Prerequisite

You have the authority of Operator Group or higher authority.

@ Note:

The following uses the ADSL Line Template of the AN5006—20 as an
example. You can follow the same procedures to view other templates

with the only difference in the access method.

Procedure

1. Select Configure—Global Template Manager from the main menu to open

the Global Template Management tab.
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2. Select Global Profile—ADSL Line Profile under the AN5006-20 to open the

Line Profile tab.

3. Click the template entry in the ADSL Line Profile tab to view the NE bound
with the template.

Other Operations

4.4.2

Prerequisite

Procedure

In the ADSL Line Profile dialog box, right-click the template entry and select Add,
Delete, Batch Modify, Compare Templates, Bind to System Card / Port, etc.

Adding a Global Template
When the existing global templates do not meet the requirements or new global

templates are needed, follow the steps below to add global templates.

You have the authority of Operator Group or higher authority.

@ Note:

The following uses the Packets Rate Control Profile of the AN5116—
06B as an example. You can follow the same procedures to bind other

templates with the only difference in the access method.

1. Select Configure—Global Template Manager from the main menu to open

the Global Template Management tab.

2. Select Global Profile—Packets Rate Control Profile under the AN5116-06B
to open the Packets Rate Control Profile tab.

3. Click il to open the Enter the number of rows to add dialog box, enter the
number of templates to be added and click OK.
4. Complete the parameter settings of the packet rate control template(s) in the

right pane and click =] . The system automatically generates the Global

Template ID.

Version: B

83



UNM2000 Network Convergence Management System V2.0R4SP6 Operation Guide

4.4.3

Modifying a Global Template

When the existing global templates do not meet your requirements, you can create
global templates by following operations.

Background Information

Prerequisite

Procedure

€ You can only modify the parameter settings of the template with the template

name unchanged after a global template is saved.

4 The UNM2000 will automatically update the modified parameter settings of the
template.

If the template is bound with a device, the device will be issued automatically
after the parameter settings of the template is saved.

You have the authority of Operator Group or higher authority.

@ Note:

The following uses the Packets Rate Control Profile of the AN5116—
06B as an example. You can follow the same procedures to bind other

templates with the only difference in the access method.

1. Select Configure—Global Template Manager from the main menu to open
the Global Template Management tab.

2. Click Device Type—AN5116-06B— Global Profile—Packets Rate Control
Profile under the Global Template Management tab to open the Packets
Rate Control Profile tab.

3. Onthe Packets Rate Control Profile tab, right-click the desired template and
select Batch Modify to open the Batch Modify dialog box.
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4.4.4

Prerequisite

Procedure
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Table 2, Entry 1, selected 1 of 3 entries

4. Modify the parameter settings in the Batch Modify dialog box and click Apply

—OK at the lower part to save the changes.

Binding / Unbinding a Global Template

You can bind a global template with a device so that the parameter settings of the

device are consistent with those set in the global template in the UNM2000.

You have the authority of Operator Group or higher authority.

@ Note:

The following uses the Packets Rate Control Profile of the AN5116—
06B as an example. You can follow the same procedures to bind other

templates with the only difference in the access method.

1. Select Configure—Global Template Manager from the main menu to open

the Global Template Management tab.

2. Double-click Global Profile—Packets Rate Control Profile under the
AN5116-06B to open the Packets Rate Control Profile tab.

3. Select a template and click

=

, or right-click it and select Save to System to

open the Select Object dialog box. Select a desired system and click OK.
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4. Bind a card/ port (for the template to be bound with a card / port).

1) Select a template and click |I_=1, or right-click it and select Bind to
System Card / Port to open the First Select NE dialog box. Select a
desired NE and click Next.

2) The Please Select ONU Port dialog box appears. Select a desired port
and click Next. After the binding is completed, the corresponding binding

information appears in the Binding NE Information pane.

5. Unbind a template.

&

1) Inthe Packets Rate Control Profile dialog box, click =—=.

2) Inthe displayed Select Object dialog box, select the device information
and click OK to unbind the template from the device.

Other Operations

Select the shortcut menu or click the button on the toolbar to perform the
corresponding operation on the template, such as Delete, Batch Modify, Delete
from System and Compare Templates.

4.4.5 Deleting a Global Template

When a global template is no longer needed, you can delete it.

Prerequisite

€ You have the authority of Operator Group or higher authority.

€ The template to be deleted is not bound with any device; otherwise, see

Binding / Unbinding a Global Template to unbind the template from the device.

@ Note:

The following uses the ADSL Line Template as an example. You can

follow the same procedures to delete other templates with the only
difference in the access method.
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Procedure

4.5

4.5.1

Prerequisite

Procedure

1. Select Configure—Global Template Manager from the main menu to open
the Global Template Management tab.

2. Select ADSL Line Profile in the left pane to open the ADSL Line Profile tab.

3. Click i to open the Configure the Selection Range dialog box, select the
corresponding range according to the quantity of templates to be deleted and
then click OK.

Managing Global Configurations

The global configuration is a set of attributes with specific values. You can use the
global configuration to configure NEs of multiple types (non-template) in the
administrative domain of the entire network, so as to improve the project start-up
efficiency.

Viewing Global Configurations

You can configure NE devices of multiple types (non-template) within a global
network management domain uniformly, so as to enhance the project provisioning

efficiency.

You have the authority of Operator Group or higher authority.

@ Note:

The following uses the Voip Service Vlan under Voice Service Config

of the AN5006—-30 as an example. You can follow the same procedures
to view other templates with the only difference in the access method.

1. Select Configure—Global Template Manager from the main menu to open
the Global Template Management tab.
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4.5.2

Prerequisite

2. Inthe left pane, select Global Config—Voice Service Config—Voip Service
Vlan to open the Voip Service Vlan tab and view the existing voice VLAN

configuration data.

Adding the Global Configuration

When the existing global configurations do not meet the requirements or new global
configurations are needed, follow the steps below to add the global configuration.

You have the authority of Operator Group or higher authority.

@ Note:

The following uses the IGMP Mode under Service Config of the

AN5116-06B as an example. You can follow the same procedures to
perform the operation on other global configurations with the only
difference in the access method.

Procedure
1. Select Configure—Global Template Manager from the main menu to open
the Global Template Management tab.
2. Inthe left pane, select Global Config—Service Config—IGMP Mode to open
the IGMP Mode tab.
3. Click E to open the Enter the number of rows to add dialog box, enter the
number of entries to be added and click OK.
4. Inthe multicast mode dialog box, complete the parameter settings and click
=] . The system generates the Global Configuration ID automatically.
4.5.3 Modifying the Global Configuration
When the existing global configurations do not meet your requirements, you can
modify the global configurations according to your needs.
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Prerequisite

Procedure

4.5.4

Prerequisite

You have the authority of Operator Group or higher authority.

@ Note:

The following uses the IGMP Mode under Service Config of the

AN5116-06B as an example. You can follow the same procedures to
perform the operation on other global configurations with the only
difference in the access method.

1. Select Configure—Global Template Manager from the main menu to open
the Global Template Management tab.

2. Inthe left pane, select Global Config—Service Config—IGMP Mode to open
the IGMP Mode tab.

3. Inthe IGMP Mode tab, right-click the desired configuration entry and select
Batch Modify to open the Batch Modify dialog box.

4. Modify the parameter settings in the Batch Modify dialog box and click Apply

—OK at the lower part to save the changes.

Issuing the Global Configuration to Device

The following introduces how to issue the global configuration to device and make

the device parameter consistent with the global configuration parameter.

You have the authority of Operator Group or higher authority.
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Procedure

4.5.5

Prerequisite

@ Note:

The following uses the ARP Proxy Switch under Service Config of the
AN5116-06B as an example. You can follow the same procedures to
perform the operation on other global configurations with the only
difference in the access method.

1. Select Configure—Global Template Manager from the main menu to open
the Global Template Management tab.

2. inthe left pane, select Global Config—Service Config—ARP Proxy Switch
to open the ARP Proxy Switch tab.

=]
3. Select the configuration and click | or right-click the Save to Database
from the shortcut menu to open the Configure the Selection Range dialog box.
Select range and click OK.

4. Select the configuration and click e or right-click the Save to Database from
the shortcut menu to open the Configure the Selection Range dialog box.
Select range and click OK.

Deleting a Global Configuration Template

When a global template is no longer needed, you can delete it.

You have the authority of Operator Group or higher authority.

@ Note:

The following uses the Voip Service Vlan under Voice Service Config

of the AN5006-30 as an example. You can follow the same procedures
to delete other templates with the only difference in the access method.
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Procedure

4.6

Select Configure—Global Template Manager from the main menu to open
the Global Template Management tab.

In the left pane, select Global Config—Voice Service Config—Voip Service
Vlan to open the Voip Service Vlan tab.

Select the global config needed to be deleted, click i to delete the object.

Tracing Signaling

Tracing the signaling is used to trace the signaling frame of the communication
between the current IAD and the voice communication card, so as to find the

communication faults in a timely manner.

Background Information

Prerequisite

Procedure

This function is only supported by the FTTH-type and FTTB-type ONUs that support

voice service.

Set the Signaling Trace Reporting Enable Status of the signaling-traced object to
Enable in the SNMP TRAP Receiver IP (NE Manager—Local Service Config).

In the main menu, select Configure—Signaling Tracing to open the Select

Signaling Tracing Object dialog box.

Select the signaling tracing object in the pane and click OK. Add one row in the
right pane. Then set IP address, Four-layer source port number, and 4
Layer Destination Port Number.

Click OK to open the Signal Trace tab.

Click Start to perform tracing signaling.
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4.7

Configuration Synchronization

The configuration synchronization function implements the comparison between the
configuration data in the UNM2000 and that on the device. If any difference is
detected, the corresponding data will be downloaded or uploaded to ensure
consistency of the configuration.

Procedure

1. Select Configure—Configuration Synchronization from the UNM2000 main
menu to display the Configuration Synchronization tab.

2. Click Add Selected and Sub-items to open the add ne dialog box, select the
objects to be compared and select OK. The Configuration Synchronization
tab displays the added NE whose configuration is to be synchronized.

Gz ST

System View Resource Configure Alarm Performance Security Window Help

[ N D [om]es i oo

i Main Topology Configuration Synchronization x‘ [« [~]ol

' |configuration NE List: |Q' Search

ne name | ne IP | ne type | operatetype | progress | start time end time | status execute resutt |
: PNBFEOLO01-(NMS&A) 10.226 812 ANS5116-06B
GSCFEOLO01 10.251.85.130 AN5116-06B Compare _ 2017-10-2311:12:20 2017-10-23 11:12:38  Complete: Fail
| |BSCFEOL002 10.226.107.130 ANS5116-068 | — |
| E—— N TR S
ZAMFEOLOO1 10.226 89.66 ANS116-06B | —
ZAMFEOL002 10.226.93.66 ANS5116-06B Upload G 2017-10-23 11:12:50  2017-10-2311:12:54  Complete Fail
CDOFEOL0O1 10.251.95.66 ANS116-06B | —
CDOFEOL002 10.226.95.130 ANS116-06B | —
TCXFEOLOOY 10.226.95.194 ANS516-06 | —
Current Entry 4, selected 1 of 55 entries [ Add Selected and Sub-its H C ion C i H Upload C: i H Wi i I Retry All Failure l
Qr search ‘
target target type resut | reason
Total 1 entries
5, admin | & 1040028 | &

3. Select the objects to be compared in the configuration synchronization NE list,
and click Configuration Comparison to compare the configuration.

4. View the comparison result in the lower part of the Configuration Comparison
tab.
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injx
System View Resource Confiqure Alarm Performance Security Window Help
feeas B des @ [e=]os s o0 ]
Main Topology | Configuration Synchronization x | {4 [[>[O]
Configuration NE List: Qr cearch ‘
ne name ne P | ne type | operate type | progress. | start time. end time | status. execute result |
PNBFEOLOD1-(NMS&A) 10.226.81.2 ANS116-06B [ E—
GSCFEOLO01 10.251.95.130 ANS116-06B Compare e 2017-10-23 111220 2017-10-23 11:12:38  Complete Fall %
GSCFEOL002 10.226.107.130 ANS116-06B | E— |
Foveounr — Jiozmsoom ——Jusriease —oonpws —— J]
ZAMFEOLOD1 10.226.89.66 ANS116-06B
ZAMFEOLO0Z 10.226.93.66 ANS116-06B Upload [ 2017-10-23 111250 2017-10-23 111254 Complete Fail
CDOFEOL001 10.251.95.66 ANS118-088
CDOFEOL002 10.226.98.130 ANS116-068
TCXFEOLOM 10.226.95.184 ANS516-06 Iv]
Current Entry 4, selected 1 of 55 entries [ Add Selected and Sub-items H Configuration Comparison ] [ Upload C ] [ whload C H Retry Al Failure l
Qr ssarch ‘
target target type result | reason |
HSWA[S]:Router road-balancing HSWA Compare different [a]
HSWAI9]:DHCP Snooping Switch HSWA Compare different the data in db is nul
HSWAIS].LACP Presmpt Mode HSWA Compare different the data in db is nul
HSWAISJ.0LT Geographic Information Configuration  HSWA Compare different the data in db is nul
HSWAI9]:Board Card Geographic Information Config... HSWA Compare different the data in db is nul
HSWAI9:0LT Mulicast Upiink-port-mode HSWA Compare different the data in db s null
HSWAI9.OLT Multicast Upiink-port HSWA Compare different the data in db s null
HSWAS]MLD Mode HSWA Compare different the data in db s null
HSWAI9LMLD Version HSWA Compare different the data in db s null
Total 173 entries
oy admin | L] 10470.1.28 ‘ & O

Subsequent Operation

When the comparison results are different, you can click Config Upload or Config
Download to upload or download the configuration according to Table 4-1.

Table 4-1  Configuration Uploading / Downloading

Button Description

Uploads the configuration data of the equipment to the
Config upload

network management database.

Downloads the configuration data from the network
Config download

management database to the equipment.

4.8 Network Access Management

The network access management helps you analyze and observe the resource

interconnection status and network access status of the system and the line card.
Prerequisite

You have the authority of Maintainer Group or higher authority.
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Procedure

1. Select Configure—Network Access Status Management to open the
Register Status Management tab.

2. Select the desired object in the object tree and select the Query Status button
to query the resource management system interconnection status and
registration status of the object.

1 2 UNM2000 (==

System View Resource Configure Alarm Performance Security Window Help

| . moxs|e zec|H /8060 000 '
Main Topology | Register Status Management x| [«][~lo]
‘Seam |v= iz  __— g Obiject - The State Of RMS Reaister State .

O ek, anl NEAN5116—DGB:1D:$‘30:40:14 Close

!jg.f?u 188 NEAN5116-06B_10.190.40.15 Close
Y | S s = d
NEANSMS—DGB:W:TW:WJ Close I

NEANS5116-068_10.190.40.9 Close

|E] 10.471.0.29 Close Unregistered

GCBB[1] Enable =

GC4B[2] Enable

GCOB[3] Enable

GCBB[5] Enable

ECOB[6] Enable

KP4A[41] Enable

XPBC[14] Enable

MROF[15] Enable

] 10.471.0.16 Enable 'vou should register again

EC8B[5] Enable

EC4B[T] Close

GCOB[13] Enable

NEANS5116-068_10.190.40.18 Close

NEANS5116-068_10.190.40.8 Close

NEAN5116-06B_10.190.40.56 Close

NEAN5116-06B_10.190.40.111 Close
NEAN5116-06B_10.190.40.145 Close ;]
[ Select All/ Clear Hone [ Query H Send RMS H Send Selected RMS ” Initiate Registration H Initiate Selected Line Cards ” Virite Databa... l
| Saomin | Ll 0sm0a34 | O E =

3. Select the system / card to be registered in the object tree, and click the Send
RMS Connection Status or Send the Selected Line Card RMS Connection
Status button to enable the interconnection with the resource management
system.

4. Select the system / card to be registered and click the Initiate Registration or
Initiate Registration of the Selected Line Cards button. After the registration
succeeds, the status is as shown in the following figure.
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4.9

Procedure

4.10

@ UNM2000 [=E=]=]
System View Resource Configure Alarm Performance Security Window Help
| Bleas Blage | 0v 00 000
Main Topology Register Status Management x| JI[=1
|Sear:h ‘Ev @ Object The State OF RUS Register State
= - NEAN5116-06B_10.190.40.16 Close ~
[0 o, an NEANG116-06B_10.190.40.14 Close
[ o, 188 NEAN5116-068_10.190.40.15 Close
§ NEAN5116-068_10.190.40.5 Close
v =
[ ““’m NEANS116-068_10.190.40.3 Close E
NEANS5116-068_10.190.40.7 Close
NEANS5116-068_10.190.40.9 Close
E 10471029 Closs Unregistered
GCBB[1] Enable L
GC4B[2]
GCOB[3] p— (52
GCEB[5]
ECOB[S] A Issuing the resource system connection status completed. The command is executed successfully
XP4A[11]
XP8C[14]
o
5 10.471.046 fer again
ECBB[5] Enable
EC4B[T] Close
GCOB[13] Enable
NEANS116-068_10.190.40.18 Close
NEANS5116-068_10.190.40.3 Close
NEAN5116-06B_10.190.40.56 Close
NEAN5116-068_10.190.40.111 Close
NEAN5116-06B_10.190.40.145 Close o
[l SelectAll/ Clear None [ Query H Send RMS H Send Selected RMS H Initiate Registration H Initiate Selected Line Cards ][ Write Databa... ]

Send Task:Register Status Management “ | & admin | & w0arazs | O & =

5. Click the Write DB or Read DB button to write the configuration into the
database or read the configuration from the database.

Pinging NEs

The Ping operation is used to check whether the communication between NEs and
the EMS is normal.

1. Right-click the object in the main topology object tree and select Pingfrom the
shortcut menu. In the displayed Command Tool dialog box, view the Ping

operation result.

Telnet NE

When the UNMZ2000 client cannot access the device directly, it can access the
device via Telnet or access the Telnet proxy server to perform operations via CLI.

For setting the Telnet proxy server, see Setting the Telnet / SSH Proxy Server.
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Procedure

4.11

Right-click the object in the main topology object tree and select Telnet from
the shortcut menu.

In the displayed Command Tool dialog box, enter the username and password
to log into the CLI and perform operations via the CLI.

The Tracert Function of the UNM2000 Server

The UNM2000 supports performing the Tacert operation from the UNM2000 server

to the specified IP address.

Background Information

Prerequisite

Procedure

The Tracert (tracing the route) function is used to test the gateway that the data
packet passes from the source host to the destination. It mainly checks whether the
network connection is reachable and analyzes the failure occurrence location in the
network. The Tracert command uses the IP Time to Live (TTL) field and the ICMP
error message to determine the route from a host to another host in the network.

The command is Tracert on Windows OS and it is Traceroute on UNIX OS.

The authority of the Tracert function is configured in the authority and domain
division management. Only if have the corresponding authority can you perform
the Tracert function.

At present, it only needs to support sending the Tracert packet to the IP
address in the IPv4 format, and it does not need to support sending the Tracert
packet to the IP address in the IPv6 format and the host domain name.

In the Main Topology pane of the UNM2000 main topology, right-click Local
NMS and select Server tracert.
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4.12

Prerequisite

* Main Topology

|Search | i == =2
5 AN Current Alarm
AN History Alarm

. 5 AN Server tracert
. - AN«‘ Attribute

]| ™ Ans516-01_10.171.0.15

2. Inthe Server Tracert Tool command dialog box, enter the specified IP address

and press Enter. The Tracert result appears in the command window.

m_manager-1)[10.170.1.28] raceroute to 10.170.1.28 (10.170.1.28), 30 hops max, 40 byte packets using UDP
0.000 0.000

Migrating the PON Configuration

The UNM2000 supports PON configuration migration as well as the PON port

configuration migration.

You have the authority of Operator Group or higher authority.

Procedure
1. Select Configure—PON Configuration Migration from the main menu to
open the Operation Instructions alert box.
2. Click OK to open the PON Configuration Migration dialog box.
3. Set the parameters, such as source OLT and destination OLT.
4. Click Execute.
5. Click Yes in the alert box that appears.
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Topology Management

The topology management is used to create and manage the topology architecture

of the entire network, so as to present the network connection status and operating

status of the equipment. You can view the topology objects and real-time alarm

prompts in the topology view.

d Topology Creation Flow

Ij Creating a Global Logical Domain
Ij Creating NEs

d Adding Cards

Ij Creating a Link

Ij Editing an NE

d Editing a Fiber Connection

d Browsing the Topology View

Ij Deleting the Topology
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5.1

Topology Creation Flow

The creation flow of the network topology describes the creation procedures of the

subnet, NEs, cards and links as well as the relationship among the operation tasks.

The creation flow of the network topology is as shown in Figure 5-1.

Delete the NE

\ [
Manage subnets } Manage NEs E:> Manage cards |_‘> Manage links
T VN IR U S L .1 e
r 1 r b — o
Create a global logical doamin : : Add an NE : : Add a card | : Add a link
|\ —_ a1 ] I ¥ I ¥
| [ I
| Configure the NE data 1 Delete the card [ Modify the link information
| [ [
| y | | Y
| Modify the NE ID : : Delete the link
|
I v I s J
[
: Modify the NE Name |
| ) |
| [
| |
| |

Figure 5-1

Flow for Creating the Network Topology

In the creation flowchart, the horizontal procedures indicate the four phases of the

network topology creation: creating the subnet, creating the NE, creating the card

and creating the link; the vertical procedures indicate the operation tasks included in

each phase.

The creation flow of the network topology is as shown in Table 5-1.

Modify the NE ID

expansion, you can modify it through the UNM2000.

Table 5-1 Description of the Network Topology Creation Flow
Procedure Operation Description
Manage the Create a global For convenient management, the topological objects in the same area or of the
subnet logical domain similar attributes can be placed and displayed at the same topological layer.
To manage the physical devices through the UNM2000, you need to create the
Create the NE corresponding NEs in the UNM2000. Creating NEs includes creating the
access NE and virtual NE, and discovering the NE automatically.
Configure the NE | The NEs are not configured after being created. Before managing the NEs via
Manage the data the UNM2000, you need to configure the NE data first.
NE

The NE ID is the unique identifier of the NE. During the network planning, each
NE must be assigned an unique ID. In case of NE ID conflicts, the route
conflicts will occur and consequently some NEs cannot be managed. To adjust
the original planning and modify the NE ID during debugging or capacity
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Table 5-1 Description of the Network Topology Creation Flow (Continued)
Procedure Operation Description
Modify the NE You can modify the NE name as needed at any time. Modifying the NE name
name does not influence the running of the NE.
If an inappropriate NE is created, you can delete it in the UNM2000. Deleting
Delete the NE the NE will cause loss of all information related to the NE in the UNM2000;
however, it will not influence the running of the device.
During manual configuration of NE data, if a physical card is added after
Add the card .
Manage the configuring the NE data, you need to add the card on the NE panel.
card In case of network configuration change or modifying the card configuration the
Delete the card . ,
NE is required, you can delete the card from the NE panel.
Create the link You can create links, cables as well as virtual fibers on the UNM2000.
Modify the fiber
M o 4 i You can modify the name, attenuation, length and type of the fiber according
anage the connection the connection status and physical features of the fiber.
link information
To delete an NE or modify the fiber connection between NEs during network
Delete the fiber

adjustment, you need to delete the fiber connection between the NEs.

5.2

Prerequisite

Procedure

Creating a Global Logical Domain

For convenient management of NEs, you can customize logical domains and place

the NEs in the same area or of the same attribute into a same logic domain. The

domain is a set of various NEs, and sub logical domains can be created under it.

For example, you can create a logical domain named Site A, and then create sub

logical domains Area 1, Area 2, etc. under Site A.

You have the authority of Operator Group or higher authority.

1. Select Resource—Create Logical Domain to open the Create Global

Logical Domain dialog box.

2. Inthe Create Global Logical Domain dialog box, set various parameters, in

which the logical domain name is required and other parameters are optional .
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3. After configuring the parameters, click OK. The created logical domain appears

in the main topology.

Other Operations

5.3

5.3.1

Prerequisite

Procedure

Right-click the logical domain and select the shortcut menus to perform the

corresponding operations.

Creating NEs

To manage the physical devices through the UNM2000, you need to create the
corresponding NEs in the UNM2000. There are two ways to create the NEs: Manual
creation and automatic discovery. For creating the network topology architecture,
manual creation of NEs in a batch manner is recommended. For network capacity

expansion, automatic discovery of NEs is recommended.

Create Access NE

Only when the access NE is created can the access devices be managed via the
UNM2000.

You have the authority of Operator Group or higher authority.

1. In the main topology, right-click to select Create NE—Create Access NE, or
select Resource—Create NE—Create Access NE from the main menu to

open the Create Access NE dialog box.

2. Setthe parameters according to Table 5-2.

Table 5-2  Settings of Creating the Access NE

Parameter Description Comment

NE Type NE type.

Atfter the NE type is selected, the corresponding subrack .
Default Shelf Type ; ) Required.
(shelf) type will be determined by the system.

NE Name The name of the NE for identification.
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Table 5-2  Settings of Creating the Access NE (Continued)

Parameter Description Comment
IP address of the

The IP address of the NE.
NE
NE Mask The mask of the NE.
NE Gateway The IP address of the gateway NE.

The alias of the NE. If this item is configured, the main
Alias Name topology will display the alias; If this item is not configured,

the main topology will display the NE name.
NE SN

Optional

Manufacturer
Name

The NE attribute information used for identifying the NE.
Remark
Username
Password
Longitude The longitude and latitude of the physical area to which the
Latitude device locates, convenient for locating.
Topo Level The topological level to which the NE belongs.

The management program to which the NE belongs. If this

item is not configured, this NE belongs to the management
Manager program of its partition; if this item is not configured and no -

partition exists, this NE belongs to the default management
program.

Template

SNMP Parameter

The template used for the communication between the
UNM2000 server and various NEs. Generally, the default
template is selected.

3. After configuring the parameters, click OK. The created access NE appears in

the logical domain or main topology.

5.3.2 Automatic Discovery of NEs
The UNM2000 supports the NE automatic discovery function. You can set the
desired IP segment, in which the NEs will be discovered automatically and created
in the UNM2000. Meanwhile, the configuration data will be uploaded, adding the
NEs to the UNM2000 for management.

102 Version: B




5 Topology Management

5.3.21

Prerequisite

Viewing NE Automatic Discovery Tasks

You can view the created NE automatic discovery task to automatically discover the

NE information such as IP address, type and status.

You have the authority of Operator Group or higher authority.

Procedure
1. Follow the access method below to open the Policy Task Management tab, to
view the existing NE automatic discovery tasks.
P Select Resource—Auto Detect NE Task from the main menu.
P Select System—Policy Task Management in the main menu to open the
Policy Task Management window. Select Data Synchronization—Auto
Detect NE Task from the left pane.
2. Click the created NE automatic discovery task in the left pane to view the NE IP
address, NE type and status.
Main Topology Folicy Task Management | 4| |[~llo
o ezl e
EGMH Batch Upgrade Task A Ne. Task Name Enable Task Type Execution Type Task Progress Task Status. Execution Result ‘Start Time of the Task
(3 Batch Upgrade Task of the Servi
&3 Whole Package Upgrade Task
T B0 oo e v
é%canﬁgureuumﬂ‘(a:k Hite — ] 5
@ L@l Auto Detect NE Task
@unEmmnmm!k Current Entry 1, selected 1 of 1 entries. [ Refresh H Creste H Delete ][ Execute Now “ Hide Details<< |
f @é!;::khn Inner & Outer Line Te Qr search |
(IE] vorP PING Task | 7o e lANSMl‘»DGB e NE Exists. s ‘A
&2 HCU Discharge Test Task 10.171.031 ANS116.088 NE Exists.
(e i 10.171.029 ANS116.068 NE Exists.
LS TS 10.171.022 ANS116.065 NE Exists. =
r‘m"f“q"" Ranking Statfctic 10.171.0.108 ANS116_02 NE Exists.
;:::rl::\ia Me:.:'"a'jbfee :MI | l10.171.0.182 ANS006-20 NE Exists o
[_.'(Irﬁumnlelnlormallﬂﬂﬁmrgz] Total 6 entries Refresh H Create All H Create Selected NE l
5.3.2.2 Creating an NE Automatic Discovery Task
You can set the system to discover the NEs inside the appointed IP address range
as required and create the discovered NE automatically.
Prerequisite
You have the authority of Operator Group or higher authority.
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Procedure

1. Follow the access method below to open the Policy Task Management tab.
» Select Resource—Auto Detect NE Task from the main menu.

» Select System—Policy Task Management in the main menu to open the
Policy Task Management window. Select Data Synchronization—Auto
Detect NE Task from the left pane.

2. Click the Create button at the bottom of the tab, or right-click Auto Detect NE

Task in the left pane to open dialog box.

3. Set the parameters in the Basic information and Extend information tabs as
required, and click OK. The new task appears in the task list.

@ Note:

€ Click Copy from other tasks to copy all settings except Task Name

from other templates. This improves the setting efficiency.

€ In the Extend information tab, click Import IP Address to import
the IP addresses in a batch manner.

5.3.2.3 Automatic Discovery of NEs

You can set the system to discover the NEs inside the appointed IP address range
as required and create the discovered NE automatically.

Prerequisite
You have the authority of Operator Group or higher authority.
Procedure

1. Follow the access method below to open the Policy Task Management tab, to
view the existing NE automatic discovery tasks.

P Select Resource— Auto Detect NE Task from the main menu.
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P Select System—Policy Task Management in the main menu to open the
Policy Task Management window. Select Data Synchronization—Auto
Detect NE Task from the left pane.

2. Right-click a corresponding task and select Execute Now, or select the task
and click Execute Now at the lower right corner of the tab to execute the NE
auto discovery task.

5.4 Adding Cards

After configuring the NE data, you need to add cards in the NEs. You can manually

add cards or have the cards added automatically.

541 Adding Cards Automatically

The physical configuration detection function enables you to implement the
automatic discovery of physical cards, which then can be synchronized to the
UNM2000 automatically using the synchronization operation.

Prerequisite
You have the authority of Operator Group or higher authority.
Procedure

1. Select Resource—Detect Physical Configuration from the main menu to
open the Detect Physical Configuration tab.

2. Select the system to be detected in the object tree pane, and click Detect
Physical Configuration (D) at the lower part of the tab to execute the
detection command. Then you can view the information of the detected cards
and ports.

Main Topology Detect Physical Configuration x 4 ¢|[~|lo
|°, 55 | | sy ization Mode: @ I () Overwritten(J)

ANS516-01_10.171.0.31 Opject | DeviceType | Nm Type On Siot Test Result ‘Synchronization Result
ANB516-01_10.171.0.29 @ NE:ANS116_02_10.171.0.103 Detecte...
AT LT G- Subrack;ANS116_02_1[1] Detecte...
% Slot:2 ECZ EC2

AN5516-01_10.171.0.16 Slot:9 GSWC GSWC
ANS006-20_10.171.0.162 Slot:13 EC2 EC2
5200 Siot:29 GUPET GUPET

o
i
3% 88

5220

[ Select All/ Clear None Detectinvaical - H Y el H ST l
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3. Select the synchronization mode according to Table 5-3, and click the
Synchronize All button to synchronize the configuration of detected cards to
the UNM2000.

Table 5-3  Synchronization Mode

Synchronization Mode | Meaning

Only synchronizes the added cards in the physical configuration
Incremental . ) .

(against the current configuration in the UNM2000).

Overrides the current configuration in the UNM2000 with the newest
Cover type . )

physical card configurations.

5.4.2 Adding Cards Manually

You can add cards manually or pre-configure the cards as required.

Prerequisite

€ You have the authority of Operator Group or higher authority.

€ The NE has been created.

Procedure
1. Right-click a desired NE in the main topology and select Open NE Manager
from the shortcut menu to open the NE Manager window.
2. Add the card.
» Adding all cards

a) Right-click the subrack in the device tree and select Add All Cards
from the shortcut menu.

b) Inthe displayed dialog box, click Yes. The UNM2000 adds all the

cards to the recommended locations respectively.

c) Right-click the card and select Delete Card / Replace Card from the
shortcut menu to adjust the inserted cards according to the quantity
and location of actual cards of the project.

» Adding a single card
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Right-click the slot of the card in the subrack view and select Add Card—
Add XXX Card from the shortcut menu according to the actual cards and

card location in the project.

Subsequent Operation

6.7 describes how to authorize the added cards and deliver the configuration to the
devices.

5.5 Creating a Link

Since there are no physical connections between the OLT devices, you can create
connections between any two NEs in the UNM2000 for convenient topology
management.

Prerequisite

4 You have the authority of Operator Group or higher authority.

€ The NE data and card data have been configured.
Procedure

1. Right-click in the blank area of the physical topology view, and select Create
Virtual Link from the shortcut menu to open the Create the Virtual
Connection dialog box.

2. Table 5-4 shows how to set the parameters.

Table 5-4  Description of Parameters in the Create the Virtual Connection Dialog Box

Parameter Description

Name The name of the virtual connection.

Source End NE | The source NE of the virtual connection.

Sink NE The destination NE of the connection.
Remark The remark information of the fiber used for creating the connection.
. The media type of the fiber, including G625, G653, G654 and G655. The
Media Type i
default type is G625.
Link Cost The line cost of the fiber.
Designed ) i
) The attenuation of the fiber.
Attenuation
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5.6

Table 5-4  Description of Parameters in the Create the Virtual Connection Dialog Box
(Continued)

Parameter Description

Length The length of the fiber.

Link Number The connection numbering of the fiber.

Associated Link
Number

The associated connection numbering of the fiber.

Direction

Includes the following four types:
€ Forward: The connection line has an arrow from the source NE to the
sink NE.

4 Bidirectional: The connection line has bidirectional arrows.

Control Point

Includes folding line and curve.

Format

Width The width of the connection line.

Color The color of the connection.

Link Type The line type of the connection. Options are solid line and dashed line.

3. After the setting is completed, click OK. The connection line appears between

the source and sink NEs.

Editing an NE

After configuring the NE basic data, you can set the NE attribute (NE name, NE IP

address, etc.) and NE icon according to the management requirement.

5.6.1 Setting NE Attributes
After creating NEs, you can modify the NE attributes (NE name, NE IP address,
etc.) according to the network running status and management requirement.
€ Modifying the NE name does not influence the running of the NE.
€ Inappropriate IP address settings may cause anomalous communication
between the UNM2000 and the NE or between NEs. This type of failures can
be eliminated by modifying the NE IP address.
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Prerequisite

Procedure

5.6.2

Prerequisite

Procedure

€ When the active management IP (NE IP address) is interrupted, the service will
be automatically switched to the standby management IP address, and the
system displays the communication anomaly alarm of the active management

channel and filters the system communication interruption alarm.

You have the authority of Operator Group or higher authority.

1. In the Object Tree or Physical Topology View menu, right-click the desired
NE and select Attribute from the shortcut menu to open the Attribute Page

pane.

2. Modify the NE attributes as needed.

3. Click = to apply the settings.

Editing Icons

You can modify the size and pattern of the NE icon according to your preference.

You have the authority of Operator Group or higher authority.

1. Inthe Physical Topology View, right-click the NE whose icon is to be edited
and select Edit the Icon from the shortcut menu to open the Edit Icon dialog
box.

2. Modify the size and pattern of the NE icon and preview the icon at the lower
part of the dialog box.

3. After the completion of the editing icon, click OK and the NE icon turns into the

pattern you preferred.
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5.6.3

Prerequisite

Procedure

5.6.4

Prerequisite

Procedure

5.6.5

Setting the Displayed Content of the Icon

You can set whether to display the NE IP address and type in the NE icon,
facilitating NE query in the topograph.

You have the authority of Operator Group or higher authority.

1. Select View—Topology View—Show NE IP or View—Topology View—
Show NE Type. These sub-menu options will be selected and the NE icon will
display its IP address and type.

[
GSCFEOLOOL

10.%51.95. 130
#H5116-065

Tagging the NE

You can make special tags on the NEs to distinguish NEs of difference levels of

attention.
You have the authority of Operator Group or higher authority.

1. Select the NE to be marked in the object tree pane of the Main Topology.
2. Select Resource—Mark the NE As from the main menu.

3. Inthe Identifier NE dialog box, enter the tag content and click OK.

Querying a Label

The following introduces how to query marked objects.

110
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Procedure

5.6.6

Prerequisite

1. Select Resource—Label Query to open the Label Query tab, which displays

all the objects marked with labels by default.

2. Do as follows:

» Reset Query: Click Reset Query to open the Reset Query dialog box and
then set the flag name and applicable object to search for the object with a
specific flag.

» Refresh: Click Refresh to refresh the objects in the tab.

P Locate to Object: Select the desired object and click Locate to Object to
locate the object in the Main Topology tab.

» Delete the Flag: Select the object and click Delete the Flag to delete the

flag of the object.

Modify NE Names in a Batch Manner

When the network is of large scale, you can modify the names of the logical

domains, NEs and ONUs into easy-to-identify names in a batch manner.

You have the authority of Operator Group or higher authority.

1. Select Resource—Modify NE Names in a Batch Manner from the main menu

to open the Modify NE Names in a Batch Manner tab.

2. select NE in the left pane of the Modify NE Names in a Batch Manner tab to
modify the NE names in a batch manner.

1)

2)

Click Set Object Query Conditions to open the Set Object Query
Condition dialog box. Then query and modify the object, and click OK.

Select any of the following three ways to modify NE names in a batch

manner.
= Modify the NE names in a batch manner by importing an Excel file.

i)  Click Excel Import to open the Import Data dialog box. Select
Download Template to download the Excel file template.
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i

ii)

In the downloaded Excel template table, enter the Logical
Address and Current Name of the desired NEs and then enter
the Preview Name (name displayed after being modified) of the

NEs according to the requirements.

In the Import Data dialog box, select View File to upload the
Excel table edited and then click OK.

Set the modification rules to modify the NE names in a batch manner.

i)

Select the desired NEs and click Batch Modify to open the
Batch Modify dialog box.

Set the batch modification rule in the Batch Modify dialog box
according to Table 5-5, and then click OK.

Table 5-5  Settings in the Batch Modify Dialog box
Parameter Description
Description The descriptive information of the batch modification rule.
i The prefix characters of the object to be modified, not
Prefix characters | o
involved in incremental value.

Starting value The starting value of the object to be modified.

Settings The suffix characters of the object to be modified, not

Suffix characters

involved in incremental value.

value

Incremental

The incremental value of the object to be modified.

ii)

iv)

In the Confirm information alert box, click Yes to confirm the

modification.

In the Modify NE Names in a Batch Manner tab, check the new
names under the Preview Name column. After the confirmation,

click Save.

Set the replacement rules to modify the NE names in a batch manner.

i)

ii)

Select the desired NEs and click Replace in a Batch Manner to
open the Replace in a Batch Manner dialog box.

Enter the original NE names and new NE names in the Search
Characters and Replace with and textboxes and then click OK.

In the Confirm information alert box, click Yes to confirm the

replacement.
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5.7

5.7.1

Prerequisite

Procedure

5.7.2

iv) Inthe Modify NE Names in a Batch Manner tab, check the new

names under the Preview Name column. After the confirmation,

click Save.

@ Note:

In the left pane of the Modify NE Names in a Batch Manner tab, click
Logical Domain or ONU to modify the names of logical domains or
ONUs according to Step 2.

Editing a Fiber Connection

This section introduces how to modify the connection line properties and how to
expand / collapse the connection line.

Modifying the Connection Line Properties

You can modify the properties of the connection line between NEs, such as
direction, type and width.

You have the authority of Operator Group or higher authority.

1. Right-click the connection line between NEs and select Connection

Properties from the shortcut menu to open the Link Attribute dialog box.

2. Modify the connection line direction, control point format, width and color as
needed.

3. After modification, click OK.

Setting the Display Mode of the Connection Line

When there are multiple connection lines between the NEs, you can collapse or
expand the lines.
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Prerequisite

You have the authority of Operator Group or higher authority.

Procedure

1. Right-click the connection line between the NEs and set the display mode.

P Collapse the connection lines: After Collapse line is selected from the
shortcut menu, the collapsed line is added with a + symbol, and the

connection line names are hidden.

» Expand the lines: After the Expand line is selected from the shortcut menu,
the connection lines are expanded, each of which is displayed with its

name.

5.8 Browsing the Topology View

In the physical topology view, you can browse the NE topology monitored by the
UNM2000 and relevant information.

5.8.1 Checking the Physical Topology View

In the physical topology view, you can check the NE topology monitored by the
UNM2000 and relevant information.

Procedure

1. Click the Main Topology tab and select Physical Topology View from the
Current View drop-down list.

2. The Current View window displays the information of the devices in the
topology.

Subsequent Operation
Perform the following operations via the shortcut menus:

€ Set the topology background image.
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In the image mode, right-click in the blank area of the physical topology view
and select Set Background Image or Use the Default Background Image
from the shortcut menu to set the background image of the physical topology

view.
€ Expand/ collapse all logical domains.

Right-click in the blank area of the physical topology view and select Expand
All Logic Domains or Collapse All Logic Domains.

4 Hide nodes.

Right-click the NE in the physical topology view and select Hidden Node from
the shortcut menu. The NE will not appear in the physical topology view.

€ Manage the hidden nodes.

Right-click in the blank area of the physical topology view and select Manage
the Hidden Nodes to open the Hide Node Management dialog box. Then
select the nodes to be displayed and click OK. The corresponding nodes are
displayed in the physical topology view.

€ According to Table 2-2, you can lock, move, zoom in or zoom out the physical

topology view by clicking the shortcut icons on the top of the view.

5.8.2 Viewing the Sub-topology View

By checking the sub-topology view, you can view the topology relationship between
various physical units of the NE, including the subrack, cards, and ports.

Procedure

1. Right-click the NE in the object tree pane or the physical topology and select
View Topology to open the Sub-topology View tab of the corresponding NE.

2. The Sub-topology View tab displays all the information of the NE, including
the subrack, card and the connection of the port.

Subsequent Operation

You can perform the following operations in the sub-topology view via the shortcut

menus.
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€ Set the background image.

Right-click the blank area in the Sub-topology View tab, and select Set

Background Image or Use the Default Background Image to set the

background image of the sub-topology view.

€ Set the layout style.

1) Right-click the blank area in the Sub-topology View tab, and select

Layout Mode to open the Layout Mode dialog box.

Main Topology Sub-topalogy View-ANS516-01_10.171.0.22 |

[ S R ES RN RV |~ ]

ANS518-01_10. 171]0. 22
10.171.0.22
A5 116-06E
ANS516-01E_

GLEE[L]

O Manage the Hidden Nodes...

Set Background Image

Layout Mode...
FON Back to Previous View

Back to Main View

T Set Performance Query Condition
Select All

o2 Use the Default Background Image | —g-

& Layout Node ]

Layout Mode

@ Block Topology ) Star "1 Bus (Horizontal)

Icons/Rawr: 5 Icon Spacing:

Spacing with Main lcon:

Preview

TOREFT  T0PETT

Hode NedeT Nodef Node@Node10

FodelINodelModel Mode 1 4odelS

"1 Bus (Vertical)

50

150

]

2) Adjust the layout style as required, and preview the adjustment results in

the Preview pane.
3) Click OK.

€ Hide node.

Right-click the node in the sub-topology view, and select Hidden Node; then

the selected node will not be displayed in the sub-topology view.

€ Manage the hidden nodes.

Right-click in the blank area of the sub-topology view and select Manage the

Hidden Nodes to open the Hide Node Management dialog box. Then select

the nodes to be displayed and click OK. Then the corresponding nodes will be

displayed in the sub-topology view.

€ Editicons.

Right-click the node in the sub-topology view, and select Edit the Icon, in the

Edit Icon dialog box, set the size and style of the node icon, and click OK.
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5.8.3

Procedure

5.8.4

€ Table 2-2 describes how to lock, move, zoom in, and zoom out the sub-

topology view via the shortcut icons at the top part of sub-topology view.
¢ Add splitter

Right-click the PON object in the sub-topology view, and select Add Spilitter. In
the Add Optical Splitter dialog box, set parameter of the splitter and then click
OK.

Viewing the Thumbnail

The Bird-eye View displays the thumbnail of the topology. In case the topology
window displays only part of the view, you can browse the full view, understand the
topology architecture as well as locate the display area of the topology view via
Bird-eye View.

ﬂ| to open the Bird-eye View,
which displays the thumbnail of the corresponding topology.

@ Note:

In the Bird-eye View window, only the area within the purplish red frame

1. On the toolbar above the topology view, click

is displayed. Drag this area to locate the display zone of the topology.

Searching Objects

You can search for and locate the object quickly via the object search functions.

Background Information

Procedure

The objects include NEs, logical domains and cards.

1. Select Resource—Search Object from the main menu.
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2. Inthe displayed Advanced Search dialog box, set the object type, search type
and search content, and then click Search.

f5Find Object

10.170.0.102
ANS116_02_10.171.... 10.171.0.103
AMS516-01_10.171.0... 10.171.0.16
AMS516-01_10.171.0... 10.171.0.22
AMS516-01_10.171.0... 10.171.0.29
AMS516-01_10.171.0... 10.171.0.31

3. Select the desired object in the search result and click Localize. The Main
Topology tab will automatically go to the area that the NE locates in and mark
the target object.

I O o 3

& Find Object

10.228. 94, 194
ANS516-08

10.226.147.194
10.226.145.194
102261462
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5.9

5.9.1

Prerequisite

Procedure

5.9.2

Prerequisite

Procedure

Deleting the Topology

Typically, you need to delete the objects in the network topology before adjusting
the topology.

Deleting the Global Logical Domain

When adjusting the network topology, you can delete the subnet logical domain that
is no longer needed from the topology view. After a logical domain is deleted, the

objects in this logical domain will be moved to its upper-level logical domain.

You have the authority of Operator Group or higher authority.

1. Right-click in the logical domain of the main topology window and select Delete

from the shortcut menu.

2. Inthe displayed dialog box, click Yes to apply.

Delete the NE

In case an inappropriate NE is created or changes are made to an NE during
network adjustment, you can delete the NE in the UNM2000. Deleting the NE will
cause loss of all information related to the NE in the UNM2000; however, it will not

influence the running of the device.

You have the authority of Operator Group or higher authority.

1. Right-click the desired NE and select Delete from the shortcut menu.

2. Click Yes in the dialog box that appears.

Version: B

119



UNM2000 Network Convergence Management System V2.0R4SP6 Operation Guide

& Caution:

Deleting an NE will delete all the related connections simultaneously.

5.9.3 Deleting the Card

In case of network configuration change or modifying the card configuration of the
NE is required, you can delete the card from the NE.

Prerequisite
You have the authority of Operator Group or higher authority.
Procedure
1. Right-click the desired NE in the main topology and select Open NE Manager
from the shortcut menu to open the NE Manager window.
2. Delete the card.

» Delete all cards.

a) Right-click the subrack in the device tree and select Delete All Cards
from the shortcut menu.

b) Inthe displayed dialog box, click Yes to apply.
» Delete a single card

a) Right-click the desired card in the device tree and select Delete Card
from the shortcut menu.

b) Inthe displayed dialog box, click Yes to apply.
Subsequent Operation

6.7 describes how to authorize cards and delivery configuration to device.
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Managing Access NEs

The following introduces how to manage the access NEs using the UNM2000.

Ij NE Manager GUI

Ij Configuring the Local Service
Ij ONU Query Management

Ij Authorizing ONUs

Ij ONU Registration Management
Ij Rule Tasks of Enabling the ONU Port
d Authorizing Cards

Ij Synchronizing ONUs Manually
d Obtaining Unauthorized ONUs
IjAuthorizing ONUs Manually
Ij OTDR Link Management

Ij System Maintenance

Ij Upgrading Cards

d Managing Test Tasks

Ij Managing NE Automatic Discovery Tasks
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6.1 NE Manager GUI

The NE Manager GUI is the main GUI for managing the devices. You can perform
operations based on NEs as well as configure, manage and maintain the NEs,
cards or ports separately. You can select the corresponding operation object and the
corresponding function in the main menu of the NE manager to search for and use
the related configuration items of the function.

Access Method

Right-click the object in the object tree of the main topology and select Open NE
Manager from the shortcut menu to access the NE Manager GUI, as shown in
Figure 6-1.
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Figure 6-1 NE Manager GUI
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6.2

Access Method

GUI Introduction

Configuring the Local Service

The following introduces the access method and GUI layout of the Local Service

Configuration function in the NE Manager.

1. Click an NE in the Main Topology of the UNM2000.

Configuration—PON service.

Click Resource—Open NE Manager from the UNM2000 main menu.

In the NE Manager main menu, select Configuration—Local Service

The Local Service Config window contains the Operational Tree, Service

Configuration Tab and Operation Information Displayed Pane, as shown in

Figure 6-2.

@ NEAN5116-06B_10.190.40.18 - NE Manager - 10.190.40.18
Eile Configuration Alarm

EEREFEFEE

B3B8 =)

Equipment View | Local Service Configuration-FON service x |

4] b [~

Operational Tree 555 S i i

4] r|[w

Manage VLAN x|
2 ] Halwlelsl=z/=ava]az

al [+

& opt Module Para
Name | VLAN D [ P [ Mask Gateway

Portist

[ Tog [ wvintype | 12

& Rectifier Module Enable
& Aging Time
[ itialize
= [5f VLAN service
(1 ) [ VLAN Local Config
[Ef cina
&7 VLAN Attribute Config
& Configure VLAN IP
\ £+ Add slot Portto VLAN

& Configure VLAN 1Pv6 IP

& Bind service VLAN to Super VLAN A I

& GPON OLT VLAN Operation Table

Table 1, totally 0 entries.
&% HG CVLAN Before Translation

2017-10-23 15:47:34 Send the Command:Read from Device{Manage VLAN]
[ | |2017-10-23 15:47:34 Start Verifying Command Data
2017-10-23 15:47:34 The command is sent successfully.

&
& VLAN statistics White List
& VLAN Traffic Statistics Info
&7 Port VLAN Traffic Statistics Info 2017-10-23
&7 Multicast Unknown Flood
& 1GMP Static Group

[ ata service o

Read from Device[Manage VL AN]Executing
Faied to execute the command.
manager returned communication interrupted.

(1) Operational tree pane (2) Service configuration

pane

Figure 6-2 Local Service Configuration GUI

pane

(3) Operation information
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6.3

6.3.1

Prerequisite

Procedure

ONU Query Management

By querying the system, slot number, PON port number and logical ID of the ONU,
you can quickly acquaint yourself with the distribution of the ONU.

Querying ONUs

With the ONU query function, you can find the desired ONU quickly and view the
system, slot number, PON port number and logical ID of the ONU.

The UNM2000 supports querying ONUs by different ONU attributes. It supports
both fuzzy match and complete match. The ONU query conditions fall into two parts:

€ General query conditions: Include the logical domain, device type, ONU PON
type, device name, friendly name, logical ID, physical ID, OLT IP address,
management IP address, and voice service and data service of the ONU.

€ Advanced query conditions: Include slot No., ONU No., ONU password, logical
SN password, optical splitter No., optical splitter port No., ONU label, ONU user

information and ONU service class.

You have the authority of Maintainer Group or higher authority.

1. Select Resource—Query ONU from the main menu.
2. Set the query conditions in the Set ONU Query Conditions dialog box.

3. After completing the settings, click OK. The Query ONU tab displays the ONUs

meeting the query conditions.
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il
System View Resource Configure Alarm Performance Security Window Help
P RaEE BRe|E [lowlos cofor] |
Miain Topology | Query ONU x| 4 [>][o
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PON1]-ANS006-07B{1] ANSO0S-07B  ANST16_02104710103 2 1 1
PONI1]-ANS006-20(2] ANSD05-20  ANST16_0210.710103 2 1 2
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PON(4}-ANSS06-04-F1[1] ANSS08-04-F1  ANSS16-01_10.171.0.22 13 4 1 FHTT10988840
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PONI1-ANS008-20(3] ANS00820  ANSS16-01_10.171.0.31 7 1 3 000000000054 |
v
totally17 ltems. Refresh ” Query ONU H ‘Service Configuration

4. Inthe Query ONU tab, select one or more entries and click Service
Configuration at the lower-right corner to go to the NE Manager window. Then
you can query the service configuration information of the ONU device.

Subsequent Operation

Right-click an ONU, select Service Configuration, Locate to ONU List or Service
Configuration from the shortcut menu.

6.3.2 Viewing the ONU List

You can view the ONU details and configure the ONUs.

Procedure

1. In the main menu of the NE Manager GUI, select Configuration—ONU List to
open the ONU List tab.
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| & ANS516-01_10.171.0.22 - WE Nanager - 10.171.0.22

Slls/ala]s)
3

& ™ PON[1]-ANS006-04F1... ANS006-D4F1 3311111111211
"™ PON[2-ANS00-04P4... ANSO0E-04P4 3 TR RRR
@™ PON[1}ANSO06-01-A... ANSO06-01-A 12-13-14-15-1817
& PONZ-ANSO06-01-4_ ANSDDS-01-A 21-31-41.51-61-71
| PON[3}-ANS005-07B{1] ANS006-078 54-4b-71-07-f-0
"™ PON4LANSS06-04.F... ANSS06-04-F1 13 FHTT10988840

- & SNMP Trap Receiver IP
- & Qina Domain
- & HGH Configuration
- @ OLT MAC Addr Table
- & ONU Replace
- # MAC Learning Table on P
- & ONU Information
L@ save Config to Flash

2. You can perform the following operations as required.

@ Note:

The following uses Port Service Config, Service Configuration and

View Details as an example to introduces how to perform the operations.

» Port service configuration

In the ONU List tab, select a port and click Port Service Config to view
the port type of the ONU service and the number of ports of different types.

= PON[1]-AN5006-04F4[1]

5 Data Port
& Voice Port

2017-10-23 14:29:05 Reading [NGN Cenfiguration] from Database in progress.

2017-10-23 14:28:05 Reading from Database the [NGN Configuration] command succesded.
2017-10-23 14:28:05 Reading [ Numbers] in progress.
2017-10-23 14:28.05 Reading from Database the [Used command
2017-10-23 14:29.05 Reading [Data Porf] from Device in progress.

2017-10-23 14:29.05 Reading from Device the [Data Port] command succeeded.
2017-10-23 14:29.05 Reading [Voice Porf] from Device in progress.

2017-10-23 14:28.05 Reading from Device the [Voice Port] command succeeded.

P Service Configuration

126 Version: B



6 Managing Access NEs

In the ONU List tab, select a port and click Service Configuration to
access the designated ONU service configuration tab and perform the

service configuration of the ONU.

{5 ANS516-01_10.1T1.0_22 — HE Namager — 10_171.0.22 -10| x|

File Configuration Alarm

EEER BREE B

Equipment View | ECBB[11]-PON[3]-AN5006-07B[1]-Service Configuration x‘ 4[|~

Operational Tree 533555541 i Port Service Config %|: OHU AttachiDetach Domain x| KT

3o N RO RN EEOIGE00 Y ——

>

PON Ho. OHU No, Attach/Detach Serial No. Domain Name

# ONU Replace Sot No.
1 9990330

# Port Service Config
P N AttachiDetach Don|
&+ ONU Bandwidth
£ NGH Statisticinfo | =
&7 ONU POTS Port Status
@ [ VLAH Service
&7 ONU Manage VLAN
& Translation VLAN Mod|_ |
©- [ Data service
&7 Packets Rate Control
£ ONU Bandwidth
@ [ poTs service
&% NG Statistic Info
£ NGH User Register/Unr| <] I >

&% ONU POTS Port Status

Table 2, Entry 1, selected 1 of 1 entries More...
&7 Pos Phone Number

iy
& Voice RTP Config 2017-10-23 14:33:27 The command is sent successfuly.
& 1P Phane Number 2017-10-23 14:33:27 Create on Device]ONU Attach/Detach DomainJExscuting
o Iﬁ G 2017-10-23 14:33:28 Executing the command successfully.
2017-10-23 14:33:30 Send the Ci from Database[ONU Domain] ]
- [if @os config 2017-10-23 14:33:30 Start Verifying Command Data
&% Queue Schedule Profill | | 2017-10-23 14:33:30 The command is sent successfuly.
@ @‘ Test 2017-10-23 14:33:30 Read from Database[ONU Attach/Detach Domain]Executing
2017-10-23 14:33:30 Execuling the command successfully,

& PPPOE Simulation Tes:

@ [ System Control [ . =
E I I 0 OHU Domain || |

@ Note:

Right-click the designated configuration option in the Operational Tree

and select Favorite from the shortcut menu to save this option in the
favorite folder, so that the user can find it quickly next time. Select Cancel
Favorite to remove this option from the favorite folder.

P View details

Click View Details to view the detailed information of the specified ONU,
including ONU Port Panel, ONU Information, ONU Service Information,
Port Status Information, ONU MAC address, ONU Callback
Information, QINQ Domain Attach Information, Under ONU and Parent
ONU.
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6.3.3

Background

& ANS516-01_10.171.0.22 — HE Manager — 10.171.0.22 10 N [a] B
File Configuration Alarm
EEEE EEERE CXAI=5] 0 &0
Equipment View | ECOBI111-PONII-AN5006-07B1]-Service C: ion_x] T
Subrack View | ONU List x| <[+
GSOF[S] .
#Select NE node in device tree, it will show all ONU on table. Qg search
o-[=]* sessrm
L Device Name | Device Type | Siot Number \ PON Number \ ONU Number | Physical Address | ONU Password]  Logical D | LogicSNPassword | AlissName | ONU Vel
o [E]* ecsmim

™ PONTLANS006-01-4... ANSO0B-01-A 11 12-13-14-15-16-17

HSWAT "™ PONZFANS006-01-A... ANS00E-0T-A 11 21-31-41-516171

S e O N P s
[ECBB[11]
2l <] 1

Current Entry 3, selected 1 of 3 entries

Common Cor
@ [ Favorite
# Time Calibration o
& Service Model Profile F
& Bandwidth Profile
& Local End Service Outter
& SNMP Trap Receiver IP
£ QinQ Domain
& NG Configuration
@ OLT MAC Addr Table: “5‘ £
‘ONU Replace: e Lo
ﬁ MAC Learning Table on P| 28 b
& ONU Information
@ Save Config to Flash
<l I e

d i [ Port Service Config H Service Configuration llﬁ:w

ONU MAC address | ONU C: tion |
OHU Port Panel

[ T PONE}-ANsDOB07B[]

LENI LANZ LAN3 LAN4 LANS LANE LANT LANE 3
lap FXS1 FXS2 FXS3 FXS4 XS5 FXSB FXST  PXSB
PONA PONE LENG LANTD LANI1 LANI2 LANI3 LANI4 LANIS LANIE  FXSB FXSID FXS11 FXSI2 FXS13 FXSI4 FXSIS FXSIE RF

ONU Query Example

With the ONU query function, you can find the desired ONU quickly and view the
system, slot number, PON port number and logical ID of the ONU.

The UNM2000 supports querying ONUs by different ONU attributes. It supports
both fuzzy match and complete match. The ONU query conditions fall into two parts:

€ General query conditions: Include the logical domain, type, name, logical ID,
physical ID, OLT IP address, voice service and data service of the ONU.

€ Advanced query conditions: Include slot No., ONU No., ONU password, logical
SN password, optical splitter No., optical splitter port No., ONU label and ONU
user information.

The following introduces how to perform the ONU query via setting different query
conditions:

Querying the ONU Object by MAC Address

1. Select Resource—Query ONU from the main menu.
2. Enter the MAC address of the ONU in the Physical Address field.

3. Click OK. The Query ONU tab displays the ONUs matching the MAC address.
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Querying the ONU by ONU Data Service

Select Resource—Query ONU from the main menu.
Enter the IP address of the OLT in the OLT IP field.

Set Service Condition to Data and specify the values of CVLAN ID and
SVLAN ID.

Click OK. The Query ONU tab displays the ONUs matching the set conditions.

Querying the ONU by ONU Location

6.4

6.4.1

Prerequisite

Select Resource—Query ONU from the main menu.

Select the logical domain where the desired ONU resides from the drop-down
list on the right of Logical Domain.

Click the Advanced tab in the Set ONU Query Conditions dialog box.
Specify Slot Number and ONU Number in the Advanced tab.

Click OK. The Query ONU tab displays the ONUs matching the set conditions.

Authorizing ONUs

You can perform ONU authorization related operations, including configuring the
authentication mode of the PON port or the ONU, authorizing the ONU, replacing
the ONU logical identifier and viewing authorized ONU list.

Configuring the ONU Whitelist

You can query the information of the authorized ONUS and pre-authorize the
unauthorized ONUs. The ONUs in the white list can be authorized and service-
provisioned, while the ONUs not in the whitelist cannot be authorized or services

cannot be provisioned.

€ You have the authority of Maintainer Group or higher authority.

€ The settings of the PON port authorization type of the OLT device have been

completed.

Version: B
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Procedure

1. Select Configuration—ONU Authentication—ONU Whitelist in the main
menu of the NE manager to open the ONU Authorization View tab, displaying
the information of the authorized ONUs.

& A¥S516-01_10.171.0.22 - HE Manager - 10_171.0.22 =10l x|
File Configuration Alarm

EquipmentView | ONU Authorization View x| < ¢ [~
CACIRC CRE YR IC 16 Y E—

Slot NO.| PON No. | ONU No.| Physical SN | Vendor ID| Equipment id | Password | Logic SN-LOID | Logic SH-Password | ONU Type Authentication Mode Status | Auth Type | ONU Actual Type | ONU PON TYPE

PHYSIC_ID/SN:LOID+PASSWORD COMBI... Preauthorized LOD
ANS506-04-B [PHYSIC_IDISN:LOID+PASSWORD COMBL... |Authorized  |MAC

1
n
1 17 test1002 HG260 PHYSIC_ID/SN:LOID+PASSWORD COMBI... |Preauthorized |LOD
2 1 321123123123 ANS506-04-B [PHYSIC_ID AUTHENTICATION \authorized  [MAC

Table 1, Entry 1, selected 1 of 4 entries.

2017-10-23 14:23:37 Send the
2017-10-23 14:23:37 Start Ve
2017-10-23 14:23:37 The c
2017-10-23 14:23:37 Read from Device[Authorized ONU Information]Executing
2017-10-23 14:23:38 Read from ony

Read from Device[Authorized ONU Information]

1L it | onu icatic | Ponpa icatic I Logicin | | switc of PON Auto Sense onu

2. Modify the ONU whitelist information: Select an entry, double-click Slot No.,
PON No., ONU Type and ONU No. and select the corresponding value from
the drop-down list.

Pre-authorizing the ONU

6.4.2

Prerequisite

1. Click | in the ONU Authorization View window. In the displayed dialog box,
enter the number of ONUs to be pre-authorized and click OK.

2. Setthe parameters for these ONUs to be pre-authorized according to the PON
port authentication mode.

3. Click = ‘ in the ONU Authorization View window to deliver the pre-
authorization information to the devices.

Managing ONU Authentication Modes

View and modify the authentication mode of the ONU connected to a single PON
port, card or device.

You have the authority of Maintainer Group or higher authority.
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Procedure

1. Select Configuration—ONU Authentication—ONU Authentication Mode in
the main menu of the NE manager GUI.

2. Select the object in the Switch Objects (ONU Authentication Mode) dialog
box that appears, click OK.

3. To modify the authentication mode of an ONU, double-click the Authentication
Mode of this ONU and select the desired authentication mode from the drop-
down list. Table 6-1 describes the authentication modes.

Table 6-1 Description of the ONU Authentication Modes

Authentication Mode Description
Physical address . .
authentication Authenticates the ONU based on its MAC address.
Logical SN
authentication: enable
the ONU MAC automatic | Turn on this switch to set the ONU that is already authenticated
replacement function based on its SN to be authenticated based on its MAC address.
under the logical SN
authentication mode
Logical SN
authentication: disable
the ONU MAC automatic | Turn on this switch, and the ONU can be authenticated only based
replacement function on its SN. It cannot be authenticated based on its MAC address.
under the logical SN
authentication mode
GPON password
authentication: enable
the ONU MAC automatic | Turn on this switch to set the ONU that is already authenticated
replacement function based on GPON password to be authenticated based on its MAC
under the GPON address.
password authentication
mode
GPON password
authentication: disable
the ONU MAC automatic | Turn on this switch, and the ONU can be authenticated only based
replacement function on GPON password. It cannot be authenticated based on its MAC
under the GPON address.
password authentication
mode
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6.4.3

Prerequisite

Procedure

4. After completing the settings, click = |to deliver the configuration to device.

Managing PON Port Authentication Modes

You can view and modify the authentication mode of each PON port. After the
authentication mode of the PON port is set, the ONUs under this PON port will be

authenticated adopting the set authentication mode.

You have the authority of Operator Group or higher authority.

1. Inthe NE manager window, select Configuration—ONU Authentication—
PON Port Authentication Mode to open the ONU Authorization View tab

and view all the PON port authentication modes.

2. To modify the authentication mode of a PON port, double-click the
Authentication Mode of this PON port and select the desired authentication

mode from the drop-down list. Table 6-2 describes the authentication modes.

Table 6-2  Description of PON Port Authentication Modes

Authentication Mode Description
PHYSIC_ID
- Authenticates based on the MAC address of the ONU.
AUTHENTICATION
PHYSIC_ID
Authenticates based on the MAC address and password of the
+PASSWORD
ONU.
AUTHENTICATION
PASSWORD
Authenticates based on the password of the ONU.
AUTHENTICATION
SN:LOID+PASSWORD
Authenticates based on the SN or password of the ONU.
AUTHENTICATION
PHYSIC_ID/SN:LOCI
+PASSWORD Authenticates based on the MAC address, SN or password of the
COMBINED ONU.
AUTHENITCATION
NO AUTHENTICATION No authentication is required for the ONU.
SN:LOID
Authenticates based on the SN of the ONU.
AUTHENTICATION
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6.4.4

Procedure

6.4.5

Table 6-2  Description of PON Port Authentication Modes (Continued)

Authentication Mode

Description

PHYSIC_ID/SN:LOID

COMBINED Authenticates based on the MAC address or SN of the ONU.
AUTHENTICATION

PHYSIC_ID/PHYSIC

PASSWORD Authenticates based on the MAC address or password of the
COMBINED ONU.

AUTHENTICATION

Note 1: The ONU password and SN have been set before delivery. You can obtain them by
viewing the label attached to the ONU device.

3. After completing the settings, click = |to deliver the configuration to device.

Replacing the ONU Logical Identifier

When an ONU using the authentication based on logical ID is faulty, you can

replace it with an ONU of the same type. The logical ID of the new ONU is still the

logical ID of the faulty ONU. The services on the original ONU will be downloaded to

the new ONU, and service configuration is not required.

1. Select Configuration—ONU Authentication—Replace the ONU Logic ID in

the main menu of the NE manager to open the ONU Authorization View tab.

2. Click £ and enter the number of rows to be added in the dialog box that

appears. Then click OK.

3. Set the parameters accordingly.

4. After completing the settings, click = |to deliver the configuration to device.

Viewing the Authorized ONU Information

You can view the authorized ONU information.
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Procedure

1. Inthe NE manager window, select Configuration—ONU Authentication—
Authorized ONU Informationfrom the main menu to display the Switch
Object (Authorized ONU Information) dialog box.

2. Select the card or port and click OK to view the information of the authorized
ONU connected to the card or port. The statuses displayed in the Status
column in the ONU Authorization View tab are described in Table 6-3.

Table 6-3 ONU Authorization Status

Status Meaning

Authorized The ONU is connected and the authorization information is sent to the ONU.

The ONU is disconnected and the authorization information is saved in the
Preauthorized

network management database.

& Caution:

You can select only one card in the Switch Object (Authorized ONU

Information) dialog box.

Other Operations

Replace the selected object.

1. Inthe ONU Authorization View tab, click the ™= button.

2. Inthe displayed Switch Object (Authorized ONU Information) dialog box,
reselect the desired card or PON port and click OK. The ONU Authorization
View tab displays the information of the authorized ONUs corresponding to the

selected object.

6.5 ONU Registration Management

The UNM2000 allows you to query and manage the registration information
(registration failure and times of repeated registration) of the ONUs.
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6.5.1

Procedure

6.5.2

Procedure

6.6

ONU RMS Error Information Query

You can query the ONU RMS error information to understand the RMS error reason.

1. Select Resource—~ONU RMS Error Information Query from the main menu.

2. Inthe Query ONU RMS Error Information dialog box, set the query

conditions.

3. Click OK, the ONU RMS Error Information displays the ONU RMS error

reason.

Querying the ONU Network Access Interception Logs

Through the ONU network interception log, you can check whether multiple ONUs
apply to access the network for the same MAC address. This can help the

maintenance engineers query the network access failure.

1. Select Resource—ONU Network Intercept Log Query from the main menu.

2. Inthe ONU Network Intercept Log Query dialog box, set the query
conditions.

3. Click OK. The ONU Network Intercept Log will display the ONUs intercepted

from network.

Rule Tasks of Enabling the ONU Port

You can set the automatic enabling and disabling time period of the ONU port,
which is convenient for you to remotely manage the time period in which the ONU

port can be used.
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6.6.1

Prerequisite

Procedure

6.6.2

Prerequisite

Procedure

Viewing Rule Tasks

You can view the port enabling rule tasks already set in the system to understand
the object source included in each task, execution result and other related
information.

You have the authority of Operator Group or higher authority.

Select System—Policy Task Management in the main menu to open the

Policy Task Management window.

Select Data Synchronization—ONU Port Enable Rule Task in the left pane

to view the existing tasks.

Click a task in the left pane to view the task type, execution type, task progress,
task status, execution result and start time of the task.

Double-click a task in the right pane to view the attributes of the task (including
basic information, object source and extended information).

Creating a Rule Task

You have the authority of Operator Group or higher authority.

Select System—Policy Task Management in the main menu to open the
Policy Task Management window.

Right-click ONU Port Enable Rule Task in the left pane or right-click in the
right pane and then select Create to open the dialog box.

Set the parameters in the Basic information, Object source, and Extend
information tabs as required, and click OK. The new task appears in the task
list.
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6.6.3

Prerequisite

@ Note:

Click Copy from other tasks to copy all settings except Task Name from
other templates. This improves the setting efficiency.

Executing Rule Tasks

The following introduces how to execute the ONU port enabling rule tasks.

You have the authority of Operator Group or higher authority.

Procedure

1. Select System—Policy Task Management in the main menu to open the
Policy Task Management window.

2. Select Data Synchronization—ONU Port Enable Rule Task in the left pane
to view the existing tasks.

3. Right-click the desired rule task and select Execute Now from the shortcut
menu, or click the task and then click the Execute Now button at the bottom of
the tab to execute the ONU port enabling rule task.

Other Operations
Right-click a rule task and select View from the shortcut menu to view the executed
object and execution status in the lower pane.

6.7 Authorizing Cards

Users need to authorize the cards of the equipment.
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Procedure

1. Inthe main menu of the NE manager GUI, select Configuration—Set Card
Authentication to display the Set Card Authorization tab to view the
authorization information of cards.

2. Configure the card authorization according to the parameter description in
Table 6-4 and button description in Table 6-5.

Table 6-4  Parameters
Parameter Meaning
EMS Configuration The type of card configured in the UNM2000.

Device Configuration

The type of card stored in the device RAM memory.

Actual Configuration

The type of card physically inserted into the device.

Table 6-5

Buttons

Button

Operation

Set the EMS configuration as the card configuration.

Set the device configuration as the card configuration.

Set the actual configuration as the card configuration.

Add all cards.

Delete all cards.

Hide empty slots.

3. After completing the card authorization, click 2 |to deliver the configuration to
the device.

6.8 Synchronizing ONUs Manually

You can manually synchronize the ONU authorization information on the device to
the UNM2000.

Prerequisite

You have the authority of Maintainer Group or higher authority.

138

Version: B




6 Managing Access NEs

Procedure

6.9

Prerequisite

Procedure

In the main menu of the NE Manager GUI, select Configuration—Manual
ONU Synchronization. The Manually synchronizing the ONU succeeded alert
box appears at the lower right corner, indicating the ONU authorization
information is synchronized to the UNM2000.

Obtaining Unauthorized ONUs

You can obtain the information of the unauthorized ONUs.

You have the authority of Maintainer Group or higher authority.

In the NE manager window, select Configuration—Obtain Unauthorized
ONU to display the Switch Object(Unauthorized ONU List) dialog box.

Select a desired PON port and click OK. The ONU Authorization View tab
appears, displaying the unauthorized ONUs.

Subsequent Operation

6.10

Prerequisite

Click [ﬁ] to read the information of unauthorized ONUSs from the device.

Click .=/ to open the Switch Object (Unauthorized ONU List) dialog box and
reselect the desired PON port.

Click = , select the range in the Configure the Selection Range dialog box
and click OK to authorize the ONU in the displayed ONU Authorization tab.

Authorizing ONUs Manually

You can authorize the ONUs manually.

You have the authority of Maintainer Group or higher authority.
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Procedure

6.11

Prerequisite

1. Inthe NE manager window, select Configuration—Manual ONU

Authorizationfrom the main menu to display the Manually Authorize ONU

dialog box.

2. Configure the basic information and authentication information, and click Write

Database or Write Equipment or according toTable 6-6 to authorize the ONU

manually.

Table 6-6 Buttons

Button Application
It is applicable to the situation when the ONU is not physically
connected. When the ONU is connected, you can write the

Write database i L . . . .
configuration in the database into the device through Configuration
Synchronization.

Write device It is applicable to the situation when the ONU is physically connected.

OTDR Link Management

You can set parameters, perform test, view test status and deliver the test command
for the OTDR link via the OTDR link management.

€ You have the authority of Maintainer Group or higher authority.

4 The ODMA, ODMB or ODMC card is configured.

Procedure
1. Select Configuration—OTDR Link Management from the main menu in the
NE manager GUI to open the OTDR Link Management dialog box.
2. Parameter configuration (taking the Port Mapping Relation as an example).
1) Select Test Config—Port Mapping Relation from the operation tree in the
NE manager.
2) Click _EI_ and set the added row in the dialog box that appears and click
OK.
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3) Click §_%_| to save data to database.

3. Execute the manual test.
1) Select Test—Manual Test from the operation tree in the NE manager.
2) Set the test parameters in the dialog box that appears and click OK.

3) After the test is completed, view the test result in Export.

Other Operations

€ View test history:
1) Select Test—Test Records from the operation tree in the NE manager.
2) Set the query conditions in the dialog box that appears.
3) View the test history data in the Test Records dialog box.

€ Read the connection status of the OTDR card / optical link / remote equipment
from the equipment. The following takes querying optical link status as an

example.

1) Select Test State—Find Optical Link Status from the operation tree in

the NE manager.

2) Click &) to read the equipment status.
3) View the results in the Find Optical Link Status dialog box.

€ Reboot the equipment and cards. The following takes rebooting the remote

equipment as an example.

1) Select Commands—Remote Device Reset from the operation tree in the
NE manager.

2) Setthe ODTR slot number and port number in the Remote Device Reset
tab.

3) CIick| = |to deliver to the equipment.
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6.12

Prerequisite

Procedure

6.13

System Maintenance

This section introduces the operations of NE system maintenance, including system
software upgrade, system software backup, configuration file export, configuration
file import, display card upgrade and ONU upgrade.

You have the authority of Maintainer Group or higher authority.

The system maintenance operations are similar. The following takes exporting the

system configuration files as an example.

1. Inthe NE manager window, select Configuration—System Maintenance—
Export Configuration File to open the Export Configuration File dialog box.

2. Set parameters in the dialog box and click Export Configuration File. After the
Alert box prompts the command is successful, you can view the exported
configuration file in the FTP server customized in the command parameters.

Upgrading Cards

You can create tasks for the upgrade operations required for OLT system cards
(system cards, service cards, TDM cards, voice cards and OLT firmware) and the
ONU system software and firmware so as to implement automatic upgrade.

& Caution:

The upgrade of NE software is risky, which may cause interruption of NE

services. Please upgrade the NE software in strict accordance with the
published upgrade guide of the corresponding NE. It is recommended to
contact the FiberHome Technical Engineer for NE software upgrade.
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6.13.1 System Software Upgrade Task

You can create the system software upgrade task to upgrade the system software of
multiple objects. By selecting the file type of the object source, you can upgrade the
core switch card, IDM software, voice interface card, OLT firmware, time card
software and OTDR card. The following introduces how to view, create and execute
the upgrade task of the system software.

6.13.1.1 Viewing Upgrade Task

Prerequisite

€ You have the authority of Operator Group or higher authority.

€ The FTP server is configured. See Setting the XFTP Server.

Procedure
1. Select System—Policy Task Management in the main menu to open the
Policy Task Management window.

2. Select Upgrade Task—System Software Upgrade Task in the left pane to

view the existing upgrade tasks of the system software.

3. Click a task in the left pane to view the object information and execution status
of the task.

4. Double-click a task in the right pane to view the attributes of the task (including

basic information, object source and extended information).

6.13.1.2 Creating an Upgrade Task

Prerequisite

€ You have the authority of Operator Group or higher authority.
€ The FTP server is set. See Setting the XFTP Server.

€ The upgrade package has been saved in the FTP server directory.
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Procedure

1. Select System—Policy Task Management in the main menu to open the
Policy Task Management window.

2. Right-click System Software Upgrade Task in the left pane or right-click the
right pane and select Create from the shortcut menu to open the dialog box.

3. Setthe parameters in the Basic information, Object source, and Extend
information tabs according to the upgrade requirement, and click OK. The new

task appears in the task list.

@ Note:

Click Copy from other tasks to copy all settings except Task Name from
other templates. This improves the setting efficiency.

Other Operations

6.13.1.3

Prerequisite

If the system software upgrade task does not meet the upgrade requirement or is

expired, you can right-click the task to delete, disable, view or modify the attribute.
Operation Upgrade Task

This operation applies only to the upgrade tasks whose Execution Cycle is One

time.

& Caution:

For the tasks that are automatically executed periodically, do not click

Execute Now. Wrong operation may interrupt services.

4 You have the authority of Operator Group or higher authority.
€ The FTP server is set. See Setting the XFTP Server.

€ The upgrade package has been saved in the FTP server directory.
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Procedure
2.
3.
Other Operations

Select System—Policy Task Management in the main menu to open the
Policy Task Management window.

Select Upgrade Task—System Software Upgrade Task in the left pane to
view the existing upgrade tasks of the system software.

Right-click a task that meets the system software upgrade requirement and
select Execute Now from the shortcut menu, or select the task and click
Execute Now at the lower right corner of the tab to execute the system

software upgrade task.

Right-click the executed system upgrade task and select View in the shortcut menu

to view the executed object and execution status in the lower pane.

6.13.2 Tasks of Upgrading ONUs in a Batch Manner

You can select different object sources in the ONU batch upgrade task to upgrade
the CPU / IAD software and firmware of the ONU in a batch manner.

6.13.2.1 Viewing Upgrade Task

Prerequisite

The FTP server is configured. See Setting the XFTP Server.

Procedure

Select System—Policy Task Management in the main menu to open the
Policy Task Management window.

Select Upgrade Task—ONU Batch Upgrade Task in the left pane to view the
existing ONU batch upgrade tasks.

Click a task in the left pane to view the object information and execution status
of the task.

Double-click a task in the right pane to view the attributes of the task (including

basic information, object source and extended information).
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6.13.2.2 Creating an Upgrade Task

Prerequisite

€ You have the authority of Operator Group or higher authority.
€ The FTP server is set. See Setting the XFTP Server.

€ The upgrade package has been saved in the FTP server directory.

Procedure

1. Select System—Policy Task Management in the main menu to open the
Policy Task Management window.

2. Right-click ONU Batch Upgrade Task in the left pane or right-click in the right
pane and select Create to open the dialog box.

3. Set the parameters in the Basic information, Object source, and Extend
information tabs according to the upgrade task requirement, and click OK. The
new task appears in the task list.

@ Note:

Click Copy from other tasks to copy all settings except Task Name from

other templates. This improves the setting efficiency.

Other Operations

If the ONU software upgrade task does not meet the upgrade requirement or is
expired, you can right-click the task to delete, disable, view or modify the attribute.

6.13.2.3 Operation Upgrade Task

This operation applies only to the upgrade tasks whose Execution Cycle is One

time.
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& Caution:

For the tasks that are automatically executed periodically, do not click

Execute Now. \Wrong operation may interrupt services.

Prerequisite

Procedure
2.
3.
Other Operations

You have the authority of Operator Group or higher authority.
The FTP server is set. See Setting the XFTP Server.

The upgrade package has been saved in the FTP server directory.

Select System—Policy Task Management in the main menu to open the
Policy Task Management window.

Select Upgrade Task—ONU Batch Upgrade Task in the left pane to view the
existing ONU batch upgrade tasks.

Right-click a task that meets the ONU batch upgrade requirement and select
Execute Now from the shortcut menu, or select the task and click Execute
Now at the lower right corner of the tab to execute the ONU batch upgrade
task.

Right-click the executed ONU batch upgrade task and select View from the shortcut

menu to view the executed object and execution status in the lower pane.

6.13.3 Tasks of Upgrading System Cards in a Batch Manner

You can upgrade the service cards of multiple objects in a batch manner via the task

of upgrading the service cards in a batch manner.
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6.13.3.1 Managing Tasks of Upgrading Service Cards in a Batch
Manner

Prerequisite

The FTP server is configured. See Setting the XFTP Server.

Procedure

Select System—Policy Task Management in the main menu to open the
Policy Task Management window.

Select Upgrade Task—Batch Upgrade of the Service Card in the left pane to
view the existing upgrade task of the system software.

Click a task in the left pane to view the object information and execution status
of the task.

Double-click a task in the right pane to view the attributes of the task (including
basic information, object source and extended information).

6.13.3.2 Creating an Upgrade Task

Prerequisite

€ The FTP server is set. See Setting the XFTP Server.
€ The upgrade package has been saved in the FTP server directory.
Procedure

1. Select System—Policy Task Management in the main menu to open the
Policy Task Management window.

2. Right-click Batch Upgrade Task of the Service Card in the left pane or right-
click the right pane and select Create to open the dialog box.

3. Setthe parameters in the Basic information, Object source, and Extend
information tabs according to the service card upgrade task requirement, and
click OK. The new task appears in the task list.
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@ Note:

Click Copy from other tasks to copy all settings except Task Name from
other templates. This improves the setting efficiency.

Other Operations

6.13.3.3

Prerequisite

Procedure

If the service card upgrade task does not meet the upgrade requirement or is
expired, you can right-click the task to delete, disable, view or modify the attribute.

Operation Upgrade Task

This operation applies only to the upgrade tasks whose Execution Cycle is One

time.

@ Caution:

For the tasks that are automatically executed periodically, do not click

Execute Now. Wrong operation may interrupt services.

€ The FTP server is set. See Setting the XFTP Server.

€ The upgrade package has been saved in the FTP server directory.

1. Select System—Policy Task Management in the main menu to open the

Policy Task Management window.

2. Select Upgrade Task—Batch Upgrade of the Service Card in the left pane to
view the existing upgrade task of the system software.

3. Right-click a task that meets the requirement on service card batch upgrade
and select Execute Now from the shortcut menu, or select the task and click
Execute Now at the lower right corner of the tab to execute the system
software upgrade task.
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Other Operations

6.13.4

6.13.4.1

Prerequisite

Procedure

6.13.4.2

Prerequisite

Procedure

Right-click the executed service card batch upgrade task and select View from the
shortcut menu to view the executed object and execution status in the lower pane.

System Software Upgrade Task

You can upgrade cards and ONUs in a batch manner using the system software
task.

Viewing Upgrade Task

The FTP server is set. See Setting the XFTP Server.

1. Select System—Policy Task Management in the main menu to open the
Policy Task Management window.

2. Select Upgrade Task—System Software Upgrade Task in the left pane to
view the existing upgrade task of the system software.

3. Click a task in the left pane to view the object information and execution status
of the task.

4. Double-click a task in the right pane to view the attributes of the task (including

basic information, object source and extended information).

Creating an Upgrade Task

The FTP server is set. See Setting the XFTP Server.

1. Select System—Policy Task Management in the main menu to open the
Policy Task Management window.
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2. Right-click System Software Upgrade Task in the left pane or right-click in the

right pane and select Create to open the dialog box.

3. Set the parameters in the Basic information, Object source, and Extend
information tabs according to the system software upgrade task requirement,
and click OK. The new task appears in the task list.

@ Note:

Click Copy from other tasks to copy all settings except Task Name from

other templates. This improves the setting efficiency.

Other Operations

If the system software upgrade task does not meet the upgrade requirement or is
expired, you can right-click the task and delete, disable, view or modify the
attribute.

6.13.4.3 Operation Upgrade Task

Prerequisite

€ The FTP server is set. See Setting the XFTP Server.

€ The upgrade package has been saved in the FTP server directory.

Procedure

1. Select System—Policy Task Management in the main menu to open the

Policy Task Management window.

2. Select Upgrade Task—System Software Upgrade Task in the left pane to

view the existing upgrade task of the system software.

3. Right-click a task that meet the system software upgrade requirement and
select Execute Now from the shortcut menu, or select the task and click
Execute Now at the lower right corner of the tab to execute the system
software upgrade task.
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Other Operations

6.14

6.14.1

6.14.1.1

Prerequisite

Procedure

Right-click the executed system upgrade task and select View in the shortcut menu
to view the executed object and execution status in the lower pane.

Managing Test Tasks

The test task includes the POTS port external / internal line task and the VolP
pinging test task.

Managing POTS Port Internal / External Line Test
Tasks

Via the task of the POTS port internal / external line test, you can detect whether the
POTS port of the ONU is normal.

Viewing Test Tasks

You have the authority of Operator Group or higher authority.

1. Select System—Policy Task Management in the main menu to open the
Policy Task Management window.

2. Select Test Task—POTS Port Inter & Outer Line Test Task in the left pane to
view the current tasks of POTS port internal / external line test.

3. Click a task in the left pane to view the object information and execution status
of the task.

4. Double-click a task in the right pane to view the attributes of the task (including

basic information, object source and extended information).
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6.14.1.2 Creating a Test Task

Prerequisite

You have the authority of Operator Group or higher authority.

Procedure

1. Select System—Policy Task Management in the main menu to open the
Policy Task Management window.

2. Right-click POTS Port Inner & Outer Line Test Task in the left pane or right-
click in the right pane and then select Create to open the dialog box.

3. Set the parameters in the Basic information, Object source, and Extend
information tabs as required, and click OK. The new task appears in the task
list.

@ Note:

Click Copy from other tasks to copy all settings except Task Name from

other templates. This improves the setting efficiency.

Other Operations

When the POTS port internal / external line test tasks do not meet the upgrade or
will expire, you can right-click the task to select the operations, such as Delete,

Disable, and viewing and modifying attributes.

6.14.1.3 Executing a Test Task

Prerequisite

You have the authority of Operator Group or higher authority.
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& Caution:

The execution of the test task will influence the use of services and
therefore it is recommended to execute the test task when service traffic

is at a relatively low volume.

Procedure

1. Select System—Policy Task Management in the main menu to open the
Policy Task Management window.

2. Select Test Task—POTS Port Inter & Outer Line Test Task in the left pane to
view the current tasks of POTS port internal / external line test.

3. Right-click the desired test task and select Execute Now from the shortcut
menu, or click the task and then click the Execute Now button at the bottom of
the tab to execute the POTS port internal / external test task.

Other Operations

Right-click a test task and select View from the shortcut menu to view the executed

object and execution status in the lower pane.

6.14.2 Managing VOIP PING Tasks

The VoIP PING task can be used to detect the MGC IP address corresponding to
the ONU, helping isolate failures.

6.14.2.1 Viewing Tasks

Prerequisite
You have the authority of Operator Group or higher authority.

Procedure

1. Select System—Policy Task Management in the main menu to open the
Policy Task Management window.
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Select Test Task—VOIP PING Task to view the existing VOIP PING tasks.

Click a task in the left pane to view the object information and execution status
of the task.

Double-click a task in the right pane to view the attributes of the task (including
basic information, object source and extended information).

6.14.2.2 Creating a Task

The VOIP PING test is used to check whether the network management system can
ping the IP address of the MGC related to the ONU. This function is used to isolate
the fault in failure detection.

Procedure

Select System—Policy Task Management in the main menu to open the
Policy Task Management window.

Right-click VOIP PING Task in the left pane or right-click in the right pane and
select Create to open the dialog box.

Set the parameters in the Basic information, Object source, and Extend
information tabs as required. Table 6-7 describes the Parameter Settings in
the Extend information tab. Then, click OK. The new task will appear in the

task list.

Table 6-7  Description of VOIP PING Parameters

Parameter Description

-Nn

Sends the ECHO data packets with the number specified by COUNT

-W

The timeout interval, unit: ms

Sends the ECHO data packets with the assigned traffic

Sets the TTL field to the assigned value

'

Sets the TOS field to the assigned value

-r

Assigns the number of routes to be passed through in the Recorded Route
field

The time stamp of the hop number assigned by the COUNT

Pings the object computer continuously

Resolutes the address into the NetBios name of the computer
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Table 6-7  Description of VOIP PING Parameters (Continued)

Parameter Description

; If the Not-Section flag is transmitted in a packet, this packet will not be
i sectioned by the gateways at the route

5 Sets TTL to the given value

-k Uses the computer list assigned by computer-list to list the route packet

@ Note:

Click Copy from other tasks to copy all settings except Task Name from

other templates. This improves the setting efficiency.

Other Operations

When the VOIP PING test tasks do not meet the upgrade requirements or is expired,

you can right-click the task to delete, disable, view or modify the attribute.

6.14.2.3 Running Tasks

Prerequisite

You have the authority of Operator Group or higher authority.

Procedure
1. Select System—Policy Task Management in the main menu to open the
Policy Task Management window.
2. Select Test Task—VOIP PING Task to view the existing VOIP PING tasks.
3. Right-click a test task and select Execute Now from the shortcut menu, or
select the task and click Execute Now at the lower right corner of the tab to
execute the VOIP PING test task.
Other Operations

Right-click a test task and select View from the shortcut menu to view the executed
object and execution status in the lower pane.
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6.15

6.15.1

Prerequisite

Procedure

Managing NE Automatic Discovery Tasks

You can set the NE automatic discovery task to automatically discover the NEs in
the specified IP range and then synchronize the NEs to the UNM2000 so as to
automatically create NEs in the UNM2000.

Viewing NE Automatic Discovery Tasks

You can set the NEs which can be discovered automatically within a specified IP

address range as desired.

You have the authority of Operator Group or higher authority.

In the main menu, select Resource—Auto NE Discovery or select System—
Policy Task Management—Data Synchronization—Auto Detect NE Task to

view the existing auto NE discovery tasks.

Right-click a task, click Attribute from the shortcut menu. You can view the
related information of this task, such as execution cycle, execution time, IP

address range.

Subsequent Operation

€ Right-click a corresponding task and select Execute Now, or select the task

and click Execute Now at the lower right corner of the tab to execute the NE

auto discovery task.

Right-click an NE that is discovered automatically in the right pane, and select
Create Selected NE or Create All to automatically save the NE data in the
UNM2000.
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6.15.2 Creating an NE Automatic Discovery Task

When changes are made to IP segments managed by the UNM2000 and new NEs
of devices are added in these IP segment, you can create NE automatic discovery
tasks to enable the UNM2000 to manage the devices in the entire network.

Prerequisite

You have the authority of Operator Group or higher authority.

Procedure
1. Select Resource—Auto Detect NE Task from the main menu to open the
Auto Detect NE Task dialog box.

2. Click the Create button at the bottom of the tab, or right-click Auto Detect NE
Task in the left pane, or right-click in the right pane and select Create from the
shortcut menu to open Create Auto Detect NE Task dialog box.

3. Set the parameters in the Basic information and Extend information tabs as
required, and click OK. The new task appears in the task list.

@ Note:

Click Copy from other tasks to copy all settings except Task Name from

other templates. This improves the setting efficiency.

4. Click the desired NE automatic discovery task in the left pane to view the IP
address, NE type and status.
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Alarm Management

The alarm is the main information source for knowing about the operating condition

of the equipment and the fault isolation. You need to monitor and handle alarms in a

timely manner, so as to ensure the normal operation of the network.

Ij Basic Concepts

Ij Setting Alarm Related Parameters
d Managing Alarm / Event Templates
d Synchronizing Alarms

Ij Monitoring Network Alarms

d Handling Alarms

Ij Customizing Alarms

Ij Alarm / Event Remote Notification

d Managing the Alarm / Event Data
d Alarm Logs

d Managing Alarm Frequency Analysis Rules
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71

Alarm Browsing

Basic Concepts

This section introduces the basic concepts related to alarm management, including
alarm browsing, alarm notification mode, alarm level, alarm classification, current
alarm, alarm history, alarm and event, alarm statistics and alarm saving, facilitating

you in alarm processing.

By browsing alarms, the network maintainer can understand the running status of
the network devices and the UNM2000 timely. The alarm browsing operation
includes browsing the current alarms or alarm history of the UNM2000, NEs, cards
and services, as well as synchronizing, verifying and confirming the alarms.

€ Browsing alarms: You can browse the alarms of the devices or services in the

UNM2000 to understand the running status of the network or device.

» Browsing current alarms: Browses the current alarms of all levels of the

entire network.

» Browsing the alarms of the specified NE: By selecting the device in the
main topology, you can browse the current alarms of the selected device

quickly.

» Browsing the alarm log: By browsing the alarms which meet the query
condition, you can browse the required alarm information quickly.

€ Confirming alarms: If an alarm is confirmed, the alarm is processed. You can

select the desired alarm and confirm it in the current alarm window.

» Manual confirmation: You can select the desired alarm and confirm it in the

current alarm window.

» Automatic confirmation: You need to enable the alarm automatic
confirmation function. After an alarm is processed, the UNM2000 will clear
the alarm immediately or at the specified time according to the settings.

4 Confirming and clearing alarms: You can select the desired alarm to confirm it
and clear it at the same time in the current alarm window. This alarm will be
saved in the alarm history database.

160

Version: B



7 Alarm Management

Synchronizing alarms: In case the UNM2000 restores from the communication
interruption with the device or the UNM2000 restarts, you need to synchronize
the alarm to ensure consistent alarms in the UNM2000 and on the device. The
UNM2000 will check whether the alarms in the UNM2000 database and on the
NE device are consistent. If not, the alarms on the NE device will be
synchronized to the UNM2000 database and overwrite the alarms in the
database.

Checking alarms: Checks whether the current alarm at the UNM2000 side
exists in the current alarms at the NE side. If yes, the alarms at the UNM2000
side keep unchanged. If not, the UNM2000 clears the alarm.

Refreshing alarms: Obtains the latest alarms from the UNM2000 alarm

database and displays them at the client.

Clearing alarms: Clears the alarms from the current alarm database of the
UNM2000 and from the NE and saves them to the alarm history database.

Filtering alarms: You can set the filter conditions to filter the alarm not focused

in the alarm browsing window.

Alarm remarks: Adds remarks for the alarms already processed, convenient for

alarm management.

Alarm Notification Mode

Obtaining the alarm information timely is very important to alarm processing and

network maintenance. The UNM2000 provides multiple ways of alarm notification.

*

*

Alarm indicator color: The UNM2000 uses the changes of the alarm indicator
LEDs to help you quickly locate the alarmed object. By default, the alarm
indicator of the UNM2000 indicates critical alarms in red, major alarms in
orange, minor alarms in yellow and alert alarms in blue. You can customize the
colors of the alarm indicator to indicate alarms of different levels.

Alarm sound: The UNMZ2000 client provides the audible and visual alarm when
it is connected to the alarm box device. You can determine the level of the
reported alarm according to the indicator color and sound of the alarm box.
Upon the reporting of a new alarm, the UNM2000 immediately triggers the
alarm box to play the alarm sound and the corresponding alarm indicator

flickers.
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Alarm Level

Alarm status

€ Remote alarm notification: The UNM2000 provides the following two ways of

remote alarm notification for users who are not on site.

P Sends alarms via email automatically to the specified users.

P Sends alarms via SMS automatically to the specified users.

Alarm levels are used to identify the severity, importance and urgency of the alarms.

The UNM2000 classifies the alarms into the following four levels in terms of severity:

critical alarms, major alarms, minor alarms and warning alarms. The alarms of

different levels have different meanings and should be processed differently, as

shown in Table 7-1.

Table 7-1 Description and Handling Method of Alarms of Different Levels

Alarm Level

Meaning

Handling Method

Critical alarm

Indicates the alarms on the failures that
are global or may cause corruption of
NEs and services.

Handled urgently.

Major alarm

Indicates the alarms on the failures of
cards or services in a certain range.

Processed timely.

Minor alarm

Indicates the alarms on failures of
general cards or services.

Alarm reason should be found
timely to eliminate the failure.

Warning alarm

Indicates the alarms that may influence
the service quality of devices or
resources other than system
performance and service. Some of them
are just information prompting the
devices are back to normal.

Handled accordingly.

The alarm status includes alarm confirmation and clearance. Different handling

methods should be adopted for alarms in different status. Alarms can be divided into

the following different statuses according to whether the alarm has been confirmed

or cleared.

€ Unconfirmed and uncleared

€ Confirmed but uncleared

€ Unconfirmed but cleared
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€ Confirmed and cleared
Alarm Classification

Alarms can be divided into NE alarms and UNM2000 alarms according to their
occurrence locations.

€ NE alarms: Indicates the alarms on the failures of NEs.

€ UNM2000 alarms: Indicates the alarms on the failures of the UNM2000
environment.

Current Alarm and Alarm History

Alarms are divided into current alarm and alarm history. Their respective meanings
are as follows:

€ Current alarms: Indicates the NE alarms saved in the current alarm database of
the core switch card or the UNM2000 alarms saved in the current alarm
database of the UNM2000.

€ Alarm history: Indicates the NE alarms cleared and then saved in the alarm
history database of the core switch card or the UNM2000 alarms confirmed by
users, cleared from the current alarm database and then saved to the alarm
history database.

Alarm Statistics

Alarm statistics indicates gathering the alarm data according to your desired
conditions. The alarm statistics are convenient for you to analyze the running status
of the device.

Alarm Saving

If the alarm history data stored in the UNM2000 exceeds the threshold, the
UNM2000 operation will be influenced. The alarm data saving function can save the
alarm history data in the UNMZ2000 as files to the designated file folder, so as to
improve the UNM2000 operation performance. The UNM2000 supports manual
saving and overflow saving.
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€ Overflow saving: You can set the maximum alarm saving capacity and the
UNM2000 will regularly check the alarm history data. When the alarm history
data reach the preset capacity, the UNM2000 will save the data to a specified
file to decrease its load.

€ Save Manually: You can save the alarm history data in the UNM2000 to a
specified file folder manually at anytime. You can set the manual saving period.
When the alarm history data saved in the database reach the preset time
period, the UNM2000 will save the data to a designated file folder.

Alarm and Event

7.2

When detecting the status changes of the managed objects, the UNM2000 presents
them via alarms or events.

€ The alarm indicates the notification generated when the system detects a
failure.

€ The event indicates any changes occurring on the managed objects.

Setting Alarm Related Parameters

Set the alarm-related parameters, including the alarm reporting rules, alarm filter
rules, alarm history definition and other local settings.

7.21 Managing Alarm Reporting Rules
You can set the alarm reporting rules to automatically report the alarms that you
concern most. These alarms will be automatically reported to the UNM2000 upon
their occurrence. For the unnecessary alarms, you can set not to report them so as
to minimize the influence on the UNM2000 performance caused by a large number
of alarms.

7.211 Viewing Alarm Reporting Rules
You can view whether the existing alarm reporting rules meet the requirements for
current network maintenance.
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Prerequisite

You have the authority of Operator Group or higher authority.

Procedure

Select Alarm— SettingAlarm Reporting Settings from the main menu to
display the Alarm Reporting Setting tab.

Select Report Rule in the left pane, and view the existing reporting rules in the
right pane.

Click # before Report Rule, select the corresponding alarm reporting rule, and
then view the related information of the rule in the right pane.

7.2.1.2 Setting Alarm Reporting Rules

When the existing alarm reporting rules cannot meet the requirements for device

maintenance, you can create alarm reporting rules as described below.

Prerequisite

Procedure

You have the authority of Operator Group or higher authority.

The desired alarm reporting rule has been planned according to the
maintenance requirement.

Select Alarm—SettingAlarm Reporting Settings from the main menu to
display the Alarm Reporting Setting tab.

Select one of the following access methods to open the Create Alarm Report
Rule dialog box.

No.

Access Method

Click Report Rule in the left pane, and click Create in the right pane.

Select Report Rule in the left pane, right-click in the blank area in the right pane
and select Create from the shortcut menu.

Right-click Report Rule in the left pane and select Create from the shortcut menu.
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3. Inthe Create Alarm Report Rule dialog box, set the alarm reporting rules as

required.

@ Note:

€ Click Copy from Other Rule, select the reporting rules in the Select

the Report Rule dialog box, and copy the related information of the
selected reporting rule. This can improve the setting efficiency.

€ If the continuous reporting mode is enabled, the alarms meeting the
reporting rules will be reported again after the set time interval

expires.

4. Click OK.

Other Operations

7.2.2

7.2.2.1

Right-click the alarm reporting rule entry in the right pane and select the Delete,
Refresh, Enable / Disable, Print, Copy Cell or Export operation.

Managing Alarm Filter Rules

The alarm filter rules are used to filter some NE alarms so that you can focus on
important alarms, improving the failure solving efficiency. After the alarm filter rules
are set, the filtered alarms will neither be saved into the alarm database nor be
displayed.

Setting the Project Alarm Filtering

During the project installation, commissioning, cutover and maintenance, massive
alarms may occur, which will distract maintainers from significant alarms. You can
automatically filter all the reported alarms and alarm clearance information during
the project construction by setting the project alarm filtering. The filtered alarms are
neither saved in the database nor displayed in the client terminal.
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Procedure

1. Select Alarm—Shield Project Alarms in the main menu to open the Shield

Project Alarms tab.

2. Click the Added Filtered NE of Project Alarm at the lower right corner of the
tab or right-click in the blank area of the tab to select Added Filtered NE of
Project Alarm.

3. Inthe Please select the need to generate masking rules NE dialog box,

select the NE object to set to the project construction status, and click OK.

4. Referto Table 7-2 to set the relevant project alarm filtering parameters.

Table 7-2  Parameter Descriptions of Project Alarm Filtering

Parameter

Description

Start Time

The start time of filtering the alarms of the selected NE object; the default
time is the current system time.

Auto Stopped

Select this item and the filtering end time will become valid, otherwise the
End Time is unavailable.

End Time

After the end time has expired, the alarm filtering of the selected NE will
be stopped. The default value is the current time plus 24 hours.

End Now

The alarm filtering of the selected NE will be stopped as soon as this
option is selected.

5. After completing the settings, click Save All at the lower right corner of the tab,

or simply right-click the blank area in the tab and select Save All to save the

project alarm filtering settings.

Other Operations

Delete the project alarm filtering.

1. Select the project alarm filter entry, and select Delete at the lower right corner

of the tab, or simply right-click the project alarm filter entry to select Delete.

2. Inthe displayed Confirm to Delete alert box, click Yes.
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7.2.2.2

Prerequisite

Procedure

7.2.2.3

Prerequisite

Viewing Alarm Filter Rules

You can view whether the existing alarm filter rules meet the maintenance
requirements of the UNM2000 and the NE.

You have the authority of Operator Group or higher authority.

1. Select Alarm—Setting— Alarm Shield Rule Management from the main

menu to open the Alarm Shield Rule Management tab.

2. Select View Current Alarm Shield Rule in the left pane, and view the existing

current alarm shield rules in the right pane.

3. Click Ebefore Current Alarm Shield Rule, select the corresponding alarm filter
rule, and view the related information of the rule in the right pane.

Setting Alarm Filter Rules

When the existing alarm filter rules cannot meet the management and maintenance
requirements of the UNM2000 and NEs, you can create alarm filter rules as
described below.

€ You have the authority of Operator Group or higher authority.

€ The desired alarm filter rule has been planned according to the maintenance
requirement.

Procedure
1. Select Alarm—Setting— Alarm Shield Rule Management from the main
menu to open the Alarm Shield Rule Management tab.
2. Select one of the following access methods to open the Create Alarm Report
Rule dialog box.
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No. Access Method

Click Alarm Shield Rule Management in the left pane and click Create in the right
pane.

Click Alarm Shield Rule Management in the left pane, right-click in the right pane
and select Create from the shortcut menu.

Right-click Alarm Shield Rule Management in the left pane and select Create from

the shortcut menu.

3. Inthe Create Current Alarm Shield Rule dialog box, set the alarm filter rule
according to the planning.

@ Note:

Click Copy from Other Rule to open the Select Shield Rule dialog box

and select the desired filter rule to copy its rule settings. This can improve
the setting efficiency.

4. Click OK.
Other Operations

Right-click the alarm reporting rule entry in the right pane and select the Delete,
Refresh, Enable / Disable, Print, Copy Cell or Export operation.

7.2.2.4 Setting Northbound Interface Filter Rules

When some alarms need not be reported to the third-party EMS through the
northbound interface, you can set northbound interface alarm filter rules to fitter
these alarms so as to improve the alarm processing efficiency.

Background Information

€ The filter rules do not apply to the alarms already reported. They are only
applicable to the matching alarms reported after the filter rules are set.

€ The filtered alarms will not be reported to the northbound interface.
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Procedure

1. Select Alarm—SettingNorthbound Interface Shield Rule Management from
the main menu to open the Northbound Interface File Rule Management tab.

2. Click Create Rule.

3. Inthe displayed Northbound Interface Filter Rule dialog box, set the filter

rules.

4. Click OK to add a northbound interface alarm filter rule and filter the current
alarm in specific condition. You can view the added northbound interface alarm
filter rule in the Northbound Interface File Rule Management tab.

Other Operations

7.2.2.5

Procedure

In the Filter Rule of North tab, right-click a northbound interface alarm rule and
select the menus from the shortcut menu to perform the corresponding operations,

including Modify Rule, Delete Rule, Disable Rule, Copy Rule, etc.
Setting Alarm Flashing Rules

When some alarms need not be reported, you can set alarm flashing rules to fitter

these alarms so as to improve the alarm processing efficiency.

1. Select Alarm— Setting— Alarm Vibration Shield Rule Management from the

main menu to open the Alarm Vibration Shield Rule Management tab.
2. Click Vibration in the left pane.
3. Click Create to create a rule.

4. Inthe Create Current Alarm Vibration Shield Rule dialog box, set the alarm

filter rule.

5. Click OK to add an alarm filter rule and filter the current alarm in specific
condition. The newly added alarm filter rules can be viewed in the Alarm
Vibration Shield Rule Management tab.
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Other Operations

In the Alarm Vibration Shield Rule Management tab, right-click an alarm filter rule
and select the operations, such as Delete and Copy.

7.2.3 Setting the Audible Alarms

You can set different sounds for alarms of different levels and set the play priority of
the alarm sounds. When an alarm occurs, the loudspeaker on the computer running
the client will play the corresponding sound to notify of the reported alarm of the
specific level.

Background Information

This setting is only applicable to the current client end.

Procedure
1. Select System—Parameter Settings in the main menu to open the Parameter
Settings dialog box.
2. Select Alarm settings—Local Setting— Alarm Sound in the left pane to open
the dialog box.
(e reEESSSS—— x
[ Q search | Alarm Sound
g t::ISS:Ct:Ii:ﬂg:SIralegy Set Sound Prompts for Different Alarms Arriving at the UNMZ2000 Client,
@ Alarm Settings Global Alarm Sound Settings
@ Local Settings
All Alarm Alert(Q): ] Mute All
Alarm Color I O
Hew Alarmn | Event Sound Volume (1 to 10) 1 2 3 4 5 & 7 s 9 10
® Sen::i:ﬁng! Play Priority: ‘@) The new alarm alert always overwrite the old one.
Alarm History Definiti|
Auto Confirm i) Neglect Sound Lower than Current Alarm Level
@ Remote Not;rmﬁon g Enable | Rule Name | Duration (Second) | File Path [ Test
Special lcon of the A [l SeverehAlarm 5 D:lusers\Administratorimedialalm_critical.wav lﬂ@
LT Basi_c SHIETY [v| Major Alarm 5 Diusers\Administratorimedialalm_major.wav E(l@
@ Performance Settings
@ Service Configuration [vi Minor Alarm 5 D:lusers\Administratorimedia\alm_minor.wav i
@= License Setting = WarningAlarm 5 D:wsers\Administratorimedialalm_warning.... o
[<] I ] 3 moiaulL l [ L l
oK l [ Cancel l
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3. Setthe parameters according to your needs and then click Apply. The settings

will take effect immediately.

Other Operations

7.2.4

Click Restore Default Configurations to restore the parameters to the default

values.

Enabling / Disabling the Audio Alarm

The following introduces how to enable / disable the audio alarm. This operation is
only valid to the current client end. The UNM2000 client will play different alarm
sounds for alarms of different levels upon their occurrence in the UNM2000 or NE.
You can select whether to enable the audio alarm in the UNM2000.

Background Information

Procedure

7.2.5

This setting is only applicable to the current client end.

€ Disable the audio alarm.
Click 4 to change it to .
€ Enable the audio alarm.

Click to change it to L(]’?".

@ Note:

For other setting items related to the audio alarm, see Setting the Audible

Alarms.

Setting the Display Modes of New Alarms / Events

You can set the display modes of new alarms / events as required.
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Background Information

This setting is only applicable to the current client end.

Procedure
1. Select System—Parameter Settings in the main menu to open the Parameter
Settings dialog box.
2. Select Alarm settings—Local Setting—New Alarm / Event in the left pane to
open the dialog box.
x
[ Q search | New Alarm / Event
@ Local Settings £
©- User Security Strategy Put Client End to Top of 3creen When Hew Alarm / Event Reported
@ Alarm Settings [ Critical (H) [_] Major (G)
9 Local Settings
Alarm Sound [_] Minor (F) [_] warning (B)
Alarm Color
Blink Inactive Window Toolbar when New Alarm / Event is Reporied (Only applicable for Windows)
Others
¢ Server Settings [v] Critical (J) [v] Major (K)
Alarm History Definiti|
Auto Confirm Iv] Minor (M) Iv] Warning (Z)
: x:o"::t:f of:_":;‘;“; Flickering | 10[= Second
Communication P
Message Format Auto Add Hew Alarm | Event to Table
Sfanding Delay 1 Top %) Bottom(X)
Special lcon of the Al
e ﬂm"‘?:'o: ::ﬁ;:m"g Alarm Panel Flashing Settings
g ﬁ:::;ic;x;f;mth" [v] When a new alarm or event is reported, the alarm panel flashes. _S,ﬁ Second
[(I = ] u] [ R Default C Q| i l [ Apply I
l oK l [ Cancel l
3. Setthe parameters according to your needs and then click Apply. The settings
will take effect immediately.
Other Operations

Click Restore Default Configurations to restore the parameters to the default
values.

7.2.6 Setting the Alarm Color

You can set different colors for alarms of different levels, which is convenient for you
to browse the focused alarms.
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Background Information

Procedure

7.2.7

L 2

After the colors corresponding to alarms of different levels are set, the alarm
icons in the topology view, alarm entries queried and alarm indicators on the

alarm bulletin board will appear in the set colors.

The UNM2000 provides four colors corresponding to four alarm levels. Critical
alarms: IIll; major alarms: ; minor alarms: ; prompt alarms: G0
above the list.

The GUI display settings are applicable to all users at any client.

Select System—Parameter Settings— Alarm Settings—Local Alarm—
Alarm Color dialog box.

In the Set a Color for the Alarm Level combo box, click |l] on the right to
select the desired color for each alarm level.

In the Set the Background Color of the List Corresponding to the Alarm
combo box, click |l] on the right to select the desired colors for different
confirmation statuses.

Click Apply—OK to apply the settings.

Setting Other Items of the Local Alarms

Other local alarm settings include the alarm monitoring template, maximum number
of startup templates as well as whether to enable alarm automatic reporting upon
client startup.

Background Information

Procedure

This setting is only applicable to the current client end.

Select System—Parameter Settings in the main menu to open the Parameter

Settings dialog box.

Select Alarm settings—Local Setting— Others in the left pane to open the

dialog box.
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3. Setthe parameters according to your needs and then click Apply. The settings

will take effect immediately.

4. Select Alarm— Alarm Query Template Management from the main menu to

view the parameters already set.

Other Operations

Click Restore Default Configurations to restore the parameters to the default

values.

7.2.8 Setting the Definition of the Alarm History

You can set the delay for switching current alarms to the alarm history as required.

Background Information

When the current alarms have been confirmed and cleared, they will be switched to
the alarm history after the set delay time.

Procedure
1. Select System—Parameter Settings in the main menu to open the Parameter
Settings dialog box.
2. Select Alarm Settings— Server Settings—Alarm History Definition in the
left pane to open the dialog box.
3. Set the delay for switching current alarms to the alarm history and then click
Apply to apply the settings.
7.2.9 Setting the Alarm Automatic Confirmation Rules

For convenient maintenance, the UNM2000 provides the automatic confirmation by
alarm level or by rule for the unconfirmed but cleared alarms. You can set the

automatic confirmation rules for the cleared alarms.

Version: B 175



UNM2000 Network Convergence Management System V2.0R4SP6 Operation Guide

Procedure
1. Select System—Parameter Settings in the main menu to open the Parameter
Settings dialog box.
2. Select Alarm Settings—Server Settings —Auto Confirm in the left pane to
open the dialog box.
©Faramcter settings |
| Q search | Auto Confirm
g t:::lsszct:li:i‘lisstrategy Set Auto Confirmation Rule for Cleared Alarms.
@ Alarm Settings "
@~ Local Settings EnlaEme |Cr'rticaIAIarm — Confirm Imrcnne:::;?nn e &]
@ Server Settings
Alarm History Definiti O Major Alarm Confirm Immediatehy B =
‘:‘“tomaﬁc oI [} Minnr.AIarm Confirm Immediatery
@ Remote Hotification S O Warning Alarm Confirm Immediatehy
Communication P
Mez=age Format
Sending Delay
Special lcon of the AK
Alarm Basic Setting
&= Performance Settings
@ Service Configuration
@ License Setting
Delay Confirmation
Every day at |00:00 | Automatically Confirm when Clear Time iz Reached 1,—j Days' Alarms
[(I . ] &] Restore Default Configurations H Apply ]
[ oK l [ Cancel l

3. Click Add to open the dialog box.

4. Setthe parameters in the Basic information, Confirming Condition, Alarm
Source and Alarm Source and Alarm Source Type tabs respectively. Then
click OK to create an automatic confirmation rule.

5. Return to the Auto Confirm dialog box, and click Apply to make the settings
valid.

Other Operations
Click Restore Default Configurations to restore the parameters to the default
values.
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7.2.10

Prerequisite

Procedure

7.2.11

7.2.111

Prerequisite

Procedure

Converting Events to Alarms

You can change the events into alarms by adding or deleting events in a batch
manner. The UNM2000 will process the alarms transformed from events as alarms.

The authority of the Event to Alarm Settings function is configured in the authority
and domain division management. Only the user who has the corresponding

authority can perform this function.

1. Select Alarm—SettingEvent to Alarm Settings from the UNM2000 main

menu.
2. Inthe Event to Alarm Settings tab, select the desired event entries.

3. Click Save.

Customizing Alarms

Through custom alarm settings, the UNM2000 can display different types of alarms
based on how much users pay attention to these alarms or how users find these
alarms. In this way, the maintenance engineers can better monitor the equipment,
and quickly isolate the failure and solve the problems.

Viewing Custom Special Alarms

This function helps you understand the defined special alarm types.

You have the authority of Operator Group or higher authority.

1. Select System—Parameter Settings in the main menu to open the Parameter
Settings dialog box.
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2. Select Alarm Settings— Server Settings—Special Icon of the Alarm in the

left pane to open the dialog box.

| Q. Search

Local Settings
User Security Strategy
Alarm Settings
Local Settings
Server Settings
Alarm History
Auto Confirm
Automatic Synch

EEEEEEEEEEREEEE

21

19
18
17
16
15
14
13
12
1
10

Y custom_s
r CUSTOM_B
{0} NE_NOT_CONFIG
[} ALARM_SHELD
() PROJECT_ALAR...
4 NE_ABORT
4 CUSTOM_7

! custom_s
#r CUSTOM_S
4 CUSTOM_4

! custom_3
[l ONT_DYING_GASP
S ONT_LINK_LOSS

EA ONT_ARREARAGE
@ TMP_BOARD

EEEEEEEOODCDCOOO

EEEEEEEEEEEEEE O

It requires to configure the. ..
It requires to configure the...
Display when manageris ...
Display upon NE interrupti...
It requires to configure the...
It requires to configure the...
It requires to configure the...
It requires to configure the...
It requires to configure the...
Display when ONT dying g...
Display when ONT Link lo...
A temporary card is autom...

3. Click the Custom Special Alarms tab to view the special alarms already

defined.

;.-. Parameter Settings

Q Search

Local Settings
Uszer Security Strategy
Alarm Settings
Local Settings
Server Settings
Alarm History
Auto Confirm
Automatic Synch
Remote Notification

Alarm Basic Setting
Performance Settings
Service Configuration
License Setting

AUTO_UPGRADE_ONU_SU... & CUSTOM_8
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7.2.11.2

Prerequisite

Procedure

Customizing Special Alarms

You have the authority of Operator Group or higher authority.

1. Select System—Parameter Settings in the main menu to open the Parameter
Settings dialog box.

2. Select Alarm Settings—Server Settings—Special Icon of the Alarm in the
left pane to open the dialog box.

3. Click the Custom Special Alarms tab.

4. Click Create, select the NE type, alarm name, and special alarm name in the
Custom Special Alarms dialog box, and then click OK.

5. Click Apply after the settings are completed, and the settings will be valid.

Subsequent Operation

7.2.11.3

Select the useless custom special alarms, and click Delete to delete them.

Setting Special Alarm Icons

Background Information

Prerequisite

By setting the special alarm icons, you can view the special alarm icon at the upper-
right corner of the NE icon when the corresponding alarm occurs at the NE, so as to
obtain the alarm information in a timely manner.

€ When multiple alarms occur at the NE, the special icon of the alarm with the

highest priority will be displayed at the upper-right corner of the NE icon.

€ The priority of an alarm ranges from 1 to 22, with 22 being the highest.

You have the authority of Operator Group or higher authority.
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Procedure

1. Select System—Parameter Settings in the main menu to open the Parameter
Settings dialog box.

2. Select Alarm Settings—Server Settings —Special Icon of the Alarm in the
left pane to open the dialog box.

i Parameter Settings - x|

| Q search | special Icon of the Alarm
@= Local Settings
@= User Security Strategy
@ Alarm Settings
©- Local Settings Special Alarm Icon Display || Custom Special Alarms |
? Ser:; EHiIE ) Enable | Priorty | Special Alarm Name |Hide after Confi.|Hide after Clear..] Remark |
WL SR L 22 u CUSTOM_9 It requires to configure the... E

Auto Confirm
Automatic Synchroni: N & CUSTOM_B
20 5} NE_NOT_CONFIG

@ Remote Notification §

Set the custom alarm and the display of the custom alarm icon. The custom alarm icon will be displayed at the
upper-right of the NE icon.

It requires to configure the...

Display when manager is ...

[v [ [
v [ v
v [ [vi
Communication A Vi 19 [ ALARM_SHEELD O [V Display When Alarm Shiel..
“S::;‘::eni‘:ymat ¥ 18 () PROJECT_ALAR... ] v Display when project alar...
[v] 17 4 NE_ABORT () [v] Display upon NE interrupti.. |=
Alarm Basic Setting vl 16 4 CUSTOM_7 (] [¥] It requires to configure the...
s HERITIL TR SHICT S v 15 ! cusToM_6 O v It requires to configure the...
g Ls;:::;c;.:::;ramn ¥ 14 & CUSTOM_S I i It requires to configure the. .
[w] 13 4 CUSTOM_4 [vl [v] It requires to configure the...
[wl 12 ! CUSTOM_3 [w] [wl It requires to configure the. .. b
[w] 11 [l ONT_DYING_GASP [w] [w] Display when ONT dying g...
W] 10 B ONT_LINK_LOSS v [¥] Display when ONT Link Io...
[¥] Ed ONT_ARREARAGE [w] [¥] Display when ONT arrear...
[w] @ TMP_BOARD [w] [v] A temporary card is autom... v
[(I = ] &] Restore Default Configurations ] [ Apply ]
[ oK l [ Cancel l

3. Inthe Special Alarm Icon Display tab, and select Enable, Hide after

Confirmation or Hide after Clearing as required.

P If Enable is selected, the special icon of this alarm appears at the upper-

right corner of the NE icon upon the occurrence of the alarm.

@ Note:

For enabling the custom alarms, see Customizing Special Alarms.

» If Hide after confirmation is selected, after the corresponding alarm is
confirmed, the special icon of this alarm at the upper-right corner of the NE
will be hidden.

» If Hide after Clearing is selected, after the corresponding alarm is cleared,
the special icon of this alarm at the upper-right corner of the NE will be
hidden.
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7.3

7.3.1

7.3.1.1

4. Click Apply after the settings are completed, and the settings will be valid.

Managing Alarm / Event Templates

The UNM2000 supports setting the alarm / event query conditions or statistical
conditions as templates. You can use the predefined alarm / event template to
quickly set the filter conditions and attributes of alarms / events.

Alarm Template

The alarm template is used to save the alarm query / statistical conditions. The
alarm template simplifies the setting operation and enables you to quickly complete
the settings of the alarm browsing and alarm attributes.

The UNM2000 allows you to set the alarm templates for different objects, such as
network blocks, NEs, and cards..

The alarm templates include the following types:

Current alarm query template

Alarm history query template

Alarm log query template

Current alarm log statistical template

Alarm history log statistical template

* & 6 & o o

Alarm filter template

The following introduces how to view, add, delete and modify various alarm
templates.

Viewing Alarm Templates

You can view the alarm template already set and saved. If the current alarm
template meets your requirements for querying alarms, you can use the template
directory without the need to set the conditions.
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Prerequisite

Procedure

7.3.1.2

Prerequisite

Procedure

You have the authority of Operator Group or higher authority.

1. Inthe main menu, select Alarm— Alarm Query Template to open the Alarm

Query Template Management tab.

2. Select Alarm Profile in the left pane of the Alarm Query Template
Management tab, and view the quantity and attributes of various preset
templates in the right pane.

3. Click the desired alarm template type and select the specific number of this
type of template to view the details.

Creating an Alarm Template

You can save the commonly used alarm query / statistical conditions as a template
so that you can directly use the template next time for the same query or statistics,

without the need to set the conditions again.

@ Note:

The following uses the current alarm query template as an example. You

can follow the same procedures to add other templates with the only
difference in the access method.

You have the authority of Operator Group or higher authority.

1. Inthe main menu, select Alarm— Alarm Query Template to open the Alarm

Query Template Management tab.

2. Select one of the following access methods to open the Create Current Alarm

Template dialog box.
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No. Access Method

Select Current Alarm Query Template in the left pane, and click Create
Current Alarm Template in the right pane.

Select Current Alarm Query Template in the left pane, right-click in the right
pane and select Create Current Alarm Template fr